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OrPAHUYEHHAA FAPAHTUA U OTPAHUYEHUE OTBETCTBEHHOCTU

[ns kaxgoro npoaykTa Fluke Networks rapaHTupyeTcsa oTcyTCTBUE AEEKTOB MaTtepranos U N3roTOBEHUSI MPU HOPMaribHOM UCNOMb30BaHUN
1 obcnyxusaHun. [[apaHTUNHBIA NEPUOA ANS OCHOBHOIO MOAYNSA Npnbopa CocTaBnsAeT OAMH rof U OTCYUTLIBAETCSA OT AaThl MOKYNKu. FapaHTus
Ha JeTanu, akceccyapbl, 3anacHble YacTu 1 obcnyxusaHune coctaensiet 90 AHeW, ecnu He ykasaHo UHadve. Hukenb-kagMueBble, HUKeNb-
MeTanrnapuaHbie v NUTUIA-MOHHBIE aKKYMYMSTOPbI, Kabenu 1 Apyrne BHELUHWE YCTPOMNCTBA OTHOCATCS K AeTansiM U akceccyapam. [laHHas
rapaHTusa AencTBUTENbHA TOMNbKO ANA NepBOHaYanbHOro NoKynaTens unm 3akasyvka, SBrsoLLEerocs KOHe4YHbIM NonbL3oBaTenem, Npu ycrosmm
NOKYMNK1 NPOAYKUUK y ynonHomodeHHoro npoaasua Fluke Networks, n He pacnpocTpaHsieTcs Ha no6ol NpoAyKT, KOTOPbINA, MO MHEHUIO

Fluke Networks, ncnons3oancsi HenpaBurbHO, HEGPEXHO, C HAPYLLEHUSIMU NPaBUI 3KCMNyaTaumu, npeTepnesan U3MEHEHUsSI B KOHCTPYKLMK,
noABeprancs 3arpsasHeHsM Uy NOBpPeXAeHNsM B pesyrnbTaTte Cry4aiHOCTM UK B pesyrnbTaTe BO3AENCTBMSA YCIOBUIA, HA KOTOPbIe MPOAYKT
He paccuuTaH, B xoae paboTbl unu akcnnyatauun. Fluke Networks rapaHTupyeT, 4To nporpaMmmHoe obecneveHne byaet paboTtatb B
COOTBETCTBMU C PYHKLMOHAmNbHbIMU cneuudukaumsmm B TedeHne 90 AHel, 1 4To OHO ObINo Haanexallumm o6pa3oM 3anmcaHo Ha HocuTene,
cBobogHom oT aedekToB. Fluke Networks He rapaHTMpyeT, UTO NporpamMMHblEe CpeACcTBa He coaepxaT owmnbok unm paboTaroT 6e3
npepbIBaHNN.

YnonHomouyeHHble aunepsbl Fluke Networks pacnpocTpaHsioT AaHHY0 rapaHTUo Ha HOBbIE Y HEUCMONb30BaHHbIe NPOAYKTbI TOMbKO AS
KIMEHTOB, SBNSIOLLMXCS KOHEYHbIMU NOMb30BaTENAMWN, OAHAKO HE UMELOT MpaBa PacLUMPSATb UM U3MEHSATb YCMOBUSA rapaHTUM OT UMEHN
Fluke Networks. MNopaepskka rapaHTM OCyLLECTBNSETCSA TOMbKO B TEX Crydasx, koraa NpPoAyKT KynieH Yyepes ynonHOMOYEHHbIV

Fluke Networks ueHTp npogax unu ecnu NokynaTene ynnaTun COOTBETCTBYIOLLYIO MexayHapoaHyto LeHy. Fluke Networks octaBnget 3a
coboi NpaBo BbICTaBUTL [MokynaTenio cHeT No 3aTpaTam Ha BBO3 AeTarell ANs peMOoHTa/3aMeHbl, €Cnn NPOAYKT, KynSeHHbIVi B OAHON CTpaHe,
NOANEXUT PEMOHTY B APYroN CTpaHe.

O6s3aTenbcTBa Fluke Networks no rapaHTum orpaHuyeHsl 1, no BbiGopy Fluke Networks, cBoasTcs k BO3MeLLeHUIO LieHbl MOKYNkW, 6GecnnaTHoMy
PEMOHTY UNn 3ameHe AedEeKTHOro NPoAyKTa, BO3BpaLLEHHOro B cepBUCHbIN LieHTp Fluke Networks B TeueHne cpoka AenCTBUsS rapaHTum.

3a rapaHTuinHbIM 06CnyXuBaHneM obpallantecs B Gnmxanwmnin cepsucHbi LeHTp Fluke Networks, rae Bbl nonyymte JOCTOBEPHYIO
nHdOopMaLmIo No Bo3BpaTy Npoaykuuun. MNocne 3Toro Bbl CMOXeTe OTNPaBuUTb NPOAYKT B CEPBUCHBIV LIEHTP BMECTE C ONMMCaHNeM npobnemsl,
onnaTow NOCbINKM U CTPaxoBkun (MYHKT HazHayeHns FOB). Fluke Networks He oTBeYaeT 3a pyck noBpexaeHus npu TpaHcnopTuposke. Mo
iécnosvmm rapaHTum No PeMoHTY I'Ié)O}J,éKT 6ynet Bo3BpalleH NokynaTento ¢ npegonnaTon TPaHCNOPTUPOBKY (NYHKT HasHaveHnus FOB). Ecnin
luke Networks onpegenuTt, 4To cboi Bbin Bbi3BaH NPpeHebpeXxnTENbHLIM, HENPaBUMbHLIM UCMOML30BaHNEM, 3arPA3HEHNEM, BHECEHHbIMU
N3MEHEeHUsIMU, Cry4anHbIMU UM HEODbIYHBIMK yCroBKAMU paboTel unu akcrnyataumn, To Fluke Networks nponaeeaeT oueHKy cToMmocTyn
peMoHTa 1 3anpocut I]_JlaspeUJeHMﬂ 0 Havana paboTbl. [Mocne pemoHTa npoaykT byaeT Bo3BpalleH NokynaTtento ¢ nge,qonnaTon
TPaHCMOPTUPOBKM, 1 [TokynaTento OyaeT BbICTABMNEH CYET 3a PEMOHT M TPAHCNOPTHbIE pacxofp! (NyHKT OTrpy3ku FOB).
OAHHAA TAPAHTUA ABNAETCA EAMHCTBEHHBIM N UCKITKOYUTENBbHBLIM CPEAOCTBOM CYAEBHOW 3AWMTbLI MOKYTATEIA U
3AMEHAET COBOW BCE APYIME FTAPAHTUN, BbIPAXKEHHBIE ABHO LI HEABHO, BKITKOYAA, HO HE OTPAHUYNBAACH M,
JTIOBbIE TAPAHT KOMMEPYECKOW BbIrOAbl Ui MPUIOAHOCTW ANA ONPEAENEHHOIO MPUMEHEHWA. FLUKE NETWORKS
HE BYOET HECTV OTBETCTBEHHOCTW 3A HAMEPEHHOE, KOCBEHHOE, CITYYANHOE U ABUBLUEECA CITIEACTBUNEM YETO-
JINBO NOBPEXAEHWE UN NOTEPIO, BKNMOYAA MOTEPIO JAHHBLIX, ABMBLUYIOCA CNEACTBUEM KAKOU-ITMBO NPUYUNHbBI NN

NPEONONOXEHNA.

nOCKOJ‘Ibe HEKOTOpble CTpaHbl HE AONYCKalT OorpaHn4YeHna cpoka CBSAI3aHHON rapaHTum Unu UCKNKYeHna n orpaHn4yeHnsa cnyanlelx nnn
KOCBEHHbIX I'lOBpe)K,EI,eHVIVI, orpaHun4yeHuna aTomn rapaHTm MOryT OTHOCUTbCA HE KO BCEM MOKynaTesnam. Ecnu kakoe-nnbo nonoxeHue aTomn
rapaHTm nNpu3HaHoO cygom unun apyrum gupeKkTuBHbIM OpraHom Haanexatewn ropucankunmn HEAENCTBUTENbHBLIM UM HE UMEIOLLIMM 3aKOHHOW
CuUnbl, Takoe NpusHaHue He NoBndaeT Ha [EeNCTBUTENbHOCTb NN 3aKOHHYI0 cuny gpyrmx NONOXEHUN.
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BBepneHue

Tectep AirCheck™ ans ceteit Wi-Fi noasonsier Bam ybeauTses B
[0CTynHOCTM BecnpoBoaHbIX NTOKanbHbIX ceTen ctaHaapta 802.11
MOBUIBHBIM NOMb30BATENSIM, MPOBEPSIET 3ArPY>KEHHOCTL KAHASOB,
riomorast BaM BbINOMHATb aHanmn3 COCTOSIHWUSA CETU U HaxoauTb
WCTOYHUKM NpobremM ¢ noakntoveHneM. Tectep paboTaeT ¢ ceTamm
crangapta 802.11 b/g/n B ananasoHe yactot 2,4 Ty 1 cetamm
ctangapta 802.11 a/n B AnanasoHe vacrtor 5 M.

[HononHuteneHbIn aetektop POE nokasbiBaet, AOCTYNHO N NuTaHue
yepes Ethernet Ha ceTeBoM kabene «BuUTasi napay OT yCTponCTBa
802.3af n yctpoiictea Gonee Bbicokorn mMoHocTu 802.3at.

Bbl MOXETE COXpaHUTb pe3ynsTaThl TECTUPOBaHWSA U
ncnonb3oBaTb NporpammHoe obecrnedeHne AirCheck™
Manager ans nepegaum pesynsratos Ha K 1 cosgaHus
OTYETOB NPOGECCMOHANBHOTO KayecTBa. Bbl MoxeTe
ucnonb3oBatb AirCheck Manager onsi cpaBHeHVs AaHHbIX 4s1
pa3HbIX CEaHCOB TECTUPOBAHUSI, YTOObI YBUAETb UBMEHEHNS B
©ecnpoBOAHON NOKarbHOM CETU.N

AirCheck™ Wi-Fi Tester

Perucrtpauus npoaykra

BapeructpmpoBaBs cBov NpoaykT B komnaHuu Fluke Networks, Bbl
nony4uTe AOCTYM K NONesHon nHdopmaLmm no 06HOBMNeHUo
MPOAYKLMM, METOAAM YCTPAHEHMS] HEUCNPABHOCTEN U K APYrM
ycnyram. [ins pervctpaumm Heobxoammo 3anonHuTb
perucTpaumoHHyto bopmy Ha cawte komnaHum Fluke Networks
www.flukenetworks.com/registration/MyAccountRU.

Ba3a 3HaHuu Fluke Networks

Ba3sa 3HaHui Fluke Networks gaet oTBeTbl Ha 06LLMe BOMPOCHI
no npoaykuun komnaHuu Fluke Networks n cogepxut
MHOPMALMIO MO TEXHOMNOMMU Y METOAAM TECTUPOBAHUS CETEN
n kabenein. [ina npocmoTpa 6a3bl 3HaHWIM nepenaute No
ccbinke www.flukenetworks.com, 3atem Haxxmute Support >
Knowledge Base B BepxHelt YacTu CTpaHuLpl.


http://www.flukenetworks.com/MyAccountRU
http://www.flukenetworks.com
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Komnanus Fluke Networks,
KOHTaKTHasa nHdopmaums

[ 3

91 www.flukenetworks.com/ru
% support@flukenetworks.com
23 +1-425-446-4519

e Agctpanus: 61 (2) 8850-3333 nnu 61(3) 9329 0244
o [lexuH: 86 (10) 6512-3435

e  bBpasunua: 11 3759 7600

¢ Kanapa: 1-800-363-5853

o  Espona: +44-(0)1923 281 300
e [oHKoHr: 852 2721-3228

o Anonua: 03-3434-0510

e  Kopes: 82 2 539-6311

e  CuHranyp: +65-6799-5566

o  TaiBaHb: (886) 2-227-83199
e  CLLA: 1-800-283-5853

Opyrve TenedoHHbIe HOMEPa yka3aHbl Ha Hallem Beb-caiTe.

MUHdopmaumsa no 6e3onacHoCcTU

B Tabnuue 1 npvBedeHbl npeaynpexaatoLme 06o3HadeHus,
KOTOpble MUCMOMb3YOTCA B TeCTepe U B JaHHOM PYKOBOACTBE.

Ta6nuua 1. NMpenynpexaatowme o603Ha4YeHUA

«MpenynpexaeHve» unu «MNpegoctepexxeHner:
PVICK MOBPEXAEHNS UMW BbIXOAa 13 CTPOS
obopyaoBaHUs Uny NPOrpaMMHOro
obecneveHusi. CM. NOACHEHWSA B PyKOBOACTBE.

I'Ipep,ynpemp,eHme: ONacHOCTb NopaXXeHus
ANEKTPUYECKNM TOKOM.

= T >

He BbibpacbiBanTe n3genus, cogepxatume
neyatHble nrarbl, B KOHTEWHEPbI AN Mycopa.
Y3HainTe MecTHble npasuna Ans npoueayp
yTunusaumm.

©

B atom obopynoBaHuu ucnons3yeTcs
pagmomoaynb Knacca 2.



http://www.flukenetworks.com/ru

Komnnekrauus npnbopa

A MpeaynpexaeHve A

[nsa 3apsaakv akkyMynsaTopHon 6aTtapeu
MCNONb3yUTe TONLKO NPeAyCMOTPEHHbIN aganTep
nepemMeHHOro Toka.

A MpepocTepexeHue

Ecnun Bbl npMMeHsieTe BHELLHIOK aHTEHHY, TO
MCNOnb3yWTe TONbKO T€ aHTEHHbI, KOTOpble
komnaHus Fluke Networks npoussoaut ans
TecTepa AirCheck. Tectep He OyaeT npaBUnbLHO
paboTaTb ¢ ApYrMMY aHTEHHaMM.

Komnnektauusa npubopa

Tectep AirCheck ans ceteir Wi-Fi noctaBnsietcsi B KOMMnekTe ¢
nepeYncneHHbIMU HUXKe akceccyapamu. Ecnm yto-nnbo 13 atoro
NOBPEXAEHO UMW OTCYTCTBYET, TO HEMEANEHHO yBeaommTe 06

9TOM NOCTaBLLMKa, Y KOTOPOro Bbl npmo6penl/| nsgenue.

Tectep AirCheck™ ans ceten Wi-Fi
e  AirCheck ¢ 6riokom akkyMynsiTopHbIX 6atapen
e  ApanTep nepemMeHHOro Toka

o Kabenb USB

Yexon-nepeHocka
PykoBoacTBo no Havany paboTbl C YyCTPONCTBOM
KomnakTt-guck Product Manuals CD

KomnakT-guck AirCheck ManagerSoftware CD

Komnnekrt AirCheck gnsa noucka v yctpaHeHusi
Henonagok B rPaHU4YHOM CeTH

AirCheck ¢ 6nokom akkyMmynsaTopHbIx 6atapen
HononnutensHas 6atapes

LinkRunner™ Pro

BHeLLHsis1 HanpaBneHHast aHTeHHa ¢ pasbeMoM RSMA
LetekTop PoE

Apantep nepeMeHHOro Toka

Kabens USB

Yexon-nepeHocka

PykoBoacTBo no Havany paboTbl C yCTPONCTBOM
KomnakTt-guck Product Manuals CD

KomnakT-gnek AirCheck ManagerSoftware CD



AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

Pusnyeckue XapPaKTepnUCcTukKun

PucyHok 1. ®usnyeckme xapakrepucTuku



®usnyeckne xapakTepuUCTUKM
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KHomka BKIMHOYEHWS/BBIKIOYEHNS.
Cnyxut anst Bbibopa o6bekTa Ha 3kpaHe.
HaBuWraLnoHHbIE KHOMKW.

MokasbiBaeT NpeaLLEeCTBYOLLMIA SKPaH.

®yHKUMOHANbHbIE KHOMKN. PYHKLMSA (DYHKLMOHANBHOWM
KHOMKV NoKasaHa Haf, KHOMKOM.

MonHouBeTHbIN Xxuakokpuctannuyeckuin aucnnen (GKKL).

CaeToanoaHbIi MHAVKATOP MUrAET, KOra TecTep MbiTaeTcs
NOAKIMIOUUTLCA K BECTIPOBOAHON NOKaNbHOM CET.
CseToanoaHbIi MHOVKATOP rOpPUT, Koraa Tectep
NOOKIo4EH K 6ecrpoBOAHON NOKarbHOM CETU.

CaeToavioaHbIN MHAVMKATOP MUFaeT, Korda TecTep nepeaet
JaHHble.

[NokasbIBaeT NCXOOHbIV 3KPaH.

& Ctupaet Bce faHHbIe, coBpaHHee BO BpeMsi TeKyLLei
nocrenoBaTensHOCTM TeCTOB. [py 3TOM He CTUpatoTCs
pe3ynbrarhl, COXpaHeHHbIe B MaMATH. = CoxpaHsieT Bce
OaHHble B chavine ceaHca. Cwm. cTp. 53.

® O &)

@

CeeToavop 3aropaeTcsi, Koraa Bbl NOAKIOHaeTe agantep
nepemeHHoro Toka. CBeToamon KpacHbIi, koraa Gatapes
3apshKaeTcs, U 3eMeHbI NPy NOMHOCTbLIO 3apsyKEHHOM
Oatapee.

Pasbem Ans agantepa nepeMeHHoro Toka.

MopT USB Ans noakrnoyeHns K nepcoHansHOMY
KOMMNbIOTEPY.

Pasbem ons BHELLHEN HanpaBneHHOW aHTEHHbI. CM.
cTp. 57.

BUHT st Groka akkyMynsTopHbIX Gatapeit.



AirCheck Wi-Fi Tester
PykoBogcTBO nosnb3oBaTensi

3apsgka 1 NnpoaoMKUTEeNIbHOCTb
paboTtbl 6aTapeun

Mepen nepBbIM UCMONb30BaHNEM baTapeun creqyeT ee
3apsauTb B Te4eHue 4 4acoB.

[ns 3apsakv 6atapen nogknounTe agantep NepeMeHHoOro
TOKa K pasbemy batapeu (@ Ha puc.1). Bel moxeTe
ncronb30BaTh TECTEP BO BPEMsi 3apsiaku Gatapeu.

Ha puc. 2 nokasaH nopsiAok 3aMeHbl GaTapen.

Koraa TecTep BbIkrtoveH, 6atapes 3apshkaercs
npubnuautensHo 3 Yaca.

lNpumeyaHue

Bamapesi He 6ydem 3apsikambCsi, €Criu 8HYMPEHHSIS
memrepamypa mecmepa ripesbiwiaem 45 eF
(113 €C).

MpopomkuTenbHOCTL paboThbl OT GaTapen — NPUBNN3UTENBLHO
5,5 YacoB npu 0bObI4HOM 3KcnnyaTauum. NMukTorpamMma B
BEPXHEM IEBOM YITy 3KpaHa NOKa3bIBAET COCTOsIHME baTapew.
Cwm. puc. 3 Ha cTp. 13.

PucyHok 2. Kak nsene4b 6atapeto

ffy14.eps



MuHumaneHasa KoHdurypaumsa ans obecneveHnsa Hannyylen NpomM3BoAMTENBHOCTM TecTepa

MuHnmanbHaa KoHdurypauma ans
obecne4vyeHus Haunyuien
npon3BoAUTENbHOCTU TecTepa

[nsi oGecneveHna HamnyyLwen Npou3BoOAMTENBLHOCTM TecTepa
BOCMOSb3YyNTECh NPOrPaMMHBLIM OBeCNeHeHEM MeHeLKepa
AirCheck Manager ansi KoHuUrypnpoBaHus 1 nepegaqu
npodomnsa B Tectep. Npoduns coaepxut gaHHble Ans
BbIMOMHEHUST CreayLMX 3a0ad:

e [logkntoveHure K ceTn, B KOTOPOIN TpebyeTcs MaHaaT
©e3onacHoOCTH.

¢ OTOGpaKeHUE KOPPEKTHOrO COCTOSHNS aBTOPU3aLIMM OS5t
Ka>KOoM TOYKM AocTyna. JTO NO3BONSET BbICTPO
onpenenvTb, Kakue ToYKW J4OCTyrna OTHOCATCS K
aBTOPU30BaHHbLIM CErMEHTaM CETW.

e [lpoBepka AOCTYMHOCTU OCHOBHbIX CETEBbIX YCTPONCTB C
MOMOLLIbIO 3anpoca ping.

Cwm. «Hactporika Tectepa» Cm. cTp. 14.



AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

Y10 MOXHO Y3HaTb O Ballen ceTun

B cnenyrolumx pasgenax npueeaeH 063op Toro, YTo TecTep

MOXXET BaM COOOLNTL O CETU.

Yto cogepxuT 6ecnpoBoaHas NokanbHasa ceTb?

Kakue 6ecnpoBofgHble nokanbHble
CeTU AOCTYMNHbI?

Bbi6epute CeTn Ans nonyyeHns cnucka 6ecnpoBogHbIX STOKarbHbIX CETEN N TOYeK
[0CTyna, NOAKIMIOYEHHbIX K Kaxaomn 13 cetei. [1na npocMmoTpa Bcex ToMeK AocTyna,
[OOCTYMHbIX U3 BaLLero Mectononoxenus, Boibepute Touku goctyna. Cm. cTp. 24.

Kakue Touku goctyna AOCTYNHbI?
[locTaTo4HbI NI YPOBHU MOLLHOCTH
curHana?

Bribepute Toukn gocTyna Ans nory4yeHns Crmcka LOCTYMHbIX BaM TOYEK U
YPOBHEN MOLLIHOCTU CUrHana B 3Tux Toukax. Cm. cTp. 28.

Touka fOCTyna HacTpoeHa KOPPEKTHO?

Bbibepute Touku gocTyna, BbiAENMTE TOUKY JOCTYMNA U HAXKMUTE . Cwm. cTp. 28.

EcTb N B gaHHOM obnacTu HoBble
Touku goctyna? Touku goctyna He
obOHapyxuBarTca?

CoxpaHuTe gaHHble ceaHca TECTUPOBAHWS, 3aTEM UCMONb3yTe MEHemMKep
AirCheck ons cpaBHeHVs cnmcka To4ek AOCTyMa CO CMMCKOM, COXPaHEHHbIM B
meHemkepe AirCheck. Cm. ctp. 53 n 57.




YUTO MOXHO y3HaTb O BaLlen cetu

MoryT nu yctporcTBa NoaKno4YaTbCA K ceTn?

|/|CI'IOJ'Ib3yI;1Te TecTep Ana npoBepkn BO3MOXXHOCTU coeUHEHUA.

lNpumeyaHue

L1151 TOOKMHYeHUsT K 3auULeHHOU cemu mecmep O0/mKkeH UMemsb rpoghurib,
codepxauwuti maHOam 6esonacHocmu. Ecriu maHGam omcymcmeyem, mo
PYHKUUOHarbHasi KHOMKa 8bl2risidum Kak @ CoeduHums*. Cm. cmp. 14.

MoxxeT N1 ycTpoMCTBO NOAKNIOYUTLCA
K cetu (SSID) B KauecTBe KnueHTa?

Bbibepute CeTu, Bbliaenute CETb U HAXMUTE CoepgnHutb. Cm. CTp. 44.

MoxeT N1 yCTPOMCTBO NOAKNIOYMTBLCA
K Touke gocrtyna (BSSID)?

BbiGepuTe Toukmn AocTyna, Bbigenure TOUKY 1 HaKMUTe @ CoeanHuTtb. CMm. CTP.
44.

Ecnu ycTpoincTBO He MOXeT
COeAUHUTBLCSA C CETLHO UNU C TOUKOMU
[oCTyna, rae npoucxoauTt c6om
npoueaypbl NOAKINIO4YeHNA?

Mposepste xypHan noakntodeHns. Cm. cTp. 47.

MoxxeT N yCTPOMCTBO OTNPaBUTb
3anpoc ping Ha ceTeBoe yCTPOMCTBO?

OTnpassrte 3anpoc ping. Cm. cTp. 48.

MpaBunbLHO Nu paboTaeT ceTeBas
KapTa Ha CTOPOHe KJIMeHTa?

BbiGepute MHCTpyMeHTbI, 3aTeM BbibeprTe BbIBECTU CNUCOK TECTOBLIX
KIMMEHTOB, YTOObI NMOHATL, NEPEAAET NN KIIMEHT Kaapbl TECTOBLIX 3aMpPOCOB, U
npoBepuTb 6a3oBble YCTAaHOBKW, TakUe Kak KaHan n nageHtudukaropsl SSID,
KOTOpbIE KIMUEHT UCMOMb3YET B TECTOBbLIX CO0OLLEHUsX. CM. cTp. 51.




AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

KakoBbl NMPUYUHDbI HU3KOMN npoun3BognTesibHOCTU CeTun Uunun OprlBa cBA3N?

HocTtaToueH N ypoBeHb MOLLHOCTU
curHana?

Bbibepute Touku aoctyna. Ha skpaHe Touku goctyna otobpaxaeTcsi ypoBeHb
MOLLIHOCTY curHana B Kaxaomn 13 Touek foctyna. Belbepute Touky goctyna, ans
KOTOPOW Hy>XHa [ONONHUTENbHAA MHCHOPMALMS O MOLLIHOCTM CUrHara v neperpyske.
Cwm. cTp. 32.

CeTb CINULLUKOM 3aHATa?

Bbibepute KaHanbl, 4To6bl NOMy4iTh 0630 AaHHBIX MCMOMB30BaHIS 3TUX KAHAMOB
11 YMCTIO TONEK AOCTYNA, UCMOMNb3YeMbIX KaKabIM 13 HUX. UTOBbI IOCMOTPETL
rpachuik, BbIAENWTE KaHamn 1 HaxMUTe @), CM. cTp. 41.

EcTb nn B KaHarne nomexw, oT/iM4HbIe
ot nomex 802.11?

Bbibepute KaHanbl. O6nactb nomex, oTnnyHbIX oT nomex 802.11, 3aTeHeHa. 1ot
LLYM MOXET BIUSITb HA COEAMHEHNS UNW NMPON3BOANTENBHOCTL BGECPOBOAHON
ToKarnbHoM ceTu. ICTOMHMKOM LLYMOB, OTNIMYHBIX OT nomMex 802.11, moryT 6bITb
MVKPOBOITHOBbIE Meyn, 6ecnpoBoaHble TenedoHbI, yeTponcTaa Bluetooth®, aatumkn
ABkeHns, GecnpoBoHble kKamepb! 1 apyrvie 6ecnpoBoaHble yeTponctea. Cum.

cTp. 42.
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YUTO MOXHO y3HaTb O BaLlen cetu

CyLuecTBYIOT U B CETU Yrpo3bl 6e3onacHOCTU?

MopnepxuBaloT nNu cetn
npeanonaraemMbii ypoBeHb
6e3onacHocTn?

Bbi6epuTe CeTn. CeTu C He3aLULLIEHHBIMM TOYKaMK JOCTYNa NoOMeYatoTCst KpacHOM
NMUKTOrPaMMOW OTKPbITOro 3amKa (‘-i). Cwm. cTp. 24.

EcTb nn B jaHHOM ob6nacTtu cetun ¢
NPSAMbIM NMOAKIIOYEHMEM YCTPOUCTB
«ad hoc»?

Bbibepute Cetun. Cetu, B KOTOPbIX UMEIOTCS KMUEHTBI C 3NM30ANYECKMM NPAMbIM
MOZKIOYEHVEM OPYT K APYry, MOMEYaTCA 3Ha4YKOM CneLyann3npoBaHHON CETH
( ) B ctonbue SSID. KnueHTbl ¢ ann3ogmyeckvm NpsiMbIM NOAKMHOHEHNEM
OpYr K Apyry MOryT NPeAcTaBnsaThb yrpo3sy ceTeBo 6e30MacHOCTV MW HapyLLaTb
ceteBble nonuTukn. Cm. cTp. 24.

Ectb nn B gaHHoOM obnacTtu
HECaHKLMOHUPOBaHHbIE TOYKU
pocryna? ne oHn HaxoaAaTcA?

Toukn goctyna ByayT UMETb COCTOSIHWE «& HeaBTopu3oBaHHOe yCTPOMCTBO»
[0 Tex nop, noka Bbl He n3meHuTe ero. Ecnn ansa Bcex Tovek JocTyna B CETU Bbl
YCTaHOBUTE HEKOTOPOE COCTOSIHUE, TO HOBbIE TOYKW 4OCTYNa, KOTOpbIe MOTyT ObIThb
HeCaHKLMOHNPOBaHHbIMW, ByayT oTobpaxaTsCs B COCTOSIHUN & Ecnv Bam
W3BECTHO, YTO TOYKa AOCTYNa SBNSETCA HECAHKLMOHNPOBAHHON, Bbl MOXETE
nepeBecTy ee B COCTOSIHME « P" OTtmeueHHoOe ycTponcTBo». CM. CTp. 22.

Y106bI yCTaHOBUTL COCTOSIHME aBTOpU3aLum, BbibepuTe Touku gocTyna, Boiaenure
TOuKM 1 3aTem HaxmuTe [_72) ACL.

YT06bI HATN TOYKY JOCTYNa, BbIOEPUTE €€, 3aTEM HaXXMUTE [E OGHapyXuTb Ha
aKkpaHe CBeaeHus o 14. Cm. cTp. 34.
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AirCheck Wi-Fi Tester
PykoBogcTBO nosnb3oBaTensi

ne HaxoauTcs ToYKa gocTtyna?

Bbi6epute Toukn goctyna, BoibeprTe O4HY TOUKY, 3aTEM HaXMUTE @ OGHapyxuTb Ha akpaHe CBegeHusA o Ta. Cwm. cTp. 34.
Vcnonb3ayiiTe AONONMHUTENBHYH BHELLHIOK HanpaBneHHyto aHTeHHy Fluke Networks ans yckopeHusi novcka Tovek goctyna. Cm.
cTp. 57.

Kakue ceTn nnu Touku goctyna BXogaT B AnanasoH no mepe Moero nepemeLleHus?

OTcopTupynTe CNUCOK B yBbiBatoLLel nocneaoBaTensHOCTM MO CTONGLY BPEMEHHOW METKM (I:E}). Haxmure c 3arem
nepemelLLanTech no obnacTu. Bxogsiuye B AaHHbLIN AManasoH ceTy Uimn ToUKWM AoCTyna A06aBnsaoTCcs B BEPXHIO YacTb Cnmcka.
Cwm. cTp. 25 nnn 29.

Kak coctaButb AOKYMEHT C pe3yribraTaMn TeCTOBOIro ceaHca U NnpoBepKn cetn?

CoxpaHuTe AaHHble ceaHca (cM. cTp. 53), 3aTem ucnonb3ayiTe nporpammHoe obecneveHune AirCheck Manager, 4toGbl nepeaatb
AaHHble B MK 1 cosgatb otyet. Cwm. cTp. 57.
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McxoaHbiv akpaH

MUcxoaHbIn 3KpaH

@\ Default

Toukn pocryna

\ I
|l|

Kananoi HHCTpYMeHTDI
14 ﬁu
@

PucyHok 3. UcxogHbIl 3kpaH

9gj15.eps

@ OtobpaxaeT cocTosiHe 6atapen. STOT 3HAYOK
E MUWraeT, ecnv ypoBeHb 3apsaa 6arapen HU3K1i.
MogkntounTe agantep NnepeMeHHOro ToKa,
YyTOObI 3apAauTb BaTapeto n y6eanTbCs B TOM,
YTO TECTEP NpoJomKaeT paboTartb.

®
®
@

@@

[NokasblBaeT, YTO NOAKMIOYEH aganTep NUTaHUs
nepemMeHHOoro Toka.

E ] MokasblBaeT, YTO NOAKIOYEHA BHELLHSS aHTEHHA.

Cetn: ObHapyxeHve 6ecrnpoBOaHbIX JTOKanbHbIX CETEW.
Cwm. cTp. 23.

KaHanbli: MNoka3blBaeT 3arpyKeHHOCTb kaHarnos
6ecnpoBoaHo nokanbHorn cetn. Cm. cTp. 40.

Mms npocpuns, ncnonb3yemoro Tectepom. MNpodomns 6yaet
Default (Mo ymonuaHuio), ecnv Bbl He 3arpy3vnm Apyrov
npochunb. Vimsi otobpakaeTcs 38e3n04Kamu, Crn Bbl
W3MEHMUIM HAaCTPOWKM TecTepa Nocre 3arpy3kv Unm
coxpaHeHus npocounsi. Cm. ctp. 56.

Toukn poctyna: O6HapyxeHue Todek goctyna. Cm. cTp. 23.

WHcTpyMeHTbI. [No3BonseT ynpasnsaTs channamm n
HacTporKamu. Takke NO3BONsSeT BaM BUAETL CMIUCOK KIMEHTOB,
nepesaloLLMX CKaHUpytoLLye 3anpockl (CM. cTp. 50).

KaHan, oTcnexviBaeMblii TECTEPOM B AaHHbIA MOMEHT.
LiseT nonocok otobpaxaeT CoCTosHWE Koda CTpaHbl B
obnactn HopmaTuBHbIX TpeboBaHuiA. Cm. «Pexum paboTbl
802.11d» Cm. cTp. 20.

Yucno Touek goctyna, obHapyXeHHbIX TeCTEPOM. 3TO
4MCIO He BKITOHAET B CeBs1 UMCo BUPTYarbHbIX TOYEK
[ocryna, ecnv BelbpaH pexvM CrpynnupoBaTth
BupTyanbHble TO. Cwm. cTp. 17.
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AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

HacTtpounka Tectepa

Y106bl U3MEHWNTL HACTPOWKM TECTepa, BblIoepUTE MEHIO
WHCcTpyMeHTBI Ha ucxogHom akpaHe. Cm Tabnuuy 2 Ha cTp. 17.

N3meHeHue HaCTpPoOeK ANA A3blKa U CTPaHbI

1 BbiGepute Tools (MHCTPYMEHTHI).

2 Y7106bl N3MEHUTL A3bIK AN 3KPaHOB, BbibepuTe Set
Language (YcTaHOBUTBL A3bIK). Boibepute A3bIk, 3aTem
HaxmuTe 2] Save (CoxpaHuT).

3 Yrtobbl M3MeHNTL CTpaHy, Boibepute YCTaHOBUTL CTPaHY,
3aTeM BblbepuTe CTpaHy, rae Bbl byaeTe ncnonb3osatb
Tectep. Cm. cTp. 19.

Co3spgaHue npodomna gns NogKMo4YeHUs K
3aWMLLEeHHBbIM CeTSIM

Mpodmnu npeacTaBnsT cobolt dhainbl, coaepkallume
HaCTPOWKKN 4Ns ceTen 1 Tectepa. HacTporkM ceTu BKIOYatoT B
cebst MmangaTbl 6esonacHocTu (security credentials). ManaaTthl
6e30nacHOCTV NO3BOMNAOT TECTEPY NOAKMIOYATLCS K CETAM 1
BbINOMNHATL ping-TecTbl. MNpodmnu MoryT MMeTb Naponu, Tak
4YTO HEaBTOPM30BaAHHbIE MOMNbL30BATENN HE MMEIOT JOCTYNa K
pervcTpaumoHHbIM AaHHbIM 6e30MacHOCTU CETY B NporpamMmme
AirCheck Manager 1 He MOryT UCNoNb30BaTh TECTEP AM1A
NOAKIOYEHNS K 3aLLMLLEHHBIM CETAM.

14

Bbl MOXETE COXpaHUTb HACTPONKN C TECTEpa B Ka4ecTBe
npocpuns nnu ncnone3osatb AirCheck Manager ans cosgaHus
npocuns Ha NepcoHanbHOM KOMMbLOTEpE.

Ha ncxonHom akpaHe oTobpaxkaetcs ums npodouns,
ucrnonb3yemoro TectepoM. MiMs otoGpakaeTcs 3Be3noqKkamu,
€Cnn Bbl UBMEHWIN HACTPOMKKM TecTepa Nocne 3arpyskv nnm
coxpaHeHus npoduns. Tectep CoxpaHsaeT U3MeHeHMs BO
BpeMeHHOM dhaire, KOTOpbIv ABMSETCA Konnen npoduns,
0TOBpPaKaeMoro Ha MCXOQHOM 3KpaHe. TecTep NCnonbL3yeT
BPEMEHHbIV (hain Kak TekyLmin npodunb. Ecnv coxpaHuts
npocunbe, TecTep KONUPYET U3MEHEHUS B MPOCHUIb,
0TOOpaXKaeMblIi Ha UCXOOHOM 3KpaHe.

Mpodomnu, coznaHHble B AirCheck Manager, Bkntoyarot
crenyoLme HaCTPOKW:
o [laponb gns npoduns
¢  MaHpgaTtbl 6e3onacHoCTV Ansa ceTten
lMpumeyaHue

Lnsi cozdaHusi npoghursi, 8Kro4aroulezo 8 cebst
MmaHAamb1 be3onacHocmu Orisi cemu Unu napors Orst
rpogburisi, 8bl QOIMKHbI Ucrionb3oeams AirCheck Manager.

e |P-agpeca n ctatyc aBTopusaumm cetem
(noeHtTndmkatopsbl SSID), a Takke ToYku JocTyna

e |P-agpeca ncnonb3yoTcs Ans ping-Tectos



Hactponka Tectepa

Bce HacTponku 802.11 (Hanpumep, BkniounTs AnanasoH
2,4 I'Ty n Bkntountb Anana3soH 5 IMu. Cm. ctp. 17.)

CtpaHa

Hactpolikv nopora ans rmcrorpamm

Ecnu coxpaHuTb Nnpodumrnb, UCNOMb3ys ero B 3T0 BpeMA Ha
TecTtepe, Tectep 4o6aBuUT B Npodvnb CNeAyoLLME HACTPONKM:

HacTtpoiika 3BykoBOro curHana ans yHKumm
oBHapyxeHns

HacTporika aBToMaTn4eCcKoro BbIKMHYEHMS

MocnenoBaTenbHOCTM Nopsiaka COPTUPOBKM AJ151 CMIUCKOB
ceTel, ToYeK JOCTyNa 1 KNMEHTOB

YTo6bI NepeaaTb NPoduIb C NepcoHaribHOro KoMNbloTepa
Ha TecTep

1

Vcnonbayrte Qucnetyep npocunen B nporpamme
AirCheck Manager ans cosgaHus npogournsi.

Wcnonb3ayiite USB-kabenb, NoCTaBnsieMblin C TECTEPOM,
YyTOObI NOAKMOUNTL TecTep K MK,

Vcnonb3ayiite doyHkumio nepenaya B fiucneryepe
npodchunen onsa nepegaym npocmnsa Ha Tectep.

YT06bI 3arpy3uTb Npodunb, HaAXOAALLMICA B TecTepe

1

BbiGeprte UHCTPYMEHTBI > YnpaBneHue dannamm,
3areM Bbibepute 3arpy3utb npocdunb.

Bbigenute npodirb, HaXMUTE (), 3aTeM HaXMUTE
@ 3arpysuthb.

lNMpumevaHues

Ecnu cpatin He sienssemcs orycmumbimM ripoghunem,
nubo umeem omnu4Hoe om «.ACP» pacwupeHue, mo
mecmep riokasbieaem coobuweHue «Heeo3m. 3azp.
8bIbp. NPoghusby.

Mpw HeoBGXoaMMOCTM BBEOUMTE Naporb AN Npoduns.

lpumeyaHues

Bbi domkHbI 88ecmu Maposib Aullb fpu nepsou
3azpyske npoghuns 8 mecmep. Ymobb! cHosa
ycmaHosumb 3awumy raposiem 01151 ecex rpogpurned,
8blbepume UHcmpymeHmsi > BoccmaHosumb
3aeodckue HacmpoUKu.
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AirCheck Wi-Fi Tester
PykoBoacTBO nosnb3oBaTens

YT100bI COXpPaHMTbL TEKYLLME HACTPONKN B KauyecTBe ¢ Y106bI NEpemMecTnTb Kypcop B MeHM daiina,
npodunsa Bblaenute nmsa darina, a 3aTeM HaXMuTe 3 3\
1  Bbibepute UHCTpyMeHTbI > YnpaBneHue dannamum, e UT0BbI COXpaHWTL MPOUIb C OTPEAAKTUPOBAHHEIM
3arem Bb|69p|/|'|'e COXpaHMTb npod)unb_ NMMEHEM Cbap’lﬂa, HaXMute lFoToBo, 3atem
HaxwmuTe [_2) CoxpaHuTb. Tectep coxpaHsieT
¢ Y100bI COXpaHWTL NPOhUNb C NOKa3aHHbIM UMEHEM npocounb B nanke «PROFILES» (npocounn).

danna, HaxmnTe @ CoxpaHuTb. Tectep coxpaHsieT

npodunb B nanke «PROFILES» (npocunu). HacTpotku

¢ YTto6bl Nepesanucatb NPodurb, COXpaHEHHbIN Ha
TecTepe, BblaenuTte Npodusb, HAXXMUTE , HaXMuTe
CoxpaHuTb, 3atem Haxmue (2] OK.

B Tabnuue 2 nokasaHbl HaCTPOWKN, KOTOPbIE Bbl MOXETE
genartb B MEHIO MHCprMeHTbI.

¢ YUTOGbI peaakTMpoBaTth MMS chaiina, HaKMUTE MameHnB HacTpoiky, HaxmuTe @ CoxpaHuTb Anq
(F) PepakTMpoB. COXPaHEHMs M3MEHeHW. YToBbl BbINTY 6€3 COXpaHeHMs
HacTpoex, Haskmute (T_) OTMeHuTS.
lNpumeyaHue

Wmsi ¢hadina moxem umems OriuHy He 6oree 8 lMpumeyaHue

CUMBOJI08 C pacliupeHUeM U3 3 CUMBOJIOS. Ymo6b1 coxpaHums HaCMpoUKu & Mpoghure,

PacuwupeHrue GomkHo 6bimb «. ACP», ecnu ebi xomume ebibepume UHcmpymeHmbi > CoxpaHums

eudems npoghuris 8 pozpamme AirCheck Manager. npoguss.

¢ Y100bl yOanuTbL CUMBOILI B UMEHM dhaiina, HaxMuTe
() Yaanute.

e YTto6bl 406aBUTL CUMBOSILI B UMS doalna,
veronbayiite <<= ) Ans BbIAENeHUs cumBona,
3aTem HaxmuTe (),
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Hactponka Tectepa

Ta6nuua 2. HacTpoiiku B MeH0 «MHCTPYMEeHTbI»

YnpaBneHue HacTponkamm
802.11

lNpumeyaHue

3Omu Hacmpolku
u3MeHsrom crocob
roucka u omobpaxeHusi
moyek docmyra
mecmepom. lNeped
ucrionb308aHUEM
mecmepa ybedumecs 8
MOoM, 4mo 8bI XOPOWIO
npedcmaerisieme cebe
HasHa4YeHue amux
Hacmpoex.

Mo3BonsieT Bam 3agaBaTth ONUMM A1 KAHANOB 1 CMIUCKM TOYEK Ooctyna.

e  Bxnouutb anana3soH 2,4 Nu, Bknountb ananasoH 5 Mu: Buibop ogHoro unm o6ounx
[AManasoHOB YacToT Af151 NMPOCMOTPa CETEW 1 TOUEK AOCTYNa U3 OOHOMO U U3 06omx
AvanasoHoB.

¢ MNepepatb ckaHupylowme 3anpocsbl: [ns obHapyxeHust To4ek 4oCTyna Tectep
NpoCnyLUMBaEeT LMpoKoBeLlaTensHyto nepeaady SSID Ha kaxaom kaHane. Tectep MoXeT
0BHapyX1Tb N TE€ TOYKU AOCTYMA, KOTOPbIE MPON3BOASAT LUMPOKOBeLLaHne cBonx SSID,
noka TecTep HaxoauTCst Ha TOM e kaHane. [ina 6onee 6eicTporo obHapy»xeHust Tectep
nepefaert Kagpbl TECTOBbIX 3aNPOCOB MO YMOMYaHWUI, YTOObLI NONYYXUTL OTBETHLI OT TOYEK
gocrtyna.

IMocKorbKy CKaHMpyHOLLME 3anpoch! YBEMNMYMBAIOT 3arpysKy kaHara, TecTep He nepeaaer ux,

Koraa Bbl NpocMartpuBaeTe 3KpaHbl CO cBeaeHUAMU No UCMNoNb30BaHUIO KaHana nnn Kkorga
Bbl MOAKIOHEHDI K BHELLHEN aHTEHHE.
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AirCheck Wi-Fi Tester
PykoBoacTBO nosnb3oBaTens

Ta6nuua 2. Hactpoliku B MmeHo «MHcTpyMmeHTbI» (Mpoaonmkutb)

YnpaBneHne HacTporkamm
802.11 (npogomkeHue)

lNpumeyaHue

3Omu Hacmpoliku
U3MeHsItom criocob
roucka u omobpakeHust
moyek docmyna
mecmepom. [Neped
Ucrionb308aHUEM
mecmepa yb6edumecs 8
MOoM, 4Ymo 8b! XOPOWIO
rnpedcmaerisieme cebe
Ha3Ha4yeHue amux
Hacmpoex.

CrpynnupoBatb BupTyanbHble T[: Korga Todka ocTyna NpovnaBoavT LLMPOKOBELLIaHVE
Heckonbknx MAC-appecos (aeHtndmkatopos BSSID), To MAC-agpeca SBnsioTcs BUPTyarbHbIMU
ToYKaMuy JocTyna. BupTyanbHble ToukW 4OCTYNa MOMyT NOOAEPUBATL PasNNYHbIE CETU C OOHOW U
TOM xe dm3ndecko ToUKkM AocTyna. Touka AoCTyna, Ucrnonb3ytoLLas ABa paaromomyrns Ans
LLIMPOKOBeELLi@HWs Heckomnbkinx MAC-aapecoB, MOXET NOAAEPKMBATL CETW Ha PasHbIX KaHanax.

Ecnu paspeLueH pexum CrpynnupoBsaTth BUpTyanbHbie T, TO BUpTYyarnbHbIe TOYKM AOCTYNa
oTObpaxatoTcs Kak eqMHCTBEHHas TouKa AocTyna B cnucke Tovku goctyna. Ecnm Touka
[J0CTyna Npovn3BOaMT LUMPOKOBELLLATENbHYH nepeaadvy MMeHu (nokasaHo B cronbue Name/
MAC), To uncno naoeHtndmkatopoB SSID, KoTOpble OHO NOAAEPKMBAET, OTOOpaXaeTcs B
ctonbue SSID. Hanpumep, B 3ToM cTonbue otobpaxaeTcs «2 SSIDs».

Ecnu Touka gocTtyna He Npov3BOAWT LUMPOKOBELLaTeNbHOM nepeaaqyn MMeHw, To NpUCyTCTBYeT
3Be3a04Ka B kavecTse nocnegHero cumeona ee MAC-agpeca B ctontoue Name/MAC. Ytobbl
npocmotpetb MAC-agpeca n ngeHtndmkaropbl SSID ons BupTyanbHbIX TOHEK JOCTyna,
BbIbepuTe TO4Ky AocTyna B cnucke Touku goctyna.

Mo yMonYaHUio aTa HaCTPOViKa aKTMBHA.

3arteHutb T/, KOTOpbIE He 0GHapyX.: Ecnn TecTep He 0BHapy»xwun TOYKy JOCTyNa B TEYEHWE
YeTbIPEX LIMKIIOB MO BCEM KaHarnam, TO 3Ta TouKa AOCTyna BblAENsAeTcs cepbiM LIBETOM B
cnucke Tovkm gocTyna. 3TO HAaCTPOKKa Mo YMOIHaHMIO.

Ypanutb T[, KoTopble He 0GHapyuTb: Ecnn Tectep He 0GHapyxun TOUKy JocTyna B
TeYeHNe YeTbIPEX LMKITOB MO BCEM KaHaraMm, TO OH yaanser aTy TOYKy AO0CTyna U3 crnvcka
Touku poctyna.
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Hactponka Tectepa

Tabnuua 2. Hactpoiku B MeHo «MHcTpymeHTbI» (MpoaomkuTb)

YctaHoBUTBL BpemMA u gaty Mo3sonseT Bam YCTaHOBUTb BpeM4A 1 OaTy, KOTOpble TeCTep BKIKOYAET B COXPAHEHHbIE
nN A

pesynsratbl. McrnonbayiTe [« ) Ans Bbibopa HACTPONKY, a 3aTeM MUCMOSb3yNTe <<, YTObbI
U3MEHWUTb HaCTPOIKY.

YcTaHOBUTL NOPOroBbIe Mo3BonseT yCTaHOBUTL NOPOrOBLIE 3HAYEHWS ANS LBEeTa B rMCTOrpaMmMax pesynsratoB
3Ha4YeHusA namepeHun. Cm. ctp. 21.
YcTaHOBUTb CTpaHy KaHanbl, KoTopble He 0MyCKaeTCs NCMoNb30BaTh Ans BbIOPaHHOM BamMy CTPaHbl, BbIAENSIOTCS

KpacHbIM LIBETOM Ha 3kpaHax Mcnonb3oBaHue kaHana u Ceepgenms o 14. Cm. «Pexum paboTbl
802.11d» Cm. ctp. 20. Toykm gOCTyna, KOTOPbIE NEPEAAtOT KO CTPaHbl, HE COOTBETCTBYHOLLIMN
3TOl HaCTpoOViKe, OTMEYEHbI KpaCcHbIMKM norockamu B ctonbue 802.11.

YcTtaHOBUTb A3bIK YcTaHoBKa A3blka A4Nd Nonb3oBaTenbCKoro HTepdeica.

YnpaBneHve nUTaHUEM Korga Bbl akTUBM3MpyETE 3TOT PEXMM, TO TECTEP aBTOMATUYECKW BbIKIMHOYAETCS, €CNN HU OgHa
KHOMKa He HaxkuManachk B TedeHne 10 MyHyT. [py aBTOMaTM4eCcKkoM BbIKITHOYEHUN TECTEP He
COXPaHSIET pesynbTaThbl ceaHca TeCTUPoBaHus. OH COXPaHSIET UBMEHEHWS, CAENAHHbIE BaMU B
npocpune. Tectep He BbIKIMOYAETCA aBTOMATUYECKW, €CINU NOAKIMIOYEH afanTep NepemMeHHOro
ToKa. YUToObl COXpaHUTb HACTPOWKN, HaXMUTE [E CoxpaHuUTb. YTo0bI BbINTN GE3 COXpaHEHNS
HaCTpOeK, HAaXMUTE @ OTMEHUTD.

BoccraHoBuTbL 3aBoACKMe Bo3sBpaluarotcst 3Ha4eHrs Mo yMOnyaHuio Ans Bcex Hactpoek. CM. npunoxexue B.
HaCTPOWKU
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AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

Pexxum pabotbi 802.11d

Ecnm Touka goctyna ucnonb3syet ctaHaapt 802.11d, To oHa
nepenaer Kog CTpaHbl Mo ctaHaapty ISO B cBomx
yBEAOMUTENbHbLIX COOBLLEHNAX U OTBETAX HA TECTOBLIE
ckaHvpytoLLme 3anpockl. Korga Tectep nonyyaet 10T kof, TO
OCYLLECTBMSAET nepeaaqy NuLlb Ha TeX KaHanax, Kotopble
paspeLleHbl B JaHHOW CTpaHe, U UCNorb3yeT TOSNbKO
paspeLleHHble YPOBHU MOLLIHOCTH.

Ecrnu TecTep He nomyqun Kofa CTpaHbl, TO TecTep paGoTaeT B
KMEXOYHAPOAHOM PEXMMEY:

e  TecTep MCNONb3YET TOSMLKO Te KaHarbl U YPOBHU
MOLLHOCTW, KOTOpPbIE pa3peLleHbl BO BCEX CTpaHax. ATo
kaHanbl 1-11 B guanasoHe 2,4 Ty,

e  Tectep He ByaeT nepenaBaTh CKaHMPYHOLLME 3aMpock Ha
kaHanax 12, 13 n 14 B guanasoxe 2,4 Ty,

e  Tectep He GydeT nponsBoaWTbL Nepedady B AnanasoHe
5 Ty, ecnn He 0BHapYXMT TOYKM JOCTyna, paboTatoLme
B 9TOM JAuanasoHe.

e Tecrtep Mcronb3yeTt camyto HU3KYH MOLLHOCTbL nepenau,
paspeLLeHHYto BO BCEX CTpaHax.

20

Monocku B HWXHEW YacTy AMUCNNea u NUKTOrpamMmbl Ha
AKpaHax ceTen N Todek [0OCTyna NokasblBakOT CTaTyC Koga
CTpaHbl:

I]I]uﬂ 3eneHble nonocku: Tectep nony4umn Kog CTpaHbl OT OQHOMN
WM HECKONbKMX Todek gocTyna. Bce nonyyeHHbIe koabl
CTpaHbl COBMaAatoT Y COOTBETCTBYHOT HACTPOMIKaM B MEHIO
UHCTpyMeHThI > YcTaHOBUTBL CTpaHy. Tectep paboTaeT Ha
KaHarnax 1 Ucronb3yeT YPOBHU MOLLIHOCTU, KOTOpble
paspeLLeHbl B 3TON CTpaHe.

|]|]|]|] Benble nonocku: Tectep He NONy4MI Koga CTpaHbl.
TecTep paboTaeT B MeXOQyHAapPOAHOM PEXUME.

|||| KpacHble nonocku: Tectep Nomy4unn Kog CTpaHbl, KOTOPbIV
OTNUYaETCs OT HacTpoek B MeHo UHCTpyMeHTbI >
YcraHoBUTb cTpaHy. [1na naeHTudmkaumm ceTM UM To4KU
[ocTyna, nepegatoLLeit aToT Ko, BbibepuTte Cetn unm Touku
[OCTYNa, a 3aTeM HaauUTe KpacHbIe NOMocKM B cTonodue
802.11.

Ha akpaHe CBegeHus o T4 0TOOpaXxaeTcs Kog CTpaHbl Mo
craHpapty 802.11d, koTophbIi NepeaaeT To4ka goctyna. B
npunoxeHun C npnBeaeHbl CTpaHbl, COOTBETCTBYHOLLME KOAAM.



Hactponka Tectepa

M3meHeHMe NOporoBbIX 3HaYEHU LiBeTa B
rucTorpammax

LLBeTa rMCTOrpamMm nokasblBaloT, Bbillle U HWXXe 3aaaHHOro
nopora ypoBeHb MOLLIHOCTU 1N LWymMa CuUrHana, a Takke
OTHOLUeHne CI/IFHaJ'I/LIJyM. Bbl MOXeTE N3MEHATHL noporoeblie
3Ha4eHus1, YToOb! LIBETA MOKa3bIBanu, COOTBETCTBYET N
curHan Tpe6OBaHI/1$lM BaLLEn CeTn.

Y106bI NU3MEHUTL noporoBblie 3Ha4eHUsA AnsA uBeToB

1

2

Bbibeprte UHCTPYMEHTHI.
Bbibepute YcTaHOBUTBL NOPOroBbIe 3HAYEHUS.

BbiGepuTe 06bekT. Ha purc. 4 nokasaH nopsigok
N3MEHEHMS MOPOroBbIX 3HA4YEHUs AiNd LiBETa.

YcraHOBUTH nopor

@\ YpoBeHb curHana
BN [ |

@\KDBCHbIH KenTblii 3eneHbiil
-60 -45

dBEm dBm dBm

ggj05.eps

PucyHok 4. U3meHeHne NoporoBbIX 3HaYE€HUMN
uBeTa B ructorpamme

@ Vlcnonbayme 4w ) Ans Bbibopa ugeta. Mcrnonbaynte <<=,

YTOOb! YBENUYUTL UM YMEHBLLUTL 3HAYEHUE N3MEPSIEMON
BEMUYMHbI AN AAaHHOTO LBETA.

@ JIMHMM NOKa3bIBaloT, rAe Ha MMCTorpaMme HaxoauTcs

yCTaHOBNEHHOE BaMW 3Ha4YeHne.

@ YT00bI COXPaHUTb BaLUW HACTPOWKN, HaXKMUTE

CoxpaHuTb. YT00bI BEIVITV 6E3 COXpaHEHWS
HacTpoek, HaxkmuTe () OTMeHUT.
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AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

YcTaHOBUTBL CTaTyCc aBTOpU3aLUm TOYeK AoCTyna

Ecnu BbI ycTaHOBWTE CTaTyC aBTOPU3aLIMK ANS KaXO0M TOYKU
[A0CTYNa, TO Bbl CMOXeTe ObICTPO BUAETb, HAXOAUTCS NN
onpeaerneHHasi Touka AOCTyna B aBTOPU30BAHHOM YacTu CETU.
Toukn gocTtyna 6yaoyT UMETh XENTbIN TPEYronbHUK (&) B
cTonbue cnncka koHTpons aoctyna (ACL), noka Bbl He
M3MEeHUTE CcTaTycC.

YT100bI yCTaHOBUTL CTaTyC aBTOPU3aLMM TOYKM AocTyna
1 Bbibepute Touku gocTtyna.

2  Ecnwm Touka goctyna nmeet 6onee oaHoro MAC-aapeca,
a Bbl XoTUTE HazHauTb MAC-agpecam pasHble cTaTychbl
aBTOpM3aLMK, TO BbIGEpUTE TOUKY JOCTyna.

3 BbligenuTe TOYKYy JOCTYNA, 3aTEM HaXMUTE @ ACL.

4  BbigenvTe cTaTyc Ha akpaHe CTaTyc aBTopU3aLmM,
HaXMUTE (=), 3aTeM HaxmuTe (7.

& HeaBTopur3oBaHHOe YCTPOMCTBO: Touka 4oCTyna He
VMEET CTaTyca aBTopu3aLmm.

V'/ ABTOpU3OBaHHOE ycCT pOVICTBO: Touka [ocTyna
aBTOpM3oBaHa OnA NOAKNYEeHUA K CETU.

22

=+ CocepgHee YCTPOMCTBO: ToYKa 4OCTyNa He aBTOpM30BaHa
AnNsi NOAKITOYEHWS K CETU, HO HE NPEACTaBMSET Yrpo3bl Ans
ceTeBol 6e30nacHoOCTW.

FocteBoe yCTpOFICTBO: Touka [0OCTyna aBTOpM3oBaHa and
NoaKnrYeHnd K cetun, HoO UMeeT orpaHn4YeHHbIe NoriHoMo4nA
[ocTyna.

f" OTMeuyeHHOoe YCTPONCTBO: Bbl MOXeTe ncnonb3oBaTb
3TOT CUMBON AN TOYEK JOCTYyNa, 3a KOTOPbIMU XOTUTE
cneguTb. Hanpumep, ecnu Bbl Npeanonaraerte, YTo HeKoTopas
TOYKa AOCTYNa SABNSIETCS HECAHKLMOHNPOBAHHOMN, Bbl MOXETE
OTMETUTb €€ PriaXkkoM, MOKa He NOory4nTe AONONHUTENbHbIE
CBEEHNS O HEMN.

IMpw BbIKMIOYEHUN TeCcTep coxpaHseT HacTponkn ACL Bo
BpeMeHHOM npodure.

lNpumeyaHue

Ecnu moyka docmyna He ocyuwecmensiem nepedaqu,
HO 8bI 3Haeme ee MAC-adpec, mo ebi MOxeme
ucrionib308amsb AirCheck Manager dnsi npudaHusi
mouke docmyna cmamyca asmopu3ayuu.
CoxpaHume cmamyc e ripogpurne, 3amem riepedalime
amom npogusib Ha mecmep.



OBGHapyxeHue ceTen n Touek gocTyna

OGHapyxeHue ceTen U ToYeK aocTyna

lNpumeyaHue

o ymonyaHuro mecmep uwem cueHarbl
becriposodHoli cemu e duarnasoHax yacmom 2,4 [Ty,
(b/g/n) u 5Ty (a/n), ymobbl udeHmuguyuposams
6ecriposodHble moyku docmyrna. Ymobb! usmeHUmMb
3mu HacmpoUiku, eibepume UHCmMpyMeHmMbI,
3amem ebibepume YnpaeneHue Hacmpoukamu
802.11.

[inA o6HapyeHUs ceTel UNU ToYek AocTyna

1

Ha ncxogHom akpaHe Bbloepute Cetn nnm Toukn
pocTyna. Tectep nokasbiBaeT cricok CeTn nnm cnncok
Touku poctyna (puc. 51 6).

[ns npocMoTpa nogpobHbIX CBEAEHUI O TOYKE AOCTYNa
(puc. 7) ncnonbayiTte <<=, yToObl BLIAENUTH TOUKY
[OCTYNa, 3aTeM HaKMUTE (o),
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PykoBogcTBO nornb3oBaTensi
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© ® 6 @6 ® @

W  ® @®

PucyHok 5. Cetu (npeHtudmkaropsi SSID) — cnucok

9gj03.eps
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OGHapyxeHue ceTeln u To4ek AocTyna

@ IEJ: Bpems nepsoro obHapyxeHust ceTv Tectepom. [ins

NPOCMOTpa CeTell B HEKOTOPOM AManasoHe C MPOKPYTKOM
06nacTv OTCOPTMPYWTE CMIMCOK ceTelt No cTonbuy
BPEMEHHOW METKU B yObIBatoLLIEM NOpsAKe.

Haxmute s 3aTemM nepemMeLLanTecb no obnacTtu.
Bxogsime B gaHHbIN AManasoH cety AobaensoTes B
BEPXHIOL0 YacTb crnivcka. CeTu, He npuHagnexaiwme
[aHHOMY AmanasoHy, 3aTEHSIKOTCSH, €CINW BKITIOYEH PEXUM
3arteHutb T, KOTOpbIE HE OOHapYX..

ACL: Cratyc aBTOpusaumm Toukn goctyna. CoctosiHue no
YMOI4aHmio — HeaBTOpK30BaHHOE YCTPOMUCTEO.
M3ameHuTe COCTOsHME KaXKaon U3 TOYEK JOCTYNa, YTOObI
nokasaTtb ee CBS3b C Balue cetblo. CMm. CTp. 22.

(-..): He Bce TO4kuM gocTyna B CETU MMEKOT OAVNHAKOBbLIN
cTaTyc aBTopu3aumm.

~rMNT: MakcumarnbHbiii YPOBEHb MOLLHOCTW CUrHana Bo
BCEX TOYKaxX AocTyna ans cetu ¢ AaHHbIM SSID. Bbi
MOXETE U3MEHUTb NMOPOroBble 3HaYEeHWs Ons LBeTa B
ructorpammax. Cm. ctp. 21.

B==: CocTosiHNE 6e30MacHOCTM CETU.

ri KpacHbIln OTKpbITBIN 3aMOK: 3aLLyTa CETU He BKITOHEHa.
™

1| XKenTblin 3aKpbIThIA 3aMOK: 0AHA UM HECKOSBKO ToYeK
JocTyna ucnonb3aytot npotokon WEP unu npotokon
6e3onacHoctu Cisco LEAP. 311 npoTokornbl MeHee
Ha[eXHbI Mo CPaBHEHUIO C OCTarbHLIMU MPOTOKONaMU.

@ @

[&] 3erieHbii 3aKpbITLIN 3aMOK: BO BCEX TOUKax JOCTyra
ucnonb3yroTcst bonee HagexHble MPOToKomNbl 6e3onacHocTy,
yem npotokon WEP, Hanpumep, WPA nnn WPA2.

(...): He Bo BCex Toukax 4OCTyna B CETU UCTONb3YETCA
OOMHaKOoBbIN TN 3aWwWThl. Hanpymep, ogHa Touka
ucnoneayetcsa npotokon WEP, a gpyras — npotokon WPA.

ﬂ: Yncno Tovek 4ocTyna, obHapykMBaeMbIX TECTEPOM B
[JAHHOM MECTOMOSOKEHUMN.

SSID: Service Set Identifier (ceTeBo naeHTUMKaTOP).
Mms GecnpoBogHoi ceTu.

Cetu, He OBHapy>KeHHbIE TECTEPOM B NOCNeaHNX
MonbITKax, 3aTEHSIOTCS, €CINN BKIMOYEH peXMM 3aTeHUTb
TA, koTopble He 06Hapyx. (cMm.cTp. 18).

: B cetn ecTb ycTpoiicTBa, paboTtatoLLme B pexvme
NPSIMOIo 3NM30AMYecKoro noakntoyenus (ad hoc). Takve
YCTPONCTBA B3aMMOAEVCTBYHOT C APYTIMW YCTPONCTBaMM
HanpsMyHo, MMHYS TOUKY JOCTYyrMa, KoTopasi CocTaBnsier
YyacTb ceTn. Yepes ycTporictaa «ad hocy» xakepbl MoryT
nony4nTb JOCTYN K AaHHbIM, NepeaaBaeMbIM MO CETU.
(HekoTopble ceteBble UT-nonuTuku gonyckarot
UCMOMb30BaHNE B CETU YCTPOCTB «ad hocy).

[CkpbITbIN]: CeTb HE NPOM3BOAWT LUMPOKOBELLLATENBHON
nepenayu ceoero SSID.
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802.11: Crangaptbl 802.11, ucnonb3yemble To4KaMm
[ocTyna B CETH:

&' 802.11a: Vcnonkayet nonocy yactot 5 M,
@ 802.11b: Ncnonb3ayeT ananasoH vactot 2,4 [Tu,
8’ 802.11g: Ucnonbayet nonocy yactor 2,4 M.

@ 802.11n: MoxeT ncnonb3oBaTbCs B MONocax 4acTtot
24TMuymm 51T,

|||| KpacHble nonocku: Tectep nonyunn Ko CTpaHbl No
craHgapty 802.11d ot Toukun goctyna. CtpaHa He
COOTBETCTBYET CTpaHe, BbIOpaHHON B MEHIO
WHcTpyMeHTbI > YCTaHOBUTL CTpaHy B TeCcTepe.

GEEE: (IR OnHa 1N HecKombKO ToYek 4oCTyna
ncnonb3ytoT cBa3aHHbIN (bonded) kaHan. Touku goctyna, B

KOTOpbIX ucnonb3ayeTcs ctangapT 802.11n, MoryT
CBs3bIBaTb HEKOTOPbIN KaHarn C KaHariom paclUMpeHns B
AvanasoHe Boie ({EIE:) nnm Hke ({{ENR) AaHHOTO
KaHana ansa cosgaHus ogHoro kaHana 40 MIMu. Takown
pacLUMPEHHBIV KaHan NoBbILLAET NPOMYCKHYHO
CMOCOOHOCTb CET.

(.--): He BO Bcex Toukax 4oCTyna B CETV UCTONb3YeTcA
OOvHakKoBbIM cTaHaapT 802.11.

Notes (npuMeuanms): Haxmute ¥ Ans IPOKPYTKM rors

npymMedaHnin. Tectep fobaenseT npyMedaHus
aBTomatumdeckn. Cm. ctp. 37. NHdopmaums o ceTsx,
MMEIOLLIMX MPUMEYaHMS], OKpaLleHa B (OMONeToBbIN LIBET.

(...): CeTb umeeT Heckonbko NpyMedaHun. YTobel
NPOCMOTPETL BCE NPUMEYaHs], BblaenuTe CeTb, 3aTem
ABaXdbl HAXXMUTe (=) AN nepexoaa K akpaHy CBeaeHUs
oTA.

~w_a. . CopTupoBKa1, yGbiBatoLLas 1 BospacTatoLuas
MocrenoBaTeslbHOCTH

w . :CopTtupoBka2, ybbiBaloLlas 1 Bo3pacratoas
nocrnenoBaTensHOCTU

[nsi copTUPOBKM CNUCKa B BO3pacTatoLLeM unm
yGbIBatoLLEM NOPSiAKE BOCMONb3YUTECH = U @@ ans
BblOENeHVs 3arofioBka CTonbLa, a 3aTemM HaXXMuTe (=) unm
@ CoptupoBkal. Hanpumep, 4tobbl ObICTPO HaNTK
TOYKY [OCTYNa C CaMbIM CUSbHBIM CUrHaNoM, BbiAENMTe
~nnMM B BepxHel YacTi cTonbua, 3aTem HaXKMNTE (=) Unu
CoptupoBkal. lNocne aToro Todka JocTyna ¢ caMbim
CUNbHbLIM curHanom ByaeT oTobpaxaTbesi B Havarne cnmcka.

[lnsi copTUPOBKM BTOPOTO NOPSiAKA BbIAENTE 3arofioBoK
Apyroro cTonGua, 3aTemM HaxMuTe CopTtupoBKa2.

Haxmute @ CoeauHnTb Ans NOAKMIOYEHMS K
BblOpaHHoI ceTu. CM. cTp. 44.



OGHapyxeHue ceTeln u To4ek AocTyna

KHonka noakntoyeHns otobpaxaeTcs kak «CoeguHUTL y,
€CInn TECTep He MOXET NOAKIIOYUTLCS K BblOAENEHHON CETU.
Cwm. cTp. 44.

@ m: KaHan, oTcnexmBaemMbii TECTEPOM B AaHHbIN
MOMeHT. LiBeT nonocok otobpaxaeT cocTosiHWE Koaa
CTpaHbl B 0011acTi HopmaTuBHbIX TpeboBaHuiA. Cm.
«Pexum pabotel 802.11d» Cwm. ctp. 20.

@ : Yucno Todek goctyna, 0bHapyXMBaeMbIX TECTEPOM
B JAHHOM MECTOMONOXEHNUWN. JTO YNCIIO HE BKITHOYAET B
cebs1 YMCno BUPTYarbHbIX TOYEK A0CTyna, ecnu BbIGpaH
pexvm CrpynnupoBaTb BUpTyanbHble TO. Cm. cTp. 17.

(13) [Ins npocMoTpa OMM1caHKsA 3HaUKOB Ha akpaHe CeTw
naxmmTe (2 ferenpa.

[ns npocMoTpa NoapoBHbIX AaHHbIX O TOYKax AOCTyna B CETU
“Cnonb3yinTe <<= Ans BblAeneHnst KOHKPETHOW CeTu, a 3aTem
HaxxmuTe (). CM. puc. 6.
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OGHapyxeHue ceTeln u To4ek AocTyna

@

® @

IEJ: Bpems nepsoro obHapyxeHust To4ku JocTyna
TecTepoM. [N npocmoTpa Todek AOCTyna B HEKOTOPOM
[AmnanasoHe € NPOKPYTKOW 0bracTv OTCOPTUPYTE CINCOK
ceTen no cTonbLy BPEMEHHON METKM B yObIBatoLLieM
nopsigke.

HaxmunTe C 3aTeM nepemeLLanitecb no obnacru.
Bxogswme B AaHHbIN AnManasoH TOYKY 4oCTyna
[06aBnsaTCA B BEPXHIOK YacTb cnmcka. Todkv JocTyna,
He NpuHaanexaiime AaHHOMY AManasoHy, 3aTeHSHTCS,
€CIu BKITI0YEH pexum 3aTeHnuTb T, KoTopbie He
OGHapyX..

ACL: Cratyc aBTopusaumm Toukv goctyna. CoctosHme no
YMOIMYaHMIo — HeaBTOpK3oBaHHOE YCTPOMCTBO.
M3meHuTE COCTOsHME KaXKaon U3 TOYEK JOCTYNa, YToObI
nokasarb ee CBs3b C Ballen ceTbto. CMm. cTp. 22.

(...): BuptyanbHble Toukmn goctyna unm MAC-agpeca ogHon
1 TOW e TOYKW AOCTYMa UMEIOT Pa3Hble HAaCTPONKN
craryca asTopusaumm. Obbl4HO Bbl ByaeTe ycTaHaBnNMBaTh
[Nst HAX OQVHAKOBBIV CTaTyC aBTOpU3aLmu.

n"..l]: Kanan, ncnonb3syemblin TO4KOM AOCTyna.

~nnMl: YposeHb MoLHOCTM curHana. Bel MoxeTe
M3MEHWTb MOPOroBble 3HAYeHNs A1 LBETa B
ructorpammax. Cm. crp. 21.

@ Name/MAC (uma/MAC): imsa nnn MAC-agpec Toukm

pocryna. Aopec HauMHAETCs C COKpaLLEHHOro Koga
npou3BoauTEnsl, €Crnu 3TOT Ko umeeTcs. Cum.
«oui_abbr.txt» Ha cTp. 56.

*: To4ka gocTyna Npov3BoamMT LUMpOKOBeLLaHne 6onee Yem
ogHoro MAC-agpeca (BSSID). ins npocmotpa MAC-
apapecos BblbepuTe To4Ky Aoctyna. CM. «CrpynnupoBaTb
BupTyanbHble TO» Ha cTp. 18.

Toukm gocTyna, He ObHapyXeHHbIe TECTEPOM B MOCNEAHNX
MOnbITKaXx, 3aTEHSIOTCS, €CINN BKIMOYEH PeXXMM 3aTeHUTb
TA, koTopble He OGHapyX. (cMm.cTp. 18).

SSID: Service Set Identifier (ceTeBon noeHTndMKaTop).
Mms ceTu.

Ecnu Touka poctyna nogaepxwvieaet 6onee ogHoro SSID,
TO BbIbepuTe TOUKY OCTyna Afs NpocMoTpa
naeHTudmkatopos SSID. Cum. «CrpynnupoBaTth
BUpTyanbHbie TO» Ha cTp. 18.

Ecnu Bbl nepeLunu Ha 3ToT 3KpaH ¢ akpaHa CeTn, To
naeHTudmkatop SSID Gyner nokasaH B BEpXHEN
YacTu aKpaHa.
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@ B CraTtyc 6e30nacHOCTU TO4KM JoCTyna:

ri KpacHbIi OTKpbITbI 3aMOK: 3aLLuTa ToUkU 4OCTYNa He
BKITtOYEHa.

(]

t | XKenTbIN 3aKpbITbI 3aMOK: Touka JOCTYyna UCMONb3yeT
npotokon 6esonacHoctn WEP.

%] 3eneHblii 3aKpbITLIN 3amMOK: To4ka AoCTyna
ncronb3yeT bonee HaaeXHbIN NPOTOKON 6e30nacHoOCTH,
yem npotokon WEP, Hanpumep, WPA nnn WPA2.

: Toyka JocTyna NpeacTaBnsieT cobo YyCTPOMCTBO
C MPSIMbIM 3NM30anyeckum nogktodeHnem (ad hoc). Takne
YCTPOWMCTBa B3aMMOAENCTBYIOT C APYrMMM YCTPONCTBaMm
HanpsIMyH, MUHYsI TOUKY IOCTyna, KOTopasi COCTaBMsAET
YyacTb ceTn. Yepes ycTporicTaa «ad hoc» xakepbl MOryT
nony4nTb ZOCTYN K AaHHbIM, NepejaBaeMbIM Mo CETU.
(HekoTopble ceTeBble MONMUTYKM JOMYCKaKT
MCMONb30BaHNE B CETU YCTPONCTB «ad hocy).

(...): He BO BCex Toukax A4oCTyMNa NCMonb3yeTcs
OAMHaKOBbIN TUN 3aLwmMTbl. Hanpumep, ogHa To4ka
ucnonbayetcs npotokon WEP, a gpyras — npotokon WPA.

802.11: CraHgapTbl 802.11, ucnonb3yemble TOUKOM AOCTYNa:

30

& 802.11a: Ucnonkayet nonocy yactot 5 M.

@: 802.11b: NcnonbayeT nonocy vactot 2,4 Ty,

9': 802.11g: Ucnonbayet nonocy yactot 2,4 My,

@: 802.11n: MoXeT ncnonb3oBaThCs B NONocax 4acToT
24 TTuynmm 5TTu.

|||| KpacHble nonocku: Tectep nonyyun Kog CTpaHbl No
ctaHgapty 802.11d ot Touku goctyna. CtpaHa otnmyaeTcs
OT CTpaHbl, BblopaHHON B MeHI0 MHCTpYMeHTbI >
YcTaHOBUTL CTpaHy B TecTepe.

(TR Toukn nocTyna, B KOTOPbIX UCMOMbL3yeTcs
ctangapt 802.11n, MOryT cBA3bIBaTb HEKOTOPbLIV KaHan ¢
KaHanom paciumpenus B ananasoHe soiue ({TERE) nm
Hwke (({EI) LaHHOTO KaHana Ars Co3naHust OfHOTo
kaHana 40 MI'y. Takon pacLUMpeHHbIN KaHan NoBbILLaeT
MPOMNYCKHYH CNIOCOOHOCTb CETW.

(-..): He BO BCex To4kax gOCTyna MCMONb3yeTca
oamHakoBbIn cTaHgapT 802.11.

Notes (npumeyvanus): Haxmure S\ Ansi NPOKPYTKY Nonst
npumedaHuin. Tectep AoGaBnseT npuMeYaHms
aBTomatunyecku. Cm. ctp. 37. MHdopmaLms o Toukax AocTyna,
VIMEIOLLIMX NPUMEYaHWs, okpalleHa B (h1oNeToBbIN LIBET.

(...): Touka gocTyna MMeeT HeCKOmNbKO NpUMeYaHvi. [ns
MpPOCMOTPa BCEX TOMEK AOCTYyNa nepenanTe Ha aKpaH
CBeneHusi o TA.



OGHapyxeHue ceTeln u To4ek AocTyna

-w—_an. . CopTupoBkal, ybbiBatoLLas v BospacratoLast

nocnegoBaTeribHOCTU

w . :CopTupoBkKa2, yGbiBatoLlas 1 Bo3pacraroLLas
nocneaoBaTenbHOCTU

[Ina copTMpOBKM CMUCKa B BO3paCTakoLLEM Uin
yObIBalOLLEM NMOPSAKE BOCMONb3YWTECh <~ 1 CC ans
BblAENeHns 3aronoeka CTonobLa, a 3aTeM HaXXMUTE () Unn
@ Coptuposkal. Hanpumep, 4tobbl ObICTPO HaTK
TOYKY JOCTYMa C CaMbIM CUTbHBIM CUTHAIOM, BbIAENUTE
~nnMll B BepxHel YacTn cTonbLa, 3aTemM HaxMUTE ) Ui
(] Coprupoeka1. Mocne aToro TouKa A0CTyNa G CaMbIM
CUMbHBIM cuUrHaroM ByaeT oTobpaxaTbCs B Havane
cnmeka.

[1nga copTMpoBKM BTOPOrO NOpsiaKa BbiAenuTe 3arofioBokK
Apyroro cTonbua, 3atem HaxmuTe @ CopTupoBka2.

Haxmute (FT_) CoeAMHUTE Ansi NOKMIOYEHNS! K
BblAeneHHon Todke goctyna. Cm. cTp. 44.

KHonka noakrtoyeHns otobpaxaeTcs kak «CoeauHUTL »,
€CINM TECTEP HE MOXET NOAKITIOUUTLCS K BbIAENEHHON
Touke goctyna. Cwm. cTp. 44.

[nsi noaKnioYeHus K 3aLLMLLIEHHON TOUKe JOCTyna Tectep
[OOImKeH UMeTb Npochunb, CogepXaLLmin MaHaaT
6esonacHoctu. Cwm. cTp. 14.

@ m: KaHan, otcnexveaembi TECTEPOM B AaHHbIN
MOMeHT. LIBeT nonocok otobpaaeT cocTosiHue koda
CTpaHbl B 06M1acTi HopMaTMBHBIX TpeboBaHuiA. CM.
«Pexunm pabotel 802.11d» Cm. cTp. 20.

@ : Yucno Touek AocTyna, obHapyXMBaeMbIX TECTEPOM
B JAHHOM MECTONMOSOKEHNMN. DTO YNCIIO HE BKITKOYAET B
cebs unMcno BUpTyarbHbIX TOYEK A0CTYNa, eCny BbibpaH
pexxvumM CrpynnupoBaTb BUpTyansHble TO. Cm. cTp. 18.

Haxxmmte (2] ACL, UTOGbI U3MEHWTL CTATYC
aBTOPU3aLIMM NS BbIAENEHHON TO4KN AocTyna. CMm.
ctp. 17.

Y106bI NPOCMOTPETE NOAPOOHLIE CBEAEHUS O KOHKPETHOW
TOUKE JOCTyna, BblAenuUTe 3Ty TOUKY AOCTyna U HaXXMuTe .
Cwm. puc. 7.
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@\HMHZ Lnksys:002849-78321*

SSID: PV_WRT_5.0GHz
BSSID: Lnksys.002849-783219
@“F’ OTMeuyeHHoe YCTPOKHCTEO

ri\ Bes sawuThl

@ @ 802.11a,n

Bo3smoskHocTn 80211
T wcn. kavansl 40MIMy, ecnv BO3MOMKHC
Q Kavan pacumpeHus: 161 s.8050 GHz
T He npud. nakeTsl 802.11n Greenfield|
T He obHapyx. ycTp-Ba 802.11a,b,g
Makc. ckopocTe npuéma: 300 Mbut/c (4
MMapameTpbl cTpadbl anA T/ HeT
TapameTpbl cTpadbl ana AirCheck: US
KnueHThl, obHapyxenHbie T[: 16
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PucyHok 7. 3KkpaH cBeZieHUI 0 Touke AocTyna
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KaHan n yactora Toukm goctyna. Homep otobpaxkaetcsi
KpacHbIM LiBETOM, €CIN AaHHbIN KaHas He paspeLueH B
CTpaHe, BblGpaHHoW B nyHKTe MeHi0 MIHCTpyMeHTbI >
YcTaHOBUTL CTPaHy.

{E®: NepanuHbii kanan (1)) cBA3aH C kaHanoM
PaCLLMPEHNS], KOTOPLIN YkasaH Hap Hum ({TEE:) vrm nop,
Ham ( (TR, 4ToGb! NonyunTe oauH 40 My kaHan. Takoi
pacLUMPEHHbIA KaHas NOBbILLAET NPOMYCKHYHO
C€nocoBHOCTL ceTu. KaHan paclumpeHus nokasaH B
pasnene BoamoxHoctn 802.11n ().

YpoBEHb MOLLHOCTY curHana (S), ypoBeHb LyMa curHana
(N) v otHoweHne curHan/wym (Curnan/LLym). Bel MmoxeTe
M3MEHWTb NOPOroBble 3HaYEeHNA ANS LBETA B IMCTOrpaMmax.
Ecnu Tectep He nony4aert curHan ot To4KkM 4OoCTyna,
Norocku otobpaxkatotcs cepbiM LiseTom. CM. cTp. 21.

Nms: VIMsi TOUKM JOCTYNa, ECNW MM BKIOYEHO B Kaapbl
YBEAOMUTENBbHBIX COOBLLEHUI 1 B Kaapbl OTKNKKA Ha
TECTOBbIE CKaHMPYHOLLME 3anpochl.

SSID: Service Set Identifier (ceTeBon ngeHTudmkartop).
st ceTu, ncronbaytoLLei Touky gocTyna.

BSSID: Basic Service Set Identifier (mogeHTucukatop
6a3oBoro cepsucHoro Habopa). MAC-agpec Touku
JocTyna.



OGHapyxeHue ceTeln u To4ek AocTyna

© @®Q
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lMpumeyaHue

MAC-adpeca 0rnisi nposodHo20 u Orisi 6ecrpo8oOHO20
uHmepabelica.

Craryc aBTopusaumm Ans TOYKM AocTyna.
Craryc 6e30nacHOCTY TO4KM JoCTyna:

CraHgaptbl 802.11, KOTOPbIE MOXET UCMONBL30BaTh TOUKa
poctyna.

Bo3amoxHocTtu 802.11n: MNpumeyaHus onsa Todek goctyna,
KOTOpble MOryT ucnonb3osatb ctaHaapT 802.11n. Cwm.
Tabnmuax 4 Cwm. cTp. 38.

MapameTtpbl cTtpaHbl ana TO: Kog ctpaHsb,
nepefasaeMbln Toukon goctyna. Ecrniv MapameTpbl
cTtpaHbl Ana T He cooTBeTCTBYIOT MapamMeTpam cTpaHbl
ansa AirCheck, To ata Touka 4OCTyna MMEET KpacHbIe
nonocku B ctonbue 802.11. Cm. «Pexum pabotbl 802.11d»
Cwm. cTp. 20. B npunoxeHun C npmBeaeHbl CTpaHbl,
COOTBETCTBYIOLLME KOAaM.

MapameTpbl cTpaHbl ansa AirCheck: Kog ctpanbl,
BbIOpaHHbIN B MyHKTE MeHI0 MIHCTpYMeHTbI >
YctaHoBUTb cTpaHy. Cm. «Pexum pabotel 802.11d» Cm.
cTp. 20. B npunoxeHun C npmBedeHbl CTpaHbl,
COOTBETCTBYIOLLME KOAaM.

)

B

W)

KnueHTbl, o6HapyxeHHbIe T Y1cno knmMeHToB,
UCMOMb3YHOLLMX 3Ty TOYKY OOCTYMNa Ha TEKYLLWIA MOMEHT.

CeKyHAbl C MOMEHTa Nocn.o6HapyX.: Y1cno cexkyHa,
NPOLLEALLNX C MOMEHTa OBHapPY>KEeHWUs1 TOYKM JOCTyna
Tectepom.

Mpumeyannsa ans Toukm goctyna. Cm. Tabnmuax 3 Cwm.
cTp. 37.

Haxmute @ CoeanHUTb Ans NOAKIIOYEHUS K TOUKe
poctyna. Cm. cTp. 44.

KHonka nogkrtodeHns otobpakaeTcs kak «CoeamnHUTL »,
€CNU TECTEP HE MOXET NOAKIMIOYNTLCS K BblAENEHHON CET.
Cwm. cTp. 44.

m: KaHan, otcnexusBaemMbin TECTEPOM B AaHHbIN
MOMeHT. LieT nonocok otobpaaeT cocTosHWe Koaa
CTpaHbl B 06nactv HopMaTuBHbIX TpeboBaHmin. Cm.
«Pexunm pabotel 802.11d» Cm. cTp. 20.

: Yucno Touek Aoctyna, obHapyXMBaemMbIX TECTEPOM
B JAHHOM MECTOMOSOKEHNMN. DTO YNCITO HE BKITKOYAET B
cebs unMcno BUpTyarbHbIX TOYEK A0CTYNa, eCnv BoibpaH
pexxvum CrpynnupoBaTb BUpTyansHble TO. Cm. cTp. 17.

Haxxmvute [E OGHapyXuTb AJ15 NoMcka TO4K/ AOoCTyna.
Cwm. cTp. 34.
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Ecnu TecTtep He OOGHapPYXUN TOYKY
aocTtyna

B HekoTopbIX cuTyauumsx Tectep He Oyaet oOHapyxuBaTb
TOYKY JocTyna:

e Tectep He MOXET OOHAPYXUTb TOYKY AOCTYNA, MOCKOIbKY

Bbl HAXOAWTECH Ha CILLKOM GOrbLLOM paccToaHUM OT Hee.

¢ Touka pocTyna He nepedaet ysegomMnsioLme
coobLLeHus, koraa TecTep NPOCNyLUMBAET KaHan,
MCNOMb3yeMbl 3TON TOUKOW AOCTyna.

e TecTep He MOXeET 0GHapPYXUTb TOUKY AOCTYNA, MOTOMY YTO
CUTHar He B COCTOSIHWM MPOHMKHYTb CKBO3b CTEHY UMK
Apyroe npensarcreve.

o  Cnuwkom 6onbluve NoOMexm Ha kaHane, UCrnornb3yemMoM
ToudKoM goctyna. Beibepute KaHanbi ons npocMotpa
ypoBHs1 nomex Ans He-802.11 UCTOYHMKOB CUrHanoB Ha
[aHHOM KaHarne.

O6GHapyxeHue TOYKM AocTyna

1 Bbibepute CeTu unu Touku JocTyna, 3aTeM UCMONb3yiTe
on , YTOObI NEpeTM Ha akpaH CBeaeHUA o T4 Ans
TOW TOYKM OCTYNa, KOTOPYH Bbl XOTUTE OOHAPYXUTb.

34

2  Haxmurte [E O6GHapyxuTb. Ha puc. 8 nokasaH akpaH
OGHapyXuTb TA.

3 PaspgenuTe obnacTb Ans novcka Ha YeTbIpe CeKumn, Kak
nokasaHo Ha puc. 9. Neperigute B 0QMH 13 YITOB 3TON
obnactu.

4  3anvwuTe 3Ha4YeHWe YPOBHS MOLLHOCTM cUrHarna.

5 Tllepenagute B TpW Opyrvx yrna aTon obnactu n sanuumTe
YPOBEHb MOLLHOCTM CUrHarna B Kaxgom yrriy.

6 [MeperignTe B NepBhbI yron cekumn, rae curHan Hambonee
CUNbHbIN.

7 CHoBa BbinonHanTe waru 4, 5 1 6, Noka He HanaeTe TOUKy
Jocryna.

lMpumeyaHue
Ecniu ebi He Hawinu moyky docmyria, mo uccriedytime

amaxxk Hal eamu usiu rnood eamu.

B cnyyae 60nbLUMX OTKPbITbIX NPOCTPAHCTB AOMNOMHUTENBHASNA
aHTeHHa MOXET NOMOYb BaM BbICTpee HaXoANTb TOYKM
pocryna. Cwm. ctp. 57.



OGHapy>xeHne To4kM gocTyna
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PucyHok 8. OkpaH oGHapyXeHUs To4YKu gocTyna

Wwms cetn (SSID) n MAC-appec Toukm goctyna (BSSID).

YpoBEHb MOLLIHOCTM cUrHara oT To4ku focTtyna. Ecrm
TEcTep He Mony4YaeT CcuUrHan oT TOYKU AOCTYNa, Ha 3KpaHe
oTobpaxaercs «-—-».

FpachK YPOBHA MOLLIHOCTU CUrHana B 3aBMCUMOCTU OT
BpeEMEHN. Ecrn TEeCcTep He nony4vyaet curHan ot TOYKM
AocTyna, NNHNA He 0To6pa>KaeTc;|.

@

®

®

@

MamepuTensHbivi nprubop, NokasbiBaloLLmMiA ypoBEHD
MOLLIHOCTM CWrHana B TEKYLLMIA MOMEHT BpemeHn. Ecnin
TecTep He Mony4aeT curHan ot TOYKW AOCTYNa, Nonocka
oTobpaxaeTcs cepbiM LIBETOM.

PR Kanan, ncronbayembiin Toukoii goctyna. Liget
MOMOCOK OTOBpaXkaeT COCTOsHME Kofa CTpaHbl B 0bnactu
HOpMaTuBHbIX TpeboBaHu. CM. «Pexnm pabotsl 802.11d»
Cwm. cTp. 20.

=B Yncro Touex [[ocTyna, obHapyXeHHbIX TECTEPOM.
OTO YMCIIO He BKITIOYAET B ceb5 YMCO BUPTYarbHbIX TOYEK
AocCTyna, ecnv BelbpaH pexxvm CrpynnupoBaTtb
BupTtyanbHbie T. Cwm. cTp. 17.

Haxmute (7] OTKRIOYNTE ANS OTKIIOHEHIS 3BYyKA.
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3anvwmTe 3Ha4YeHNE YPOBHSI
MOLLHOCTM curHana.

’) MepengvTe B NepBbIN yron cekummu,
rie curHan Hanbonee CUNbHbIN.

ffy16.eps
PucyHok 9. Cxema noucka Ans HeHanpaBlieHHOM aHTeHHbI TecTepa
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I'Ipumeanvm ANA ceTen u Touek AoCTyna

B Tabnmuax 3 1 4 npreeaeHbl onucaHust Ans NpUMeHaHi,
KOTOpble TecTep MOXET f00aBNATL AN CETEN M TOYEK AOCTYNA.

Ta6nuua 3. MpumeyaHns ansA ceTen n Toyek gocTyna

Cetb ad hoc pa6otaer 3OtoT npeHTtdukatop SSID npeacTaBnseT ceTb C NPSMbIM 3NU30ANYECKM
noakntoveHvem (ad hoc). MNMopTaTyBHbIA KOMMBIOTEP NMPOU3BOAUT LUMPOKOBELLIATENBHYHO
nepegayy SSID, nockonbKy 3TOT NOPTaTUBHbIN KOMMbIOTEP aBTOMaTUYECKV NOAKITIOYaETCA
K Opyromy nopTatMBHOMY KOMMboTepy, nepeaatoemy SSID. Yepes ycTporicta «ad hocy
XaKepbl MOTyT MONyYMTb AOCTYM K AaHHBIM, NepeaaBaeMbiM Mo ceTu. (HekoTopble ceTeBble
UT-nonutukm gonyckatoT 1CNonb30oBaHWe B CeTH yCTponcTB «ad hocy).

Wcnonb3. kKaHana He3akoHHO B Touyka [oCTyna UConb3yeT KaHarn, KOTOpbI He pa3peLUeH B CTpaHe, BbIGpaHHOW B MyHKTe
3TON CTpaHe MeHI0 UHCTpYMeHTbI > YcTaHOBUTBL CTpaHy. Y6eamTech B NPaBuiibHOCTU KOAA CTpaHbl,
BbIGPaHHOTO B NyHKTE MeH0 MIHCTPYMEHTBI > YCTaHOBUTL CTPaHyto.

Bo3moxHble nomexu — Touka gocTyna Mcnonb3yeT kaHan B AnanasoHe 2,4 ['Tu, KOTOPbI MOXET NepekpbiBaTbCA
nepekpbITUe CO CTaHA. KaHanaMm | C COCeQHUMM KaHanamm. OTO MOXET NPUBOAUTL K NOMEXaM Ha COCedHMNX KaHanax.

lNpumeyaHue
B CoeduHeHHbIx LLimamax He nepekpbigaromcsi Opya ¢ Opy2om KaHasbi 1, 6 u 11.
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Tabnuua 3. NMpumevaHusa ansa ceten u Todek aoctyna (MpoaomknTb)

B ceTu Heck. TUnNoB obecn.
Oe3onacH.

He Bo BCcex Toukax goctyna anst aaHHoro SSID ncnonb3yeTca 0AMHaKOBbIV TN 3aLUUThI.

40 MMy 802.11n He
pekomMeHayeTcA Ha 2,4 Ty

Bbl He gomkHbI CBA3bIBaTL KaHanbl B AvanasoHe 2,4 [T, NoCKoMnbKy B 9TOM Anana3oHe
YacToT CyLLEeCTBYET NLLb TPY KaHana, He NepekpbIBaLLIMXCA APYr ¢ ApyroM. Ecnm Bbl

CBsDKETE Ba KaHana, TO Af1si UCNONb30BaHWSA APYrMMK YCTPOMCTBAMM OCTAHETCS NLLb
OIVH KaHar.

HenpeaBuaeHHbIN ko CTpaHbl
OT TOYKM gocTyna

Kop, cTpaHbl OT 3TOM TOYKM JOCTYNAa HE COOTBETCTBYET CTPaHe, BbIOPaHHOM B MEHHO
WUHCcTpyMeHTbI > YCTaHOBUTL CTpaHy B TeCTepe.

Ta6nuua 4. BoamoxHocTu 802.11n (oTo6paxkaeTcs Ha 3kpaHe CBeAeHUA O ToYKax AOCTyna)

TO vicn. kaHanbi 40 MMy, ecnu
BO3MOXHO

B HekoTOpbIX CUTyaLmsix TodKa JocTyna He ByaeT ucnonb3oBarb kaHans! 40 M.
Mpumepsi:

¢  Touka goctyna obGHapyxuna apyrme Todkv 4OCTyna Ui KIMEHTOB, KOTOpble
MCMOMb3YHOT KaHarnbl, NepekpbiBatoLLmecs ¢ kaHanamu 40 Mru,.

e KnueHT, ncnonb3ytoLwmi To4Ky 4oCTyna, 0OHapyxun nofo0HbIe TOUKM AOCTyna Unm
KINMMEHTOB, MOCIIE YEro Npeasriokunn 3To ToUKe He MPUMEHATb KaHanbl 40 My,

Ob6paTtunTech k onucaHuo ctaHaapTa cuTyaumsix 802.11n 3a ceegeHusiMm 060 Bcex
CcUTyauusix, Korga TodKv AocTyna He ByayT ncnonb3oBath kaHanbl 40 My,

TA ncnonb3yeT TONbLKO KaHanbl
20 MINy,

Monb3oBaTens HAaCTPOMIT TOYKY AOCTYNa Ans UCNOMNb30BaHUs TOMNbKO kaHanos 20 My,
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Tabnuua 4. BoamoxHocTn 802.11n (oTtobpaxaetcs Ha akpaHe CBeaeHus o Toukax aoctyna) (MpogonmxkuTtb)

TA npuHum. nak. 802.11n
Greenfield

CKOpOCTb pa60TbI TOYKM OOCTYyNa MOXET NOBbICUTLCA, €CI OHa UCNONb3YET NaKeTbl
Greenfield.

T He npuH. nakeTbl 802.11n
Greenfield

Touka goctyna He Byaet npuHnmate naketbl 802.11n Greenfield. MNonb3oBatens HacTpoun
TOYKY AOCTyNa TaK, YToObl HMKOIAA He UCMonb30BaTh Naketbl Greenfield, To ecTb Touka
[ocTyna oGHapyXMBaET KIIMEHTOB a, b nnn g n He Byaet pabotate B pexxume 802.11n.

T o6Hapyxuna ycTp-Ba 802.11a,
b, g

Touka JocTyna JAoMKHa UCMomnb30BaTh 3aLUmMTy, YTOObI HE co3aaBaTb Npobnem npu
nepepade Ans yCTponcTB a, b unu g. Mpoueaypbl 3almTbl CHUXKAKT CKOPOCTb PadoThbI
cetn 802.11n.

e  Touka gocTtyna obHapyxurna Touku goctyna unm knmnentos 802.11a, b unn g.

e KrMeHT, MCNonb3yLmMiA 3Ty TOUKY A0CTYNa, OOHApY>Kun TOYKM AOCTyna unm
knveHToB 802.11a, b unmu g.

TO He oGHapyXx. ycTp-Ba
802.11a,b,g

[nst Toukn goctyna HeT HeOOXOAMMOCTU MCMOSb30BaTh 3aLLMTY, YTOObI HE CO3aaBaThb
npobnem npu nepegaye anst yCTpoMCTB a, b nnu g. Touka Joctyna MoxeT pabortaTb ¢
MaKCUMarbHOM CKOPOCThHO.
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Tabnuua 4. BoamoxHocTtu 802.11n (otobpaxaetcs Ha akpaHe CBeaeHus o Toukax goctyna) (MpoaomknTb)

Makc. ckopocTb npuema B 270 Bpemsl UMeeT MeCcTo MakcMarbHas CKOPOCTb Npuema AaHHbIX AN ToYKM AoCTyna.
CKOpOCTb MOXET U3MEHSATLCA MO MEPE TOro, KaK ToYKa AOCTyna aaanTupyeTcs K
N3MeEHeHVsIM B Tpaduke GecrnpoBOoOHOM CETU B JaHHO 30HE.

e 20 MI'y vnu 40 MINy;: LLinpuHa kaHana, HeobxoaMmMas Anst MakcMarnbHOW CKOPOCTU
obMeHa JaHHbIMK.

. norokoB X: Yncrno NOTOKOB AaHHbIX, KOTOPbIE TOYKa [0CTyna ncnonb3yet ana
OOCTIKEHMSA MaKCUMarbHOW CKOPOCTU obmeHa gaHHbIMW.

e 1/2 GI: Touka gocTyna Ncnonb3yeT KOPOTKUIA 3awWTHBIN nHTepBan (400 He BMecTo
800 Hc) Ans nony4yeHns MakcManbHON CKOPOCTM obMeHa AaHHbIMK. Hanpumep,
KOPOTKWI 3aLLMTHBIN MHTEPBAN MOXET MOBbLICUTL CKOPOCTL Npuema ¢ 270 M6ut/c go

300 Mowur/c.
Ucnonb3oBaHue KaHana YT06bI MI3MEHUTB MOSOCHI YACTOT A1 STON OYHKLMN,
BblbepuTe MHCTpyMeHTbI, 3aTem Bblibepute YnpaBneHue
DyHKUMS MCNONB30BaHNS KaHarna nokasbiBaeT BaM BENUYMHY HacTtpounkamm 802.11. Cm Tabnumuy 2 Ha cTp. 17.

Tpadmka 6ecrnpoBoOHOM CETU Ha kaxdoM kaHane. OHa Takke
nokasbiBaeT nomexu ot He-802.11 ncTouHMKoB curHana. Ha
puc. 10 nokasaH akpaH Ucnonb3oBaHue KaHana.

[ns npocmoTpa nogpobHbIX cBeAeHWI no kaHany (puc. 11)
~ AR

ucnonb3ynte (¢ ) <<, 4yToObl BbIAENNTL KaHan, 3atem

HaKMUTE (=),
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Vlcnonb3oBaHue kaHana

Eli WNcnonb3oBanme KaHana
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PucyHok 10. 3kpaH ncnonb3oBaHuUs KaHana

@ [ncTorpammbl NOKa3bIBaOT, HACKOIBKO ncnonb3yetca

npomnyckHasi CocobHOCTb KaHana ycTporicteammn 802.11
(cuHss) n He-802.11 ycTporicTBamu (cepast). Yem Bbilue
cTonbuk, TeM Gonee 3arpy><eH KaHarn.

KpyXKn Ha ructorpammax nokasbIBatoT, CKOMNbKAMM
TOYKaMu IOCTyna ucrnonb3yetcs kaHan. Mpu BoiaeneHun
KaHana 41cro akTUBHbIX TOMeK 4ocTyna BydeT nokasaHo
Haf, rmcTorpamMmmon.

©

KaHarbl, He nmetoLLme ToYek 4ocTyna, MoryT
AEMOHCTPUPOBaTh 3arpyeHHOCTb ycTporcTBamm 802.11
13-3a NEePEKPbITUS C APYTMMM TOYKaMM AOCTYNa Ha
CoCefHVX kaHanax.

Mo ymonyaHuio TecTep NokasbIBaET KaHarbl B AvianasoHax
2,4 TTy 15 Mu. Ytobbl BUOETH TONBKO OAWH AManasoH,
W3MEHUTE HaCTPOMKUN B NMYHKTE MeHio UHCTpYMeHTbI >
YnpaBneHue HacTponkamu 802.11.

Haxmute Cnucok T Ansg npocMoTpa ToueK
[0CTyna, UCMomnb3yHLLMX BbIOpaHHbIN KaHar.

: KaHan, oTcnexmBaemMbin TECTEPOM B AaHHbIN
MOMeHT. L|BeT nonocok otobpaxaeT cocTosiHMe koda
CTpaHbl B 06racT HopMaTyBHbIX TpeboBaHuin. Cm.
«Pexunm pabotbl 802.11d» Cm. cTp. 20.

: YUncno Touek goctyna, obHapyXMBaembIX TECTEPOM
B JaHHOM MecTornonoxeHuu. Mpu aTom otobpaxaeTcs
4MCro hM3NHECKNX TOUEK JOCTYNA, ECNM BbIOpaH pexum
CrpynnupoBatb BupTyanbHbie T. Cwm. cTp. 17.

[na npocmoTpa onncaHnii 3Ha4YKOB Ha AKpaHe
Ucnonb3oBaHue KaHana HaxmmTe @ IereHpa.

41



AirCheck Wi-Fi Tester
PykoBoacTBO nornb3oBaTens

WMcnonbzoBaHne KaHana

®\1 24120 Touku pocTyna: 4

MoBTOopAllMecs SSID: 2

O T Ta
oo
50 40 30 0 10 0
@\ He 80211 2% 80211 17%’@
® © O

PucyHok 11. OkpaH cBegeHun o6
Mcnonb30BaHWUMW KaHana

9gj09.eps

@ Homep kaHana 1 Yactota OTCReXvBaemMoro KaHana.
Homep oTobpaxaeTcs KpacHbIM LIBETOM, €CIN AaHHbIN
KaHan He pa3peLLeH B CTpaHe, BbIbpaHHON B NyHKTE MEHIO
MHCcTpyMeHThbI > YCTaHOBUTL CTpPaHy.

e (1)
UT0Bbl N3MEHWTL KaHan, HaXMUTe << (( p).
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@ Mpadhumk ncrnonb3osaHus ycrponcteamm 802.11 1 nomexu
ot He-802.11 ycTponcTB Anst BolbpaHHOro KaHarna B
3aBMCMOCTM OT BpEMEHM B cekyHaax. Yem Gonblue
ucnosnb30BaHve, Tem 6onee 3arpyxeH kaHan. Crivkom
BonbLUas 3arpy>KeHHOCTb KaHaroB MOXET NPUBECTY K
3amMeaneHno paboTbl CETU U MOBMUATL Ha
NOAKHO4aEMOCTb.

[MomMexm OT MMKPOBOMHOBOM NEeYNn.

® @

He 802.11, 802.11: [NpoueHTHas [ons CUrHanoB Ha
KaHane, npovncxogawwmx ot He-802.11 ycTponcTs (cepbin
uBer) 1 ot ycTponcTts 802.11 (CMHMIA LBET).

VICTOYHMKOM LLYMOB, OTAUYHBIX OT nomex 802.11, moryT
ObITb MMKPOBOSHOBbLIE MeYu, 6ecnpoBoaHble TenedoHbl,
ycTponcTea Bluetooth®, gatuvku oBvkeHus,
GecnpoBogHbIe kamephbl U Apyrne 6ecnpoBoaHbIe
YCTPOVCTBA. DTOT LUYM MOXET BIMSATb HA COEAMHEHMS NI
NpOoV3BOANTENBLHOCTL 6ECMPOBOAHON NOKANbHOM CETU.

©)

Haxxmute @ Cnuncok T 4ns npocMoTpa ToYek
JocTyna, ncnonb3ytoLmx kaHan. Cm. puc. 6.

@ IFER): Kanan, ucnonbayembiil Toukoil goctyna. Liset
MOJIOCOK OTOBPaXKaEeT COCTOsIHME Kofda CTpaHbl B 06nactu
HOPMaTMBHbIX TpeboBaHMI. LIBET NOMOCOK KpacHbIN, ecrin
TecTep NoMy4nn pasHble Kofbl CTPaHbl OT ABYX TOHYEK
poctyna unm 6onee. Cm. «Pexum pabotel 802.11d» Cwm.
cTp. 20.



MpoBepka BO3MOXHOCTY NMOAKIIOYEHNIA

@ : Yucno Todek goctyna, 0bHapyXMBaeMbIX TECTEPOM
B JaHHOM MecTonornoxeHuu. Mpu aTom otobpaxaetcst
4MCNOo PM3NYECKUX TOHEK AOCTYNA, ECNU BbIGpaH pexum
CrpynnupoBatb BupTyanbHbie T[. Cwm. cTp. 18.

Haxmute [E Cron ans domKcaumm akpaHa.

© @

Touku gocTtyna: Y1cno Tovek gocTyna, KotTopble
ncnone3yoT kaHan. MNpun aTom otobpaxaercs YMcno
hb13nYeCKINX TOUEK JOCTYNA, ECNU BbIOpaH peXxum
CrpynnupoBatb BuptyanbHbie TA. Cm. cTp. 18.

MosTopstowmecs SSID: Yvcno Tovek JocTyna B OQHON U
TOW € 30He, MCMOMb3YHLLMX COBMaaaroLLMiA KaHam u
NOAAEPKUBAIOLLMX OAHY U TY XKe CETb. ATO MOXET
COCTaBUTb NPOBMeMy, MOCKONbKY TOYKM OOCTYMa MOryT
co3daBatb MOMEXU Apyr Apyry.

NMpoBepka BO3MOXHOCTU
NoAaKINYeHUNn

Vcnonb3yiiTe TeCTbl NOAKNOYaeMOCTV AN NPOBEpPKM paboThbl
cnegyroLmx oyHKUMIN 6eCnpOBOAHOM CETU:

. KnueHTtbl MOTyT NoAKM4aTbCA K CETU.

o KnuneHTbl MMetoT OCTYN K ceTeBbIM crnyx6am (Hanpumep,
DHCP, DNS n mapLupyTtu1saTopsbl).

(] KnuneHTbl MOTyT OCYyLLECTBNATb KOMMYHUKaLWIO C ApyrMnA
yCTpOIZCTBaMM 3a npuemrnemoe Bpems4.

o  [lnanasoH Ans NoaKMioYeHNn KImeHTa
YAOBNETBOPUTENBHBIN.

TecTbl TaKKe U3MePSIIOT paboyme napameTpbl, KoTopble
NoKa3blBatoT, UMEIOT NN MECTO B CETU Kakne-nmbo npoGremb..

3arpyska npodouns, BKnro4aroLlero B cetsi
MaHAaaT 6e3onacHoCcTU

TecTep AOIMKEH UMETb KOPPEKTHBIA MaHaaT 6e3onacHoCTV Anst
MOAKIIOYEHMS K 3aLLMLLEHHON CETU. 3alUMLLEHHBIE CETU
0603HaYaI0TCA NMKTOrPaMMOii 3aKPbITOTO 3aMKa 3€TTeHOTO VI
»enToro ugeTa ([ (¥)) B cTon6ue 6esonacHocTu.
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[ns BBoga mangarta 6esonacHoctu ucnonb3ynte AirCheck
Manager, 4To6bl co3aaTs Npodnrb KOHUrypaumw,
cogepxalmii MmaHgaT 6esonacHocTu. 3aTeM nepeganTe
npocunk B Tectep. Cm. cTp. 14.

lNpumeyaHue

Bbi He cmoxeme co30amb unu pedakmuposams 8
mecmepe maHdam 6esonacHocmu. Co30ame unu
ompedakmupogamb MaHOam 6e30nacHoOCMU MOXHO
morbko 8 npozgpamme AirCheck Manager.

YT106bI 3arpy3nTb npodunb

1 Ha ncxogHom akpaHe BbibepuTe MHCTPYMEHTBI, 3aTem
BblbepuTe YnpaBneHue channamu.

2  Bblbepute 3arpy3uTb npodunb, BLIAENUTE HY>XHbIN

npochurib, HaXxmuTe (), 3aTem HaxmuTe 2] 3arpysuTs.
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MopgknioyeHme K ceTU unm Touke gocTtyna

TecTtep MoXeT nogkntoyaTbes K cetv (SSID) nnm K ykasaHHoM
Touke goctyna (BSSID), 4ytobbl ybeamtsea B 4OCTYNHOCTH
CETW MM TOYKM JocTyna Ans 6ecnpoBOAHbIX KITMEHTOB.

Bl MOXeTe Tarke UCMonb3oBaTh TECTEP Ar1s NOAKITYEHNs K
3aLUMLLIEHHO CeTU, YTOGbI NPOBEPUTL NPaBUINBLHOCTL MaHaaTa
©e30MnacHoOCTH.

TecTep nokasbIBaeT aTanbl NpoLeaypbl NOAKIOYEHNS 1
BblAeT NPOTOKON NpoucxoasLumx cobbitui (puc. 12 u 13).

KHonka nogkntoveHnst otobpaxaetcs kak «CoeauHUTL*,
€CINN TECTEP HE MOXET NOAKIMHOYNTLCS K BblAENEHHOW CETU U
TOYKe JoCTyna. STO NPOUCXOAMT NO MPUYUHE TOrO, YTO CETh
MCMONb3yeT MaHaaT 6e30MacHOCTH, KOTOPbLIN HE BXOAUT B
3arpy>eHHbIi npodnreb.



MpoBepka BO3MOXHOCTW NMOAKIOYEHNIA

YT1006bI NOAKMIOUYMTLCA K CETU

1

Ecnu ceTb 3awmiieHHasi, TO Bbl AOMMKHbI 3arpy3vTb
npodunb KoHUrypaLumm, coaepxalumn MaHaat
Ge3onacHocTu ans cetn. Cm. cTp. 14.

Ha ncxogHom akpaHe BbibepuTe CeTn.

Bbloenute ceTb B cnucke Cetu (SSID) , 3aTem Haxmute
() CoenuhuTe.

YT106bI NOAKMIOYMTLCA K 334aHHON TOUKe AOCTyna

1

Ecnu Touka goctyna 3almiLeHHas!, TO Bbl AOIHKHbI
1CnonbL30BaTh NPOunb KOHUrypaumm, coaepxaLimmn
MaHzat 6e3onacHoCTV Ans Touku gocTtyna. Cwm. cTp. 14.

Ha ucxogHom akpaHe Bbibepute Touku gocryna.

BeibepuTe Touky goctyna B cnvcke Touku goctyna,
3aTeEM HaXMUTE CoeguHUTD.
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(¥ Coen. c Toukoii moctyna
®\ SSID:AuthorizedGuest

BSSID: 001192-3645a0

B & CoeMHeHNe YCTaHOBIMEHO
= Mpoussened obm. makeT. ¢ T/
= T/ ocyuwecTBWia ayTeHTUDHK.
& MNOAKMOYEHD K CeTH

® & IP-agpec 192.168.000.130

= Lmoz: 192.168.000.005
@\ & DHCP:192.168.000.005
allit

@ 6 @

ELJ Coeql. C TOYKOW AoCTyna
SSID:AuthorizedGuest
BSSID: 0015c6-6a5ab0

4548 |

K Mpoussened obm. naket. ¢ T/
O T/l ocyllecTBUNE ayTeHTHDUK.
O lNMoaKMoyYeHo K ceTw

= O lMNonydyeHue IP-agpeca

® O NoWcK KOHeYHbIX y3noB ans Ping

ol one: L] -dB |

TP
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PucyHok 12. XKypHan nogkniovyeHun

@ SSID, BSSID: Nmsi cetn 1 MAC-agpec Touku goctyna,
KOTOpble TEeCTep UCMonb3yeT AnsA nogknoveHus. Mpu
MOAKIOHYEHNM K CETU TecTep 0DbIYHO COeaMHSIETCS Yepes
TOYKY IOCTYMa, MMEIOLLIYIO CAMOE BbICOKOE OTHOLLEHNE
curHan/wym. Ecnm cetb BKtovaeT B cebs 3alLmLLEHHBIE U
He3aLLMLLEHHbIe TOYKM AOCTYNa, a Takke NpuUcyTCTByeT
MaHgaT 6e3onacHoCTy, TO TeCTep NbITaeTcs
NOAKIIOYUTLCS K 3aLLMLLIEHHOW TOYKE AOCTYNa, UMEIOLLEN
Ccamoe BbICOKOE OTHOLLIEHWE curHan/wym. B HekoTopbIxX
CETAX NPUMEHSETCH KOHTPOMNep, NOAKIOHAIOLLMIA Bac K
TOYKe A0CTYna ¢ MUHUMAarbHOM BEMUYNHON Tpadhuka.

@ OTanbl npoueaypbl NoakmntoHeHnst. CrMCoK ANs KaXaoro
3Tana CBOpa4nBaETCsl MNP 3aBepLUEHN STOro 3Tana.
YT00bl pa3BepHyTb UM CBEPHYTL CMIUCOK ANst 3Tana,
BblAENUTE 3TOT 3Tan U HXXMUTE .

B kavecTBe COCTaBHOM YacCTV MPOBEPKM MOAKITHOHAEMOCTH
TeCTep BbINOMHSAET Ping-TECTbI YCTPOMCTB,
noaaepXuBaroLLyxX coeguHeHne (Hanpumep, cepeepbl DHCP
1 DNS), a Tarxe IP-agpecos, BKMHOHEHHbBIX B MPOGUIb.
TecTep nokasbIBaET 3eMeHyH0 ranoyky (ﬁ' ), ecrm
YCTPOWMCTBO OTBETUIO, NGO KpacCHbIN cumMBor X G(), ecnm
YCTPOWCTBO He OTBETUINO. [Inst NpoBepKu AOCTUXKVMOCTU
OpYrvx yCTPOWCTBa BbINOMNHUTE ping-TecT. Cwm. CTp. 48.

@ n".ﬂ, SNR: Homep kaHana u oTHoLleHune curHan/wym ans
TOYKM AOCTyna. Bbl MOXETE M3MEHUTb MOPOroBbIie
3Ha4eHua Ansa userta B ructorpammax. Cm. ctp. 21.



MpoBepka BO3MOXHOCTY NMOAKIIOYEHNIA

)

®

Q

Haxmute @ 3an. TecTbl 4151 BbINOMHEHNS pPing-TECTOB,
KOTOpble BKItoYatoT B cebsi TecT JanbHOCTb
coeAuHeHusI.

IFE®: Kanan, cronb3yembii Toukoit aoctyna. Liget
MOMOCOK OTOBpaXxaeT COCTOAHME Kofa CTpaHbl B obnactu
HOpMaTUBHbIX TpeboBaHuiA. CM. «Pexxum pabotbl 802.11d»
Cwm. cTp. 20.

: Yucno Todek goctyna, 0bHapyKMBaeMbIX TECTEPOM
B AaHHOM mecTononoxeHuw. NMpu aTom otobpaxaercs
4MCNO PM3NYECKUX TOHEK AOCTYNA, ECNM BbIGpaH pexum
CrpynnupoBatb BuptyanbHbie TA. Cwm. cTp. 18.

Haxmute @ XypHan ans npocmotpa noapobHbIX
cBefeHu o npoueaype nogknodeHms. Cm. puc. 13.

CoenviHeHWe He GbIno ycTaHoBreHo. TecTep npepsan
MPOLIECC MOAKIIOYEHNS MOCHE TPETLEN MOMbITKN.

B npunoxeHnmn A onmcaHbl coobLLleHns XypHana, KoTopbie
MOKa3bIBaloT, KorAa MomnbITK NOAKIOYEHNUS Oblnn
Heyaa4YHbIMKN.

lpumeyaHue

Ha akpaHe xypHana nodkmoHeHUl Haxmume C onsa
MPOKPYMKU, 4mobbi MPOCMOMpems 8peMeHHbIe
MemKu Orisi KaxxdoU 3arucu XypHarna. 3Had4eHus1
8peMeHHbIX MemoK npueedeHbl 8 CeKyHOax.

Bl J Coen. ¢ TOYKOM pocTyna
SSID:AuthorizedGuest
BSSID: 001192-3645a0

Mo AKNHYeHWE: MHULMANU3aLLIWA

MoAKMKOYeHWe: COBMafleHe B npodune H
Mpodwune: HacTpoeHHoe NOATBEDMAEHME
Mpodune: HacTPOeH MeXaHu3M LMhPOoEBak
802.11: HauWHaeTCA MOMCK TOYeK AOCTYN
802.11: obHapyxeHa Uenesas TO4YKa [0C
802.11: nonyyeH CKaHMPYHOLIMIA OTKJMK O

[

|

- I 1 [=

alnt SHR: | | | 45 de

ISAMNTECTEN |1 &:» INCA0AKaN

9gj10.bmp

PucyHok 13. XXypHan nogknoyeHun
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MpoBepka AOCTYNHOCTY (pPing-TeCT) yCTPOUCTBA
unu Be6-cepBepa

Bbl MOXeTe BBeCTU afpeca Ans ping-tecta Apyrux yCTPONCTB
unu Beb-cepepoB. 3TO NO3BONAET yOeauTLCs B AOCTYMHOCTU
APYrnX CETEBbIX YCTPOWCTB N M3MEPUTL BPEMS OTKIMKA.

1 TNogkntoyeHue k ceTy unu Touke goctyna. Cwm. cTp. 44.

2 Korga CoeavHeHe YCTaHOBMEHO, HAKMUTE
(F_) 3anyckatorcs TecTbl.

BbiGepuTe IP-agpec 13 cnvcka nnm BeeguTe HOBbIN aapec.

YT106bI BBECTM HOBbLIV agpec

a. Bbibepute nyHkT meHio BeeauTe IP-agpec.

@0
(4 J»)

b. WcnonbsynTe |

« ), 4yTOBBI BbIGPATL 3HaYEHWE ANA
N3MEHEHMSI.

c. Wcnonb3ayite <>, 4yToObI yBENMYUTL NN

YMEHbLLUUTb BblAENeHHOe 3Ha4YeHne.

d. YTtobbl coxpaHuTb agpec, HaxmMuTe @ loTtoBo.
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lMpumeyaHue

lpu coxpaHeHuu npoghbunss mecmep He coxpaHsem
88e0éHHbIe adpeca 01151 ping-mecma. Ymobbi
8KImo4uUMb adpeca 8 criucok IP-adpecoe dnsi ping-
mecmos, ucrionb3ytime AirCheck Manager dnis1
8K/THOYEHUS adpecos 8 npogurib.

Ha akpaHe ping-Tecta (puc. 14) otobpaxatoTtcs pesynsrarbl
ping-Tecta. Ytobbl BEINONHUTL ping-TECT APYroro agpeca,
OBaXObl HAXMUTE @ 3aTem Bblbepute unu BBeguTe
Opyron agpec.



MpoBepka BO3MOXHOCTY NMOAKIOYEHNIA

@ MuHumansHbIi (MyH.), cpegHui (Cpea.) Y MakcmarbHbIN

Coel. ¢ TOYKOH Aocryna (makc.) nepuogbl BpeMeHu OTBETa Ha ping-TecT ans
SSID:AuthorizedGuest YCTPOWCTBA, a Takke YMCMO NAKETOB - OTNPABMEHHbIX,
BSSID: 001192-3645a0 NosyYeHHbIX Y MOTEPSIHHBIX BO BPEMS ping-TecTa.

( : ) — &y
Mu 5ms, cpem 10ms, Makc 103ms @ [anbH. coea.: [NapameTp AanbHOCTV COeaUHEHUS
OTI'I.DaEI -1L.50K 1o vy 145K noTep.:44 NOKa3bIBaeT BEPOATHOCTb HAUMYYLLIETO BO3MOXKHOIO
S1.50K, 145K, ..

2o Ea fbH, coen: 60% COeaNHEHUs! C TOYKOI 4OCTYMa U3 BalLiero

™ MECTOMNONOXKEHMSA. [py HamyuLLIEM BO3MOXHOM
@\_ coeavnHeHumn obecneqmsaetcs 100 %-Hoe nonyyerme
= OTBETOB (MPOLIEHT OTKIMKA) BO BPeMs ping-TecTa n

MaKchUMarnbHO BO3MOXHadA CKOPOCTb nepeaayn AaHHbIX.

@\: % & £ os 3HaveH1e AanbHOCTY COBANHEHNS YMEHbLIAETCS MK
@\ CKOD.: soveze MonyyeHo: ss—g7 yOarneHum oT To4KW AocTyna. B nepsyto oueperb CHKaeTcs
L e ——— L CKOPOCTb Nepeaaqn AaHHbIX. Ecrn npoaomkats yaansaTscs

OT TOUKM AOCTYNA, TO YMEHBLLAETCA NPOLEHTHAs A0S

©) @ 12 MoMy4eHHbIX OTBETOB BO BPEMs ping-TecTa, a CoeanHeHne
CTAHOBUTCA HEHAZEKHBIM.
ggj21.eps
PucyHok 14. kpaH ping-TecTa TecTep MCronbayeT crieaytoLLyto hopMyry Ans

BbIYVCIEHNA JArnbHOCTU COeANHEHUS:
@ SSID, BSSID: /ms ceTu 1 uMs TOYKu OCTYyrMa B Ka4ecTse

LIeNeBoro yana ping-Tecra. CKOPOCTb Nepefayy
. NPOLIEHT OTKNUKa B ping-Tecte (@)
(2) BbinonHenme ping-Tecta: IP-aapec LieneBoro yana ans @)X
. MaKCUMAasTbHO
ping-TecTa v NPOLIEHT He MOMyYeHHbIX OTBETOB. BOBMOXHAs CKOOCTH
nepenauu

@ Ipadvk AanbHOCTM coeamHeHnn 3a nocnegHue 120 cekyHp,.
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CkopocTb nepegaum: CKopoCTb nepesaqm AaHHbIX.

n".ﬂ SNR: Homep kaHana To4ku JocTyna v OTHOLLEHNE
curHan/wym. Bel MOXXeTe U3MEHUTbL NOPOroBbIE 3HAYEHUS
ans ugeta B ructorpamme. Cm. ctp. 21.

® Q@

MonyyeHo: lNpoLeHT oTkNuKa B ping-TecTe (41cno
NOMy4eHHbIX OTBETHBIX MAKETOB B ping-TeCTe AENUTCA Ha
YMCIIO OTMPAaBEHHbIX PING-NaKETOB).

©

HaxmuTe @ 3aBepLu. TeCT, 4TOObI OCTAHOBUTb
ping-TecT.

m: KaHan, ucrons3yemblin To4kon goctyna. Liet
MOSIOCOK OTOBPaXXaeT COCTOsHME Koaa CTpaHbl B 0briactm
HopMaTuBHbIX TpeboBaHun. Cm. «Pexum pabotsl 802.11d»
Cwm. cp. 20.

©)

: Yucno Touek gocTyna, 0GHapyKMBaeMbIX TECTEPOM
B JaHHOM MecTononoxeHuu. Mpu aTom otobpaxkaeTcs
4mCro hM3NYECKUX TOMEK JOCTYNA, ECNU BbIOpaH pexum
CrpynnupoBartb BupTyanbHbie T[. Cwm. cTp. 18.

&)

@ Haxmute @ XypHan ana npocmotpa nogpobHbIX
cBedeHun o npoueaype noaknoyeHms. Cm. puc. 13.
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OOGHapyXeHue KITIMeHTOB,
nepeaaroLWmMX CKaHMpyLWwme 3anpochbl

Korga Tectep BKIOYEH, OH OTCIEXMBAET Kaxabli KaHarmn Ha
npeameT KagpoB TECTOBbLIX CKAHUPYHOLLMX 3aMpOCOB OT
CeTeBbIX KNMMEHTOB. [Insi npocMoTpa 3TUX KIMEHTOB
ucnonb3ynte yHKUMIO BbiIBeCTU CNUCOK TEeCTOBbIX
KNMeHToB. OTa (DyHKLMSA NOKasbIBa€ET, cnocobHa nu
nepefaBaTb JaHHbIE KapTa CETEBOro MHTepdelica y KnmeHTa.
OTa hyHKUMS Takke NOKa3bIBaAET, UCMOMb3YET 1N KIMEHT
Hagnexawmn kaHan n SSID gns obmeHa nHopmaumen ¢
TOYKOW JOCTYyNa B onpeaerneHHon cetu.

Koraa Bbl ucnonb3syete yHKLMIO BbIBECTU CMUCOK TECTOBBLIX
KINUEHTOB, TECTEP OTCMEXMBAET KaXabI/ KaHarn B TeYeHne
6onee ANUTENbLHOrO BPEMEHM, HEXENW NPU UCMOoNb30BaHUU
OpYrux oyHKLMIA. DTO NO3BOMSIET TECTEPY OOHAPYKMBATh
Oornblue KIMMEHTOB Ha KaXkaoM KaHarne.

Onsa 06Hapy)KeHm| KIMeHTOB, Nnepeaarolmnx ckaHupyrowue
3anpochbl

Beibepute UHCTpyMeHTbI, 3aTeM BbibeprTe BbiBecTn
CMUCOK TeCTOBbIX KNMeHToB. Ha puc. 15 nokasaH akpaH
TECTOBbIX KIMEHTOB.

L5 npocMoTpa NoapoBHLIX CBEAEHNIA O KakoM-NBO KIneHTe
BbIBEpUTE 3TOTO KIMEHTa, @ 3aTeM HaxMuTe (=), CM. puc. 16.



OGHapy>xeHune KNMeHToB, NepeaatoLLmMX CKaHUpYoLLme 3anpochl

-

T\ 1

Temnaue KJIHEHTbI
MAC I
: Al

Fluke:00c017-505490
Gemtek:0014a5-98219d
HonHat001fel-37fce2
Intel:0018de-381c6d
Intel:0019d2-48807e
Intel:001b77-00eaf5
Intel:001b77-159bde

@'\CKBHHDOB. [NEEEEEEEEEE
lhiss 33

® ®

PucyHok 15. 3KkpaH TeCcTOBbIX KNTMEHTOB

il

| 61%

ggj12.eps

(1) e : Y6bIBaIOLLIAS M BO3PACTAIOLLAS
rnocrneaoBaTensHOCTH

[lns copTMpOBKYM cnncka B BO3paCTaIOLLleM unu yobiBaroLem
nopsizIke BOCNOMb3yinTech <> n 4 Z) [Onsi BbloeneHus
3aroroska cTornbLa, a 3atem Ha)KMVITe . unm
CopTtupoBka. Hanpumep, 4Tobbl BbICTPO HANTH TOUKY
[0CTyna ¢ caMblM CUIbHBIM CUrHaroMm, BelAenmTe -l B
BEpXHeit YacTu cTonbLa, 3aTem HaskmuTe @) un (F_)
CopTrupoBka. ocrie 3Toro To4ka JocTyna ¢ CambiM
CUMbHbIM curHanom ByaeT otobpaxarbcs B Ha4ane crnmcka.

®

®
@

®

®

MAC: MAC-agpec knveHTa. Agpec HauMHaeTcs1 ¢
COKpalLLeHHoro Koga npounssogutens. Cm. «oui_abbr.txty
Ha cTp. 56.

YpoBeHb MOLLIHOCTM TECTOBOMO CKaHMpyoLlero curHana.

CkaHupoB.: [poLeHTHasn [ons AOCTYMHbIX KaHaroB,
KOTOpbIE OTCIIEXMBANMCb Ha NPeaMET KNMeHToB. Tectep
NPOAOIMKAET CKaHMPOBAHME MO BCEM KaHarnam nocrie Toro,
kak ructorpamma gocturHet 100 %. Utobbl cHoBa HavaTb
CKaHWpOBaHMWe C kaHana 1, HaxmuTe s

: KaHan, oTcrnexmBaemMslin TECTEPOM B AaHHbIN
MOMEHT. L|BeT nornocok otobpaxkaeT CocTosiHMe koaa
CTpaHbl B 06racT HopMaTyBHbIX TpeboBaHuin. Cm.
«Pexunm pabotbl 802.11d» Cm. cTp. 20.

: Yucno Touek gocTyna, oGHapyKMBaeMbIX TECTEPOM
B JaHHOM MECTOMONOXEHWW. DTO YMCIIO HE BKITOHAET B
cebs1 YMcno BUpTYyarbHbIX TOYEK AOCTyrNa, ecrnv BbiGpaH
pexvmM CrpynnupoBaTb BUpTyanbHble TA. Cm. cTp. 18.
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®'\00234e—?5b?dd

@—I‘Iocn. ckauaanpoc obuapyxed 1 ¢ Hazan

40 Cz:::- [ - | ]
@/OGHBDV}KEHO [s[z4 eHz 134568311 5 er[e
SsIDs |
Michael_Net1 2

@/TGF Coffee

sno-isle public

@/CKBHHDOB. EEEEEEEE [ 44%

hi 2 &1
ggj11.eps

PucyHok 16. OkpaH cBeaeHMI O TECTOBOM KITUEHTE

@ MAC-agpec knveHTa.

@ Mocn. ckaH.3anpoc o6HapyxeH %d 4 Hasaa; Bpewms ¢
MOMEHTa 0OHapYXeHUs MOCNEAHEro CKaHUPYHOLLIEro
3anpoca. Yepes 120 cekyHa eanHULbI U3MepeHns
3aMeHsTCA Ha MUHYTBI. Yepes 120 MUHYT eanH1UbI
N3MEPEHNS 3aMEHSIOTCS Ha Yachbl.

(3) KaHar, KOTOPbIii MCMONBL30BANCA KIUEHTOM A7
NOCMeAHEro CKaH1PYHOLLIEro 3arnpoca, a Takke YPOBEHb
MOLLIHOCTY CUrHarna nocrieaHero CKaH1pyHLLEro 3anpoca.
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®
®

@

OGHapyxeHo: Cn1cok kaHanoB, Ha KOTOPbIX KIMEHT

nepeaeT CKaHupytoLme 3anpockl. [ns NpokpyTKK crivcka
e

HaXKMUTE C .

WpeHtndukaTtopbl SSID, koTopble KIMMEHT UCTIONbL3YET B
CKaHUPYHOLLMX 3anpocax.

CkaHupoB.: [poLeHTHasA [ornsa AOCTYMHbIX KaHaroB,
KOTOpbIE OTCNEXUBANMUCb Ha NpeaMeT KnneHToB. Tectep
NPOAOMKAET CKaHNPOBaHME Mo BCEM KaHanam rocrie Toro,
Kak rucrorpamma gocturHet 100 %.

: KaHan, oTcnexxmBaemMbln TECTEPOM B AaHHbIN
MOMeHT. LIBeT nornocok otobpaxaeT cocTosiHMe koda
CTpaHbl B 06racTv HopMaTtvBHbIX TpeGoBaHun. Cm.
«Pexum pabotbl 802.11d» Cm. cTp. 20.

B uncro Touex pocTyna, obHapyX1uBaeMbIx TECTEPOM
B A@HHOM MECTOMONOXKEHNN. ITO YUCIIO He BKITHOYaET B
cebs uncno BUpTyarnbHbIX TOYEK AOCTYMa, eCcnuy BbiopaH
pexum CrpynnupoBatb BupTyanbHble TO. Cwm. cTp. 18.



Ecnu Tectep He oBHapyXun knueHTa

Ecnu TecTep He OGHapYXun KNnueHTa

B HekoTOopbIX cnUTyaumax Tectep He 6yp,eT O6Hapy)KI/IBaTb
KnneHTa:

. BecnpoBoaHasa ceTeBas KapTa KNMeHTa BbIKITHOYEHa.

. TeCTep HE MOXET O6Hapy)KVITb KIeHTa, NOCKOJ1bKY Bbl
HaxOAMTECh Ha CIMLLKOM 60MbLLIOM paccToAaHUn OT 3TOro
KnneHTa.

e  Tectep He MOXeT 0BHaPYXMWTb KIIMEHTA, NOTOMY YTO
CUTHan He B COCTOSIHUM NPOHUKHYTb CKBO3b CTEHY WK
Apyroe npensiTcTave.

e  Cnuwkom Borblune NOMEXN Ha kaHane, KoTopblii
ucnonb3yeTcs KnueHToM. Beibepute KaHanbi ons
npocmoTpa yYpoBHS nomex Ans He-802.11 cTouHuKoB
CUrHanoB Ha JaHHOM KaHare.

e  TecTep He NPOU3BEN CKaHMPOBaHWE B ANanasoHe,
KOTOpbI ucnonbayeT knueHT. ObpaTuTech K HacTponkam
B MyHKTE MeH0 MHCTpyMeHTbI > YnpaBneHue
HacTporkamm 802.11.

o KnneHT He nepefaeT TECTOBbIE CKaHUPYIOLLME 3anpochl,
Koraa TecTep NpOCHyLUMBAET KaHar, UCMonb3yeMbli 3TUM
KIMUEHTOM.

CoxpaHeH ne ceaHca TeCtupoBaHus

Bbl MOXeTE CoXpaHUTb MHOPMaLMo, COBPaHHY0 TECTEPOM C
MOMEHTA €ro BKITHOHEHUS UMK C MOMEHTa NocneaHero
COXPAHEHIS CEaHCa, HAXXUMAs! m, UM OTCOENHSIS KaBernb
USB. CeaHc Bkritovaet B cebs cnegyoLLyto nHopmMaLumio:

CeTb, TOUKa JOCTYNA, KNMEHT 1 MHAOPMaLUst O KaHarne
(He copepuT rpadomkos).

Cnu1coK KNEHTOB, NepeaatoLLMX CKaHUpyoLLMe 3anpochl.
Pe3ynkraTbl NOCNeAHEro yCTaHOBIIEHHOTO COEAMHEHUS.
Pe3ynkraTbl NOCNEAHEro BbINOIHEHHOTO ping-TecTa.

>KypHan nogkrnoyeHui.
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YT106bI COXpaHUTL AaHHbIE CeaHCa TECTUPOBaHUSA

1 Haxwmute bl Mo ymonuarmio Tectep nokasbisaet
nocregyoLlee uMmsa ganna B HKHEN YacTu aKpaHa.

¢ YTOGbI COXPaHUTL CEaHC C MoKasaHHbIM UMEHEM
havina, HaxxMuTe @ CoxpaHuTtb. TecTep coxpaHsieT
ceaHc B nanke «SESSIONS» (CeaHcbl).

e YT0GbI NepesanicaThb ceaHe TECTUPOBaHHS,
COXpaHEHHbIi1 Ha TECTEPE, BbAENUTE CeaHC
TECTUPOBAHUS, HaxmuTe ), HakmuTe [ 2)
CoxpaHuTb, 3aTem HaxmuTe (2] OK.

¢ YUTOGbI peaakTMpoBaTth MMS chaiina, HaKMUTE
(F_) PepakTMpoBaTh.

lNpumeyaHue

Umsi ceaHca moxem umems OnuHy He bornee
8 cumeoros ¢ pacuuupeHuem u3 3 cuMBorIos.
PacwupeHue domkHo bbimb «. ACS», ecriu 8bl
Xxomume 8udemb CeaHc 8 rpoepamMme
AirCheck Manager.

¢ Y100bl yOanuTbL CUMBOILI B UMEHM dhaiina, HaxMuTe
() Yaanute.

¢ YTt0o6bI 4O6aBUTL CUMBOSLI B UMS dhanna,
veronbayiite <<=« b Ans BbIAENeHUs cumBona,
3aTeM HaxmuTe (@),
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¢ Y106bI NEpemMecTnTb Kypcop B MeHM daiina,
o N
BblaenuTte ums daiina, a 3atem HaxmuTe [ ).
e YTOObI COXpPaHWTL CeaHC C OTPeaaKTUPOBaHHBLIM
nmMeHeM channa, HaxxMuTe [E [oToBoO, 3aTem
HaoxmmTe (2] CoxpaHuTb.

[nsa npocmotpa danna ceaHca otkpounTe ero B AirCheck
Manager. Cwm. cTp. 57.

YnpaBneHue channamm Ha Tectepe
Y106bI NepenmeHoBaThb thann

1  Bbibepute UHCTPYMEHTI, 3aTeM Bbibepute YnpaBneHue
c¢hamnamm.

2 Bblbepute MNepenmeHoBaTb chain.
3  Beblgenute chaiin, 3atem Haxmmte .

4  Yt06bl pegakTMpoBaTtb UMsi doarina, HaxXmnTe
(F_) PepakTupoBars.

TNpumeyaHue

CeaHcbl 0omkHbI uMems pacuiupeHue «. ACSy, a
npogbunu dormkHbl umems pacuwiuperue «. ACP», ecriu
8bl Xomume sudemb ux 8 rpozpamme AirCheck
Manager.



YnpaeneHune gannamu Ha Tectepe

5

e YTOObI yOAnMTbL CUMBOIbI B UMEHU harina, HaxMuTe
Yoanute.

¢ Yt00bI 06aBWTL CUMBOIEI B UMSI chaina, NCNonb3ynTe
N
I 3‘ NS BblAENEHUS CUMBOMA, 3aTEM HAaXXMUTE

e UT0GLI NEpEMecTUTL Kypcop B UMeHU dhaiina,
BblAenuTe UMs harina, a 3atem HaxmuTe (¢ .

Y106bI NepermeHoBaTh haiin, UCNosb3ysi Co30aHHOE
BaMU UMS1, HOXXMUTE [E loToBO, 3aTeM HaXXMuUTe
(™) NepenmeHoBaTS.

YT106b1 yaanutb chann

1

BbiGepute MIHCTpYMeHTLI, 3aTeM BbiGepuTe YnpaBneHue
channamm.

BbiGepute Yaanutb cpann.
BbigenuTe chaiin, 3aTem HaxmuTe (o).

HaxmuTe () YaanuTs.

lNpumeyaHue

Ecnu ebi ydanunu dhalis, Komopbili Heobxo0um
mecmepy 0ns pabomsi, mo mecmep gocco3dacm
amom ¢balin npu criedyrowem exkiroHeHuU. Ho amozo
He rpousolidem 8 criyyae co30aHHbIX 8amu
npogburied, coxpaHeHHbIX 8amu ¢halisiog ceaHCo8 umu
gpatina OUI_ABBR.TXT. Cm. «O ¢palinax Ha
mecmepe» Cm. cmp. 56.

[ns npocMoTpa o6bema AOCTYNHON NamsATU

Mcnonbayrite USB-kabenb, noctaBnseMbin C TECTEPOM, YTOObI
noaxntounTb TecTep K MK, nocne yero npuMeHnTe ogHy 13
cregyloLmMx npoueayp:

3anyctute AirCheck Manager, Bbibepute UHCTPYMEHTbI >
Ouncnetyep npocmnen, 3atem 03HaKOMLTECH C rpadinkomM
Wcnonb3oBaHue namMATy.

Mcnonb3ayiite dhannoBbii 6paysep B onepauyoHHON
cvcteme Bawero K gnsa npocmotpa o6beMa A0CTYMHON
NnamMmATn B TecTepe.

Ecnv namsTe 3anonHeHa, To Tectep NokasbiBaeT coobLLeHNE
MamATb 3anonHeHa Npu MomnbITKE COXPaHUTbL dhanr.
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O dhanax Ha TecTepe

TecTtep coxpaHsieT aaHHble B hopmate XML (Extensible
Markup Language). flaHHble B hannax XML BkrtoyaioT B cebs
Terv naeHTudmkaumm. NMporpammHoe obecneyeHue,
CnocobHoe NpoYnTaTh 3TN TErM, MOXKET UCTIONb30BaTh AaHHbIE.
Hanpumep, Beb6-6payaep, KOTopbIn CnocobeH untaTb Teru,
MOXeET rnokasbiBaTtb arnbl XML Ha BeG-CTpaHuue.

TecTep co3paet cneaytoLme Tunbl dannos XML (umeHa
alinoB no yMos4aHuio):

e  DEVICE.XML: 3710T chanin cogepxut nHdopmaumio,
KOTOpasi oTobpaxxaeTcs NpuW BbIGOPE NyHKTa MEHIO
MHcTpymeHThI > NMpocmoTp cBeaeHuit 06 AirCheck.

¢ CURRENT.ACP: 310T thann coaepXuT KOnuio TEKyLLEero
npocpuns. OH Taike COOePXMT U3MEHEHUSI B HACTPOMKaX
Ha TecTepe C MOMEHTa COXPaHEeHMWs UNK 3arpysku
npogouns.

e SNXXXXXX.ACS: davinbl ceaHca cogepxat
nHopmaLmio o 6ecnpoBoaHbIx ceTsax. Cm. «CoxpaHeHve
ceaHca TectupoBaHusiy Cm. cTp. 53. AirCheck Manager
ncnonb3yeT dhavinbl CeaHCOB Asi CO34aHNs OTHETOB MO
ceaHcam.
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TekctoBbI cparin OUI_ABBR.TXT cogepxuT cokpalleHus
Ha3BaHW1 NPOU3BOAUTENEN, BbINYCKALLMX YCTPOUCTBA
CONpsKeHWs Ans ceTei. Tectep MCMonb3yeT COKPaLLEHNS B
kadecTBe npedmkcoB ans MAC-agpecos.

YT0ObI 3arpy3nTh NOcriegHUI CNUCOK KoaoB (npedrKcoB)
npoussoauTens B TecTep

1  3anyctute nocnegHioto Bepcuio AirCheck Manager Ha
Bawem [1K, 3atem nogkntounte Tectep K K.

2 Bblbepute AirCheck > O6HoBuUTb 10, 3aTeM BbibepuTe
Bkraaky ®ann MAC-npedukca noctaBLUMKa.

3  Haxmwute O6HOBUTL K3 dhana, BbibepuTe charn
npecdukcos (oui_abbr.txt), 3aTem HaxxmmTe OTKPbITb.

Ecnu Ha BeG-carite Fluke Networks cywiectByet 6onee HoBbIN
CMUCOK, KOTOPbIV HE BKIMKOYEH B nocneaHtoro Bepcuto AirCheck
Manager, To ckonupyiTe aToT pann B nanky «\VendorPrefix»
ans AirCheck Manager. 3atem BbINONHUTE OMNMUCAHHbIE BbiLLE
rnoLuaroBble AEVUCTBUSA A5 3arpy3Kku crncka B TecTep.



Vcnonb3oBaHne BHELUHEW HanpaBneHHOW aHTEHHbI ANA 00HapyXeHWs TOYKM JocTyna

Mepepaua dannos B MK

Yr106b1 cnonb3oBaTtb AirCheck Manager ans npocmoTpa
CeaHCoB TECTMPOBaHUA Uy npodnnen, coxpaHeHHbIX
B TecTepe

1  YcraHoBuWTE NOCNEOHIO BEPCUIO MPOrpamMMHOro
obecnevenust AirCheck Manager Ha csoi IMK. 3anyctute
nporpaMmmHoe obecneyeHve.

2 Bkmouute Tectep.

3 WNcnonbsyinte USB-kabenb, NOCTaBNAEMbIN C TECTEPOM,
yToObI NoakntoumTb TecTep Kk MNK. Ha nanenu AirCheck
oTobpaxaroTcst panrbl CEaHCOB, HaxoasaLMecs B TECTEpE.

[nsa npocmoTpa npodmnen, HaxoasaLmMxca B Tectepe,
BbiGepuTe MHCTpyMeHTbI > [lncneTtyep npocmnen B
naHenu nHcTpymeHToB AirCheck Manager.

Y1061 NCNONBL30BaTh ONEPaALMOHHYIO CUCTEMY
nepcoHasnbHOro KOMNbIOTepa AnA nepesaym dannos

1 Bkntouute Tectep.

2 Vcnonbayiite USB-kabenb, NOCTaBNsieMbIN C TECTEPOM,
yT0ObI NogknounTh TecTep K MNK. OnepauunoHHas cuctema
nepcoHanbHOro KOMrboTepa NnokassiBaeT TecTep B
Ka4ecTBe AMCKOBOrO YCTPOMCTBA.

3 Wcnonb3yinte onepaumoHHyto CUCTEMY NepCoHansHoOro
KOMMblOTepa AN KONMpoBaHWs annoB ¢ Tectepa Ha
amnck MK.

Mcnonb3oBaHMe BHeELLHEeHn
HanpaBJfIeHHON aHTEeHHbI Ans
OoOHapyXXeHUs TOYKMU aocTyna

B criyyae 60onbLUMX OTKPbITLIX MPOCTPAHCTB BHELLHSAS
HanpaBreHHas aHTeHHa MOXeT NoKasaTb BaMm HanpaeneHne
Ha UCTOYHWK curHana bornee TOYHO, HeXeny HeHanpaBneHHas
aHTeHHa TecTepa.

lpumeyaHue

B mecmax ¢ 6orblwuM Komu4ecmeom romeueHud,
Harpumep, 8 wiKorax u 6onbHUYax, ucrions3ylme
BHYMPEHHIOI HEHANPaeneHHyto aHmMeHHy 07151
obHapyxeHusi modyek docmyna.

YT106bI BOCNONL30BaTLCA BHELUHEW HanpaBneHHON
aHTEeHHOM ANA OOHapYXXeHUA TOYKU AocTyna

1 [NogkntoumTe aHTEHHY K aHTEHHOMY pasbeMy Ha 3agHen
CTOpoHe TecTepa. [Npu NOAKIoHEeHM aHTEHHbI Ha dKpaHe
MOSIBATCS NMKTOrpaMMa aHTeHHbI (g1 ). Tectep
COrb3YeT TOMbKO BHELLHIOK aHTEeHHY, ECri OHa
NOAKIoYeHa.

57



AirCheck Wi-Fi Tester
PykoBogcTBO nornb3oBaTensi

58

lNpumeyaHue

Koeda nodkrodeHa 8HeWHsIsi aHmeHHa, mecmep He
ocyuwecmerisiem nepedady, mak 4mo oH He 6ydem
rodKIr4ambCs K cemu unu moyke docmyna.

Pasgenute obnacTb Ha YeTbipe CeKumMu, Kak NoKasaHo Ha
pvic. 17. MNepenauTe B LUEHTP 3TON 0bnacTu.

Bribepute Cetun nnu Touku gocTyna, 3aTem UCToNb3ynTe
on , YTOObI NEpeTM Ha akpaH CBeaeHUA o T4 Ans
TOW TOYKM 4OCTYNA, KOTOPYH Bbl XOTUTE OOHAPYXUTb.

Haxmute @ OGHapyxuTb. Ha pycyHke 8 Ha cTpaHuue
35 nokasaH akpaH OGHapyXuThb TA.

HanpaBbsre aHTeHHy B Kaxablii yron atoi obnactu. Ha
puvc. 18 nokasaHo, kak Hy>KHO HanNPaBnsiTb aHTEHHY.

MepenanTe B LEHTP cekumu, rae curHan Havbornee
CUMbHbIN.

MoBTOpAWTE WarK 2, 5 1 6, Noka He HaaeTe TOUKY
aocTyna.
lNpumeyaHue

Ecnu ebl He Hawinu moyky docmyna, mo uccriedylime
amax Ha0 eamu unu rod eamu.

Vcnonb3ayiiTe 3TK ykazaHUs Npy UCMOMNb30BaHUW BHELLHEN

AHTEHHbI.

e YOepxXvBanTe aHTEHHY Ha MOCTOSAHHON BbicoTe. Bhl
MOXeTe NonyynTb 6onee ycToumBble pesynsraThl
M3MeEpPEHUIA, ecnn Byaete AepxaTb aHTEHHY Hag
neperopoaKaMm 0MCHbIX MOMELLIEHWIA.

e [loBopayrBas aHTEHHY B pa3HbIX HarnpaeneHusx, He
nepemeLLanTe pyky. YaepxveanTe TecTep U aHTEHHY B
OOHOM MOMOXEHMW, NOBOPaAYMBAACHL BCEM KOPITYCOM.



Vcnonb3oBaHre BHELLHEN HanpaBneHHOW aHTEHHbI A4S 0GHapy»KeHUs1 TOYKK JocTyna

MepexoauTte B LEHTP cekumm, rae curHan Hanbornee
CUIbHbIN, MOKA He HaraeTe TOYKy AoCTyna.

CurHan MoxeT BbITb CUrbHee
noa Bamn nnn Hag Bamu.

PucyHok 17. Cxema novcka Ansl BHeWHeN aHTeHHbI

ffy17.eps
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ffy13.eps
PucyHok 18. Kak HanpaBnsiTb BHELLHIOK aHTEHHY
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O6cnyxuBaHne

O6cnyxuBaHue

AI‘Ipep.ynpexmeHueA

Bo u36exaHue noxapa, nopaxeHusi
3MEKTPUYECKNM TOKOM, NONYYeHUs TPaBMbI UIn
noBpeXaeHus Tectepa:

¢ He otkpbiBaiiTe Kopnyc npu6opa. Bl He cMoxeTe
OTPEMOHTMPOBATbL UM 3aMEeHUTb AeTanu BHYTPpU
Kopnyca.

¢ Wcnonb3ynte TONbKO Te CMEHHbIE AeTanu,
KOTOpble ObINu 0fo06peHbI KOMNaHWEN
Fluke Networks.

o  Ecnu Bbl 3aMeHsieTe feTarnb, He YKasaHHYI0 B
KayecTBe CMEHHOW AeTanu, To K U3genuio He
NPVUMEHSIIOTCS rapaHTUiiHbIe 06513aTenbCTBa, U Bbl
MOXeTe caenaThb u3aenue onacHbIM B
3KCnyaTaumn.

¢ OOpallanTechb TONbKO B T€ CEPBUCHbIE LIEHTPbI,
KoTOpble ogobpeHbl komnaHuen Fluke Networks.

OuuncTKa Tectepa

[nsa ounctkm guennes I/ICI'IOJ'Ib3yI7ITe CpeacTBO YACTKM ONTUKN N
MArKYyH TKaHb, HEe OCTaBNAOLLYIO BOJTOKOH Ha ouuLLLaeMon
NOBEPXHOCTU. [nsa oumnctkm Kopnyca VICI'IOJ'IbSyVITe MArKyH
TKaHb, CMO4YE€HHYO B BOAE UMK B paCTBOPE MAINKOro MorLLlero
cpeacrtea.

A MpepnocrepexeHune

Bo u3bexaHune noBpexaeHUs gucnnes unu
Kopnyca He UCMNoNb3yiTe pacTBOpPUTENU UNn
abpas3uBHbIe MaTepuansl.

OOHoBMNEHMe NporpamMmmMHoOro obecnevyeHns B

TecTtepe

1  3arpysute B BeG-cainta Fluke Networks cpavin
obHoenennn ansa npudopa AirCheck. Takke Bbl MOXeETE
ob6patuTbest B komnaHumto Fluke Networks, 4tobbl

nony4nTb charin 06HOBNEHN ApYrMU criocobamu.
CoxpaHuTe dalin Ha XeCTKOM AMCKe KoMnbloTepa.

2  3anyctute AirCheck Manager Ha BalleM nepcoHanbLHOM
KOMMbloTEpe.

3  BknouuTte Tectep.

-nNpoaornkeHne-
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4  Vicnonbayite USB-kabenb, nocTaBnsieMbIn C TECTEPOM,
YTObbI NoAKMto4NTL TecTep k MK,

5 B nporpamme AirCheck Manager Bbibepute AirCheck >
O6GHoBuTH MMO.

6 Haxmute BblOGpaTtb, HaiauTe 1 BbibepuTe doaiin

06HoBNeHWs (paclumpenme XIf ), 3atem HaxmuTe OTKPbITb.

7 Haxmute O6GHOBUTD.

8 T[lo 3aBeplueHnn nepedayn otcoeanHute kabenb USB ot
Tectepa.

9  OkpaH TecTepa nycTon, U TecTep U3aaeT 3ByK Npu
ycTaHoBke harina obHoeneHus. Korga obHoBneHne
3aBepLUEHO, Ha TECTEPE OTOBPaXKAETCSt UCXOAHbIN SKPaH.

lNpumeyaHue

[pu 0bHosMeHUU rpoepaMMHO20 obecrieqeHus
KHorKa ebiKrtodyeHusi He deticmeyem. Ecnu ydanumb
6amapero 0o 3asepuieHuUss 06HOB/IEHUS, MO
06HoereHuUe 3arycmumcsi CHO8a pu 6KITHHEeHUU
mecmepa.

BoccTtaHoBneHue 3aBOACKUX HaCTpPoOeK

B npunoxerun B npvBeaeH cnncok HacTpoek No yMONMYaHuio
Ans Tectepa.
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YT106bI BOCCTAHOBUTHL 3aBOACKUE HACTPOMKU MO YMOIMYaHUIO

1

Ha ncxogHom akpaHe Bbibeprte UHCTPYMEHTHI,
BbibepnTe BoccTaHOBUTL 3aBOACKNE HACTPOMKM, 3aTEM
Haxmue [_72) OK.

[Insi 3aBepLUEHIA NPOLIEAYPbI HAXMUTE (), 3aTeMm
BBIKITIOUNTE TECTEP.

UHdopmaumsa o6 yctponcrtee

[ns npocMoTpa MH(opmaLmm o TecTepe

Ha ncxogHom akpaHe Bbioepute MHCTPYMEHTBI, 3aTem
BblGepuTe MpocmoTp cBeaeHun o6 AirCheck.

CepuitHbi Homep: CepuiiHbIi HOMEp Takke NpuBeaeH
nog GrokoM akkyMyrnsiTopHbIX GaTapeii.

MAC apgpec: 310 agpec ynpasrneHus OCTYNOM K cpeae
(Media Access Control). MpeacTaenset cobon
YHUKanbHbIN agpec Tectepa.

Bepcus SW: Bepcusi nporpaMMHoro obecrneyeHns B
TecTepe.

Bepcusa USB: Bepcus gpavisepa USB B TecTepe.

Bepcus paguomoaynsi: Bepcus pagromMogyns B
TecTepe.



Onuwnmn n akceccyapsl

Ecnu Tectep He BbIKO4aeTcs Onuun n akceccyapbl

Ecnin TecTep He Bbikntodaetcst, To Haxumanite (1) B TedeHne B TaBruLe 5 NP1BEAEHb! UMEIOLLMECS OMLIMIA 1 AKCECCYapbI
NPUBNN3NTENBHO 5 cekyHA. Tectepa AirCheck ans cetet Wi-Fi.

Ecnm v nocrie aToro Tectep He BbIKIMIOUYAETCS, TO U3BIIEKUTE YT0Bb! NONY4MTL NOHBIA CICOK ONLNIA 1 aKCEeCccyapos,
6rok akkyMynaTopHbIx 6atapeli U CHOBa BCTaBbTe €ro. nocetuTte Beb-canT komnaHum Fluke Networks

www.flukenetworks.com/ru.

Tabnuua 5. Onuumun u akceccyapbl

Fluke Networks
Onuus unu akceccyap Homep mopgenu
BHelUHsis HanpaBneHHast aHTeHHa ¢ pasbeMoM RSMA EXTANT-RPSMA
Bnok MOHHO-NUTMEBBIX akKYMYNATOPHLIX GaTtapen ans Tectepa AirCheck WBP-LION
HetekTop nutaHusa vyepes Ethernet (PoE) POE-DETECTOR
ApanTtep/3apsigHoe YCTPOWCTBO A4S NOAKIIOYEHVS K aBTOMOOUIBEHOMY NPUKypuBaTento MS-Auto-Chg
YHuBepcanbHbIi aganTtep NepeMEHHOro Toka/3apsaHoe yeTponcTeo, 120/220B nepeMeHHOro Toka DTX-ACUN
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Cneuundomkaummn

TpeboBaHMA K OKpyxaloLwen cpege

PaGouas TemnepaTtypa 1
OTHOCUTENbHas BNaXHOCTb

32 °F — 113 °F (ot 0 °C po +45 °C)

lNpumeyaHue

Bamapesi He 6ydem 3apsxambCsl, eCriu 8HYMPeHHSIS memrnepamypa
mecmepa ripesbiwaem 45 °F (113 °C).

PaGo4yasa oTHocuTenbHasi BaXHOCTb
(% oTH. BnaxH., 6e3 obpa3zoBaHus
KOHAeHcara)

90 % (50 °F — 95 °F; 10 °C — 35 °C)
75 % (95 °F — 113 °F; 35 °C — 45 °C)

TemnepaTtypbl XpaHeHUsA

oT —4 °F 1o 140 °F (ot —20 °C go +60 °C)

YaapHble Harpy3ku u Bubpauus

CnyyaiiHble Bubpaumm, 2 g, ot 5 go 500 Ny (knacc 2), ncnbitaHve nageHnem ¢
BbICOTbI 1 M

BesonacHocTb EN 61010-1, 2-e nsganue
Bbicota 4000 m; gnsa xpaHeHust: 12 000 m
3MC FCC, Yactb 15, Knacc A, EN 61326-1
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Cneumndmkanmu

CepTtucumkatbl COOTBETCTBUA

C E CooTtBeTtcTBYeT AenCTBYOWMM TpeboBaHusim EBponerickoro Cotosa

quo COOTBeTCTByeT onpegeneHHbIM aBCTpanMMCKUM CcTangapTam

@ ,
A\ U8 YnomsiHyTo B nepeydHe KaHagckon Accoumaumm CtangaptoB

F@ Coorteetctayer Npasunam FCC, yactn 15.107, 15.109
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OOLme TeXxHM4YecKue ycnoBus

Pa3mepbl 3,5 grorima x 7,8 aronma x 1,9 aronma (8,9 cm x 19,8 cm x 4,8 cm)
Bec 14 yHumn (0,4 «r)
Barapesn CbeMHbI BrIoK MOHHO-NUTUEBbLIX aKKyMYNSTOPHbIX 6aTtapeii

(18,5 BatT-vac)

Bpewms paboTbl oT 6aTapen

O6bIyHOE BpeMs paboTbl OT 6aTtapein coctaeBnset 5,5 yaca. ObblMHOE
BpeMSsi 3apsiikv COCTaBnsieT 3 yaca.

BHewHnn agantep nepeMeHHOro Toka/aapsigHoe
YCTPONCTBO

Bxoga: 90 - 264 B nepem. Toka, 48 - 62 'L,
Bbixoa: 15 B noctosiHHoro Toka npu 1,2 A

Oucnnen LiBeTHOWM >uakokpucTannmyeckui gucnnen 2,8 aronma
(320 x 240 nukcenen)
KnaBuatypa 12-kHono4YHasi anacTomMmepHas

CBeToanoaHble UHOUKATOPbI

2 ceeTogmoaa (UHAVKaTopbl Nepenayy n CoOeaUHEHWS)

OcHoBHOM UHTepcenc:

USB, 5-KoHTaKkTHbIN mini-B

BecnpoBogHas aHTeHHa

BHyTpeHHss

MopT BHeLUHeWN aHTEeHHbI

Tonbko Bxod. Pazbem SMA obpaTHOWM NonsipHOCTW.
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Cneumndmkanmu

Cneuundmkaumm 6ecnpoBogHOM annapartypbl

CooTBeTCcTBUE TEXHUYECKNX
XapaKTepuUCTUK

IEEE 802.11a, 11b, 11g, 11n

Pa6ouue yacToTbl

IEEE 802.11a, auana3oH ISM

CWA (FCC): 5,15 Ty —-5,25T1Twu; 5,725y - 5,850 My
Espona (ETSI): 5,15 Ty —-5,251Ty

Anonusa (TELEC): 5,15 Ty —5,351Tw; 547 My —5,725 1Ty

IEEE 802.11b/g, anana3soH ISM

CLIA (FCC): 2,412 Ty — 2,462 Ty (kaHanbl 1 — 11)
Espona (ETSI): 2,412 Ty — 2,472 I'Ty (kanansl 1 —13)
Anonna (TELEC): 2,412 Ty — 2,484 Ty, (kaHanb! 11 — 14)

IEEE 802.11g/n, nonoca 4yactot 40 My
CLUA (FCC): 2,422 Ty —2,452 Ty
Espona (ETSI): 2,422 Ty — 2,462 Ty,
Anonua (TELEC): 2,422 Ty — 2,462 Ty,

IEEE 802.11a/n, nonoca 4actor 40 My

CLUA (FCC): 5,15TTu—5,251Tw; 5,725 My — 5,850 My,
Espona (ETSI): 5,15 Ty —-5,251Ty
Anonna (TELEC): 5,15 Ty — 5,35 1Tw; 5,47 My — 5,725 Ty,

HopmaTtuBHble TpeGoBaHusA

MexgyHapoaHbI pexuM, cooTBeTcTByeT cTaHaapTy 802.11d
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BHelwHAA HanpaBneHHasn
aHTeHHa

YacTtoTtbl

Pasbém

OwnanasoH yactot 2,4 —-2,5Mun4,9-591Ty

MuHumansHoe ycunenue 5,0 obu (OTHOCUTENBHO M3OTPOMHOW aHTEHHBI) B AManasoHe
2,41Tuwn7,0abuB gnanasoHe 5y

Pasbem-BctaBka SMA obpaTHOI NonsipHOCTH
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Cneumndmkanmu

2400 Ty — 4900 My =—

24501y 5,200 My

2,500 My — 5500 My =—
5700y —
5,8751Ty

PucyHok 19. [luarpamMbl HanpaBreHHOCTU aHTEeHHbI ANA BHELWHeN aHTeHHbI [amnnuTtyaa (abu)]
B 3aBUCMMOCTM OT a3umyTa (rpagychl)
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3asiBneHue o COOTBETCTBUU
TpeboBaHnam PegepanbLHON
KOMMCCUM No cBA3U U MuHucrepcTBa
NPOMbILLSIEHHOCTH

KaHagbl B OoTHOLLEHUM nomex

3710 060pyAOBaHME BbINO UCTLITAHO Y COYTEHO
COOTBETCTBYIOLLMM OrpaHUYeHUAM AN UMAPOBLIX YCTPOWCTB
Knacca B, cornacHo yactu 15 Mpaeun FCC un IC. 3tn
orpaHuyeHus cnyxar ansi obecrneveHns LenecoobpasHom
3aLUUTLI OT BpedHbIX MOMEX MPU YCTAaHOBKE B XKUMbIX
nomeLleHusx. [laHHoe o6opynoBaHWe reHepupyeT, UCNonb3yeT
M MOXET U3nyyaTb aHepruto Ha paguodactoTax. MNpu
HapyLLEHNN MHCTPYKLIMIA MO YCTAHOBKE W1 SKCrryaTauum oHO
CnocobHo co3faBaThb BpeaHble MOMEXU AN PaANOCBsI3N.
OfHaKo HET HUKAKMX rapaHTUI, YTO MOMEXW HE BO3HUKHYT B
Crny4ae KOHKPETHOW ycTaHoBKW. Ecnin 3To o6opynoBaHue
co3paeT BpeaHble MOMeXV Ans ipuema pagmo v
TeneBU3NOHHbIX CUTHANoB, YTO MOXET ObITb onpepgeneHo
nyTeM BbIKIMKOYEHUA N BKIKOYEHUA 060[Z)y}_'J,OBaHI/I9|1 TO
Nnonb30BaATENO pekoMeHOYyeTCA NonbITaTbCA YCTPaHUTb
MOMEXMN OAHUM U3 CIEAyoLLMX CNocoGOoB:

¢  [lepeopreHTUpoBaTb UMK NEPEMECTUTDL MPUHMMAIOLLLYHO
QHTEHHY.
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e YBenuunTb pacctosHve mexay obopyaoBaHnem un
NPUEMHMNKOM.

MogkntounTb o6opyuosaHme K PO3€eTKe ceTn
NEKTPONUTaHUSA, K KOTOPOW HE NOAKIHOYEH NMPUEMHMK.

¢ OBpaTUTLCA 32 MOMOLLILIO K MOCTaBLUVIKY, TMOO ONbITHOMY
Cneuman1cTy no paguoTeXHUYECKOMY Ui
TeneBn3MOHHOMY 060pYO0BaHMIO.

Mpenoctepexerne FCC: JTtobble n3ameHeHus unm
mMoaudukaumm, SBHO He 0A00PEHHbIE CTOPOHOW, OTBEYAIOLLIEN
3a COOTBETCTBUE TPEOOBAHUAM, MOMYT aHHYNMPOBAaTb NPaBo
nosib30BaTens aKCMnyaTMpoBaTh 3T0 06opyaoBaHueE.

3710 ycTponcTeo cooTBetcTByeT YacTtu 15 Mpasun FCC u IC.
Jkennyarauus fonyckaeTcs npy cobriogeHnn criegyoLwmx
OBYX YCMNOBWIA:

(1) 310 YCTPOMCTBO HE AOMKHO CO3AaBaTb BPEAHBIX MOMEX, U
(2) aTo ycTpOCTBO AOMKHO AoMycKaTh ftobble NpUHUMaeMble
nomexu, BKIoYas moMexu, CnocobHble Bbi3BaTb
HenpeaycMoTpeHHoe hyHKUMOHMPOBaHMe.



3asaBneHue o cootBeTcTBMU TpeboBaHnam PegepanbHO KOMUCCHMU MO CBA3K U MuHMCTEpPCTBa NPOMBILLIIEHHOCTH

KaHagbl B OTHOLLEHMM MOMEX

BaxHoe 3amevaHue: 3asBneHue o
cooTtBeTCTBUM orpaHm4yeHusam FCC u IC no
BO34EeMCTBUIO U3NyYeHUs

3910 060pYynOBaHMe cooTBETCTBYET orpaHnyeHmnam FCC un IC
Mo BO3AENCTBUIO U3MYYEHNS], YCTAHOBIEHHLIM NSt
HEKOHTPONMpyeMoro 06opyaoBaHus. ATo obopyaoBaHme
[OOMKHO yCTaHaBNMBATLCS U SKCMIyaTnpoBaTLCS Mpu
paccTosiHuM He MeHee 20 CM MeXIy U3nyyatenemM 1 BaLlvm
TEnom.

Mepenatumk He AOMKEH COBMELLIATLCS MW KCMNyaTUpoBaTLCs
B COYETaHUM C MoBO ApYron aHTEHHOW UK NepeaaTYMKoM.

Okcnnyartaums B guanasoHe ot 5,15 My 0o 5,25 My
OrpaHNYMBaETCSt TONBKO UCMONb30BAHMEM BHYTPY MOMELLEHMIA.

D,OCTYI'IHOCTb HEKOTOpPbIX CrieumarnbHbIX KaHanos nunm
pa6oq|/|x Ananas3oHOoB YacTOT 3aBUCUT OT CTpaHbl 1 HaxoanTCA
BHE KOHTPOJ1A KOHEYHOrO norb3oBaTenA.

EBpona — 3asBneHue o coorBetcTBUM EC

OTO YCTPONCTBO COOTBETCTBYET OCHOBHLIM TPEOOBaHMAM
Oupektuebl 1999/5/EC R&TTE. MNMpumeHanuch cneaytoLume
MeTOZbl UCMbITAHWUIA Ans NOATBEPXKAEHNS COOTBETCTBMUS
OCHOBHbIM TpeboaHusiMm OupekTtuebl 1999/5/EC R&TTE:

EN60950-1: 2001 A11: 2004

BesonacHocTb 06opyaoBaHWs Ans MHHPOPMaLMOHHBIX
TEXHONOornmn

EN50385: (2002-08)

CraHngapT Ha npoaykumio, TpebyroLmin
NPOAEMOHCTPMPOBATL COOTBETCTBME 6A30BbIX
pagvocTaHLMIA U CTauMOHaPHBIX TePMUHANBHBIX CTaHLWN
Ans 6ecnpoBoAHbIX TENEKOMMYHVKALMOHHbIX CUCTEM
OCHOBHbIM OrpaHNYEHUAM UM KOHTPOSTbHBIM YPOBHSAM,
OTHOCALLMMCS K BO3AEWCTBUIIO Ha YernoBeka
pagvo4acTOTHBIX ANeKTPoMarHuTHbIX nonen (110 My -
40 M) — OBLLMIA OTKPbITLIN CTaHAAPT

EN 300328 V1.7.1: (2006-10)

OnekTpoMarH1THasi COBMECTUMOCTb U CMEKTP
paguoyacToT (ERM); lwmpokononocHsle nepeaatoLime
cucTeMbl; 00opyaoBaHve Ans Nepeaayy AaHHbIX,
paboTatoLlee B ananasoHe ISM 2,4 [Ty 1 ncnonb3aytoLee
MeTOAbl CNeKTpanbHOM MoaynsLmMn; cornacoBaHHbIn EN,
OXBaTbIBaOLLIMIA OCHOBHbIE TpeboBaHMs B paMKax cTaTbu
3.2 Anpektmebl R&TTE.
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EN 301 893 V1.4.1: (2007-07)

LLinpokononocHblie pagnocetvt (BRAN); yny4lleHHble
paboumne xapakrepuctukn RLAN obopyaosaHusi
avanasoHa 5 [Tu; cornmacoBaHHbI EN, oxBaTbiBarOLLMN
OCHOBHble TpeboBaHus ctatbh 3.2 vpekTtuebl R&TTE.

EN 301 489-1 V1.6.1: (2005-09)

OneKkTpoMarHUTHasi COBMECTUMOCTb U CMEKTP
pagviodacTot (ERM); ctaHgapT no anekTpoMarHUTHO
coBmectumocTy (EMC) ons pagmoTexHn4ecKkoro
obopynoBaHusi 1 yenyr; yactb 1: Obime TexHmyeckue
TpeboBaHus

EN 301 489-17 V1.2.1 (2002-08)

OnekTpoMarH1THasi COBMECTUMOCTb U CNEKTP
pagviodacTot (ERM); ctaHgapT no anekTpoMarHUTHO
coBmectumocTy (EMC) ons pagmoTexHn4ecKkoro
obopynoBanus 1 ycnyr; Yactb 17: Ocobble ycnosus ons
LLIMPOKOMOMOCHbIX NEpeaaroLLMX CUCTEM B AManasoHe
2,4 Ty, n BbicokonpoussogutensHoro RLAN
obopynoBaHusi ananasoHa 5 M.

OTO YCTPOWNCTBO NPEeACTaBNSIET COOOW LLUIMPOKOMOMNOCHYHO
nepegaroLLlyto cuctemy (TpaHcusep) ananasoHa 2,4 Mu,
npenHas3HavYeHHoe Ans NPUMEHEHNS BO BCEX rOCy4apCTBax-
uneHax EC n B cTpaHax EACT, 3a uckntodeHnem ®PpaHumm n
Wtanuwn, rae ncnonb3oBaHve sIBNAETCA NpeaAMEToM psifa
OrpaHU4eHuN.

B Utanuu koHeYHbIN Nonb3oBaTerb AOMMKEH 00paTuThLES 3a
NULIEH3MeN B rocyapCTBEHHbIE OpraHbl, perfiameHTupytoLme
MCMOMb30BaHNE YaCTOTHOMO AManasoHa, YToObl NONy4YnTb
paspeLLeHne Ha UCMonb3oBaHKe YCTPONCTBa Ans
obecneyeHust Hapy>HON pagnocBs3v U/VNK NpeocTaBneHne
nyonmM4Horo AocTyna K TENEKOMMYHUKALMOHHBIM W/
ceTeBbIM YCriyram.

3TO YCTPOMCTBO HE MOXET NPUMEHATLCA Ans obecneveHns
Hapy>XHOW paanocBsiav BO PpaHLmMK, a B HEKOTOPbLIX 0OnacTsix
BbIXOAHas MOLLHOCTb paavonepeaarymka MoXeT bbiTb
orpannyeHa 10 mBT EIRP (acbdpekTmBHas MoLLHOCTb
M30TPOMHOTO M3Ny4YeHus) B AnanasoHe YacTot ot 2454 MI'y oo
2483,5 MI'l. 3a nogpobHO HdOpMaLMEN KOHEYHbIN
norb3oBaTenb J0MKeH 06paTUTbLCS B roCy4apCTBEHHbIE
opraHbl PpaHUMK, permameHTMPYHOLLIME UCTONb30BaHNE
[QmnanasoHa 4acToT.



NMpunoxeHune A: CoobLieHuns xXypHana
NnoaoKN4YeHNn oNAa coeanHEeHUNn, Kotopble
He yAanocb yCTaHOBUTb

XKypHan nogkntoyeHun (CTp. 47) MOXET NOMOYb BaM NOHSATb,
no4emMy YCTPOWMCTBO He B COCTOSIHWM YCTaHOBWTb COEAVHEHWE C
ceTbio. B aTOM NpunoxeHun npyeeaeHs! NpUYMHLI COOBLLIEHWI
XypHara, CBUOETENbCTBYIOLLMX O TOM, YTO COeANHEHNE He

©ObINO YCTAHOBIEHO.
CoobieHue BO3MOXHbI€ MPUYNHBI TOFO, YTO COEANHEHMNE He YCTaHOBIIEHO
802.11: Touku BoCcTyna He OOHapYKeHbI Toukmn gocTyna BHe O0MyCTMMOrO AManasoHa, BbIKIOYEHbI UMK Y HUX
M3MeHeHa noroca 4acror.
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Coo6LeHune

Bo3MoxHble MPUYMHBLI TOro, YTO cCoeguHeHue He YCTaHOBJIEHO

802.11: NMpepynpexaeHne: OGHapyXeHbI T4,
¢ SSID, Ho HacTp. 6e30MacHOCTN He COOTB.
3afaHHbIM.

TecTep UMeeT HEKOPPEKTHbIV TUN ayTeHTUukauum/wmdgposaHust 802.1X.

cbon ayTeHTUbMKaLmm

MAC TecTepa oTBepraeT Cnmcok koHTpons goctyna n MAC-cunbsTp Ha Touke
gocryna.

Touka goctyna ncnonbayet 3awmTty WEP, a H13koypoBHeBasi
ayTeHTUdmKaumsa 802.11 (OTKPbITas/KONMEKTUBHOIO NONb30BaHWSA), KOTOPYHO
NPYMEHSAET TECTep, OTNNYaETCA OT TUNa ayTeHTUUKaLMK, NPUMEHIEMON
TOYKOW OOCTyNa.

802.11: nonyyeH nakeT AeayTeHTU(MKaLmm

Korga Takoe coobLueHue cneayeT 3a cooblieHnem «802.1X: otnpaBnsierca
4-ctopoHHMM kntod EAP ¢ knmeHTCKkuM 3Hay. nonce 1 anem. uHd.», 1o
4acTo BbI3BaHO HEMpaBUbHbIM COBMECTHO UCMONb3yEMbIM KIUYOM
(naponbHou dpason).

MopgknioyeHWe: NPy aBTOMaTUYECKOM
npegoctaBneHun PAC oxuaaetca c6on

(cpaza 0)

TecTep Bcerga nokasblBaeT 3T0 COOOLLEHUNE, KOTaa UCMONb3yeT
ayTeHTUdmKaumio EAP-FAST npum nonbITKe NOAKIMIOYEHUS K TOYKE JOCTyna.
Ons noagkntoveHnsa EAP-FAST Tpebyetcsa Heckonbko a3, a cborn 06bI4HO
MUMEET MeCTO BO BpeMsi HavarnbHoW dasbl.
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CooblLueHune Bo3MoXHble NPUYNHBI TOTFO, YTO COEAUHEHME He YCTaHOBMNEHO

802.1X: nonyyeHo cooblueHne EAP o c6oe ¢ Korga Takoe coobLueHve crnieayet 3a coobLieHnem «802.1X TLS:
OTNpaBKa KNMEeHTY 3anpoca Ha 3aMeHy KIlko4a», 3TO YacTo BbI3BaHO
HenpaBWIbHbIM CEPTU(UKATOM KIUEHTa.

o Korga Takoe coobLueHve crieqyet 3a coobLieHnem «802.1X EAP-
MSCHAPV2: npon3BoauTcA OTBET Ha 3anpocy, 3TO 4YaCTO BbI3BAHO
HenpaBUbHbIM UMEHEM U NapOsieM MOJb30BaTeNS.

¢ Korga Takoe coobLueHve crieayeTt 3a coobiieHnem «802.1X: NAK», ato
YacTo nNpomncxoauT KM3-3a Toro, 4to cepeep RADIUS He nogaepxvBaet
OaHHbI TN EAP.

802.1X: cepTucbukar cepsepa He npoBepeH WrHopupyiiTe aTo coobLueHne, ecnv Bbl He BbiBpanu onumio «MpoBepATb
ceptudpmkat cepepa» B npodurie B AirCheck Manager.

802.1X: HeBepHbIN cepTudmkat cepsepa Onumsa «MpoBepsiTb cepTudmkar cepBepa» bbina BelbpaHa B npocune B
AirCheck Manager, HO B TecTep 3arpy>KeH HeBepHbI cepTuduKar.

DHCP: npeBbllLeH UHTEPBan oX1aaHUs e Touka JocTyna He MOXET YCTaHOBUTL CBsI3b C BHELLHUM cepBepom DHCP.
oreera e Touka goctyna nmeet BHyTpeHHuI cepeep DHCP, Ho OH oTkroYeH.

(6e3 coobleHnst «kDHCP: onepauus ycnewuHo

3aBepLUeHay Mocrie 3Toro CoobLLEHNS) e Ha cepsepe DHCP gocTturHyTo ero npegensHoe 4YMcro nonb3oBatenei.

o TecTep 1 TOUKa AOCTyNa CKOHUryprpoBaHbl Ans 3awmTel WEP, Ho nmetot
pasHble HACTPOWMKM KIHOYen.
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Coo6LeHune

Bo3mMoxHble MPUYMHBbI TOro, 4YTO coeguHeHue He YCTaHOBJIEHO

DHCP: npeanoxeHue He O6bINO NOy4Y€HO

Korga Takoe coobLueHue cneayeT 3a cooblieHnem « DHCP: npeBbIilLeH
MHTepBan OXuAaHus OTBeTa», TO PACCMOTPUTE NPUBEAEHHbIE BbILLE
NPUYMHDI.

Crartuyeckum IP-agpec: nonyyeH ARP-oTBerT.
Appec yxe ucnonb3yercs

Onuus «Py4Hoe (cTaTnyeckoe)» Obina BbibpaHa B npodune B AirCheck
Manager, Ho B ceTn obHapyxeH ayonupytowumin IP-agpec.
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[MpunoxeHune B: HacTpouku no ymonyaHuio

B aTOM npunoxeHuu npuseaeHsbl HACTPOWKKU A1
TecTepa no ymon4aHuo Nnpu Bblbope NyHKTa MeHIo
UHcTpyMeHThI > BoccTaHOBUTL 3aBoACKMe
HaCTPOMKMN.

HACTPOWKM No

HacTPOMKM No

DyHKUMNA yMon4yaHuio
MNpodunb, ncnonb3yembin
poc Y Default

TECTEPOM

ABTOMaTMYECKOE BbIKITHOYEHNE Bkn.

A3bIK A3bIK, KOTOPbIV ObIN
BbIOpaH nocnegHm

CTtpaHa us

3BYKOBOW curHan ans dyHKLMn

0BHapy>eHWs TOYKM AoCTyna Bin.

DyHKUUNA yMoOn4YaHuio

Moporu ana rucrorpamm

YpoBeHb curHana: KpacHbiw -80 nbm
YpoBeHb curHana: Xentoiin -60 obm
YpoBeHb curHana: 3eneHbin -45 nbm
YpoBeHb nomex: KpacHblii -60 nbm
YpoBeHb nomex: XKenTblin -80 nbm
YpoBeHb nomex: 3eneHbin -90 nbm
OtHoweHune C/LL: KpacHbin 20 pbm
OtHoweHue C/LU: XKentbi 30 nbm
OtHoweHune C/LL: 3eneHbin 40 nbm
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PYHKUMA

HacTPOMKM No
yMoOn4YaHuio

HaCTPOMKK NO

HacTtpowku 802.11

[Nonockl YactoT

24TTunb5lTu

Mepenatb ckaHWpytoLLme 3anpochl AKTMBUpOBaTL
Crpynnuposatb BupTyarnbHbie T[] AkTBMpOBaTh
3ateHuTb T[, KOTOpble He 3areHnTb
0BHapyxuTb, Moo yganute TL, HeoBHapyXVUMble

KOTOpble He OOHAPYXUTb.

TOYKM JOCTYNa

Cnucok ceten (SSID)

DPyHKUUA yMon4yaHuio
Touku gocTyna Ha kaHane
Coptuposka 1 Name/MAC
CopTtupoBka 2 Name/MAC
Cnucok Touyek aocTtyna
CopTupoeka 1 Name/MAC
CopTtupoBka 2 Name/MAC
Cnucok BUPTyanbHbIX TOYEK AOCTyna
Coptuposka 1 SSID
CopTtupoBka 2 SSID
CnuCOK TeCTOBbIX KITMEHTOB
Coptuposka 1 MAC

Coptuposka 1 SSID

CopTtupoBka 2 SSID

OTpenbHble ceTu

CoptupoBka 1 Name/MAC
(Ums/MAC)

CopTtupoBka 2 Name/MAC
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NMpunoxeHue C: 802.11d Koabl cTpaHbI

B 3TOM NpunoxeHnn npuBeaeHbl CTPaHbl, COOTBETCTBYHOLLME
KOdaMm CTpaHbl, KOTOpble TECTEP MOKa3bIBAET HA SKpaHe
CBeneHusi o TA.

|-|OJ'Iy)KI/IprIM TEKCTOM BblaesieHbl CTpaHbl, KOTOPbIe Bbl
MOXeTe Bbl6paTb B NYHKTE MEHI0 MHCprMEHTbI >
YcraHoBUTb CTpPaHy.

lMpumeyaHue

Tecmep mMoxxem nokasbieams mpemuli cuMeosT 8 KoOe
cmpaHbI.Bbi MoXXeme u2Hopupo8ams 3mom cuMeort
rpu roucke Kkoda cmpaHbl 8 rpUeeGeHHOU HLKe
mabnuue.

AD AHpoppa

AE O6beanHeHHbIe Apabckme dmuparthbl
AF AdpraHncTaH

AG AHTUrya n bapbyna

Al AHrVnbA

AL AnbGaHus

AM ApmeHus

AN Huaepnanpckue AHTUNBCKME OcTpoBa
AO AHrona

AQ AHTapkTvga

AR ApreHTuHa
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AS AmepukaHckoe Camoa BN BpyHen-[dapyccanam

AT ABcTpus BO Bonueusa

AU ABcTpanusa BR Bpasunusa

AW Apyba BS Baramckume octpoBa

AX AnaHgckme octposa BT BytaH

AZ AsepbanmxaH BU Brupma (BpemeHHO)

BA BocHusa u MNepueroBuHa BV Octpos byse

BB Bapbagoc BW BotcBaHa

BD BaHrnagelu BY Benapycb

BE Benbrus BZ Benus

BF BypkuHa-daco CA KaHapa

BG Bonrapus CcC KokocoBkle ocTpoBa

BH BaxpewnH CD KoHro, [lemokpatuyeckasn Pecnybnvka
Bl BypyHau CF LleHTpanbHasn AdpuvkaHckas Pecnybnivka
BJ BeHuH CG KoHro

BL Octpos CesiToro Bapdonomes CH LLiBenuapun

BM Bepmyabl Cl Kot-g'UByap
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Mpunoxenune C: 802.11d Kogbl cTpaHbl

CK OctpoBa Kyka Dz Anxup

CL Yunun EC SkBagop

CM KamepyH EE ScToHunA

CN Kutan EG Ervnetr

co Konym6us EH 3anagHas Caxapa

CR Kocrta-Puka ER Oputpes

CS Cepbust u YepHoropus (BpemMeHHO) ES UcnaHuna

CuU Kyba ET Admonus

cVv Kabo-Bepae EU EBponeickun Coto3
CX OctpoB Poxgectea FI DdOuHNaHana

CY Kunp FJ duoxm

Ccz Pecny6nuka Yexus FK donkneHackue (ManbByHCkue) ocTposa
DE FepmaHus FM MwukpoHesus

DJ xnbyTn FO dapepckne ocTposa
DK OaHun FR ®paHuma

DM [JomMuHuka FX DdpaHumsa, MeTpononmsi
DO [omuHukaHckas Pecnybnuka GA MaboH
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GB Benuko6putaHus GY [anaHa

GD lpeHapa HK OHKOHI

GE Mpy3us HM OctpoBa Xepa v MakgoHanbg,
GF ®dpaHuysckas [BuaHa HN FoHaypac

GG Octpos 'epHcn HR XopBatusa

GH laHa HT lautn

Gl MbpanTap HU BeHrpusa

GL IpeHnaHams ID NHpoHe3nsa

GM fambus IE WUpnangunsa

GN BUHeA Il MexagyHapogHbIn (Tonbko Cisco)
GP Bapgenyna IL Uzpannb

GQ OkBatopuanbHas [BuHest IM OctpoB MaH

GR Mpeuus IN NHauna

GS KOxHasa leoprusa 10 BpwvtaHckas Tepputopusa MHauickoro
GT MBaTtemana oxeara

GU Fyam 1Q Wpak

GW BuHes-bucay R Vipan

82




Mpunoxenune C: 802.11d Kogbl cTpaHbl

IS Ucnangun LA Naoc

IT Utanua LB JluBaH

JE [bxepcun LC CeHt-Itocusa

JM Amarika LI JiuxteHwTenH

JO WUoppaHusa LK LWpn-lNaxka

JP AnoHusA LR TnGepus

KE KeHus LS Jlecoto

KG KupruacraH LT JlutBa

KH Kambomka LU Trokcembypr

Kl Kunpubatu Lv NareBuna

KM Komopckue octposa LY JnBuitckas Apabckas xamaxmpus
KN CeHT-Kntc 1 Hesnc MA Mapokko

KP Kopes, KHOP (CesepHas) MC MoHako

KR Kopes, Pecny6nuka (KOxHas) MD MonpgoBa, Pecny6nuka
KW KyBent ME YepHoropus

KY KanmaHoBbl ocTpoBa rnB CeH-MapteH

KZ KasaxctaH MG Magarackap
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MH MapLuannosbl octpoBa
MK MakenoHus

ML Mann

MM MbsHma

MN MoHronus

MO Makao

MP CeBepHble MapuaHckue octposa
MQ MapTuHmk

MR MaBpuTtaHums

MS MoHTCceppat

MT Mansra

MU MaBpukui

MV ManbauBbl

MW Manasu

MX Mekcuka

My Manansus

Mz Mozambuk

NA CrpaHa He BbibpaHa (ocobasi cuTyaums ons
HEKOTOPbIX TOYEK OCTYyNa)

NC Hosas KanegoHus

NE Hurep

NF OctpoB Hopdonk

NG Hurepus

NI Hukaparya

NL Hupepnanackue AHtTunbckue O-BA

NO Hopserus

NP Henan

NR Haypy

NT HewnTtpanbHas 3oHa (BpeMeHHO)

NU Huya

NZ HoBast 3enanaus

oM OmaH

PA MaHama

PE Mepy
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Mpunoxenune C: 802.11d Kogbl cTpaHbl

PF ®paHuysckas MNonvHesns RS Cepbust
PG Manya - HoBas NBUHERA RU Poccuiickaa Pepepaums
PH DOUNUNNUHbI RwW Pyanpa
PK MakuctaH SA CaynoBckas ApaBusi
PL Monbwa SB ConomMoHoBbI OCTpoBa
PM CeH-lbep n MukenoH SC Cenwensl
PN MnTK3pH SD CynaH
PR MyapTo-Puko SE LBeuus
PS [ManecTtunHckas TeppuTopus SF DuHNAHANS (HeoULMansHO)
PS CoenuHeHHble LLTaTbl (0bLlecTBeHHas SG CuHranyp
6e3onacHocTb) .
SH Octpos CesTon EneHbl
PT Mopryranus
Sl CnoBeHus
PW Manay .
SJ LWnuuGepreH n AH-MaiieH
PY Maparean
SK CnoBakus
QA Karta
P SL Cbeppa-IleoHe
RE PetoHboH
SM CaH-MapuHo
RO PyMbiHUA
SN CeHeran
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SO Comanu TO ToHra

SR CypuHam TP BocTouHbIn Tumop (BpeMeHHo)
ST Can-Tome 1 MpuHemnn TR Typuus

SuU CCCP (6biBLUNIA) TT Tpuunpan n Tobaro

SV CanbBagop TV Tysany

SY Cupuiickasn Apabckasi Pecnybnvka T™W TanBaHb

SZ Ceasunenp, TZ TaH3aHus

TC Octposa Tepkc n Kankoc UA YKkpanHa

TD Yapg UG Yranpa

TF ®dpaHuysckue KOxHble Tepputopum UK BenunkobpuTtaHus (HeodmumanbHo)
TG Toro UM BHewwHne manble octposa CLUA
TH Tannang us CoeauHeHHble LLTaTbl

TJ TapxmkuctaH uy Ypyrsan

TK Tokenay uz Y36ekucrtaH

TL BocTtouHbIn Tumop VA BatukaH (nanckui npecTon)

™ TypkmeHucTaH VC CeHT-BuHCeHT 1 peHaanHbl
TN TyHuc VE BeHecyana
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Mpunoxenune C: 802.11d Kogbl cTpaHbl

VG BupruHckue octpoBa, bputaHckue
VI BupruHckue octpoea, CLUA
VN BbetHam

VU Banyaty

WF Octposa Yonnuc n ®ytyHa
WS Camoa

YE Wemen

YT MaiiotTe

YU lOrocnasus (BpemMeHHO)
ZA IOAP

ZM 3ambus

ZR 3aup (BpemMeHHO)

W 3umbabBe
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