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TecTtep 6ecnpoBogHou cetu AirCheck G2
1. BBEOEHUE

Tectep 6ecnposogHon cetn AirCheck G2 — aTO nopTaTuMBHbLIA WHCTPYMEHT AMs NPOBEPKU AOCTYNHOCTU U

NPOu3BOAUTENBHOCTU CETU U YyCTpaHeHusd nNpobrem C nogkmnyeHmem. Ero MoxHo, Hanpumep, uUcnonb3oBaTb

ansa  obecrnevyeHus OOCTYMHOCTM GecnpoBOAHbLIX JOKanbHbIX ceTer cTaHgapta 802.11 ansa MOOMMbHbIX

nonb3oBartenen UM n3yvyeHus NCNonb30BaHNs KaHanoB Ang onpeaeneHns UCTOYHMKOB Npobrem.

Tectep AirCheck G2 pabGotaetr B cetsax 802.11b/g/n/ax B uyacTtoTHOM pfuanasoHe 2,4 [Ty wn ceTtax

802.11a/n/ac/ax B yacToTHOM AguanasoHe 5 Tu. OH No3BOMSET NPOBOAUTL TECThI CrEeAYOLWNUX TUMNOB!

e OkpaHbl o6HapyxeHus ansa ceten (Networks), Touek goctyna (Access Points), knuenTtoB (Clients) u
nctouHukoB nomex (Interferers) otobpaxatot o6 0630p yCTPOMCTB, OBHapyXeHHbIX TecTepom AirCheck
G2 Ha ceTn.

e Ha akpaHax OBHapy>XeHUS MOXHO KOCHYTbCHA MMeEHW Nniobon ceTu unu yCcTpomcTBa, Y4Tobbl MPOCMOTPETb
nogpobHble CBeAEHUS O ero NOAKMIYEHMAX U USMEPEHHBIX NapameTpax.

e DOKpaH ucnonb3oBaHusa kaHanoB (Channels) gaeT BO3MOXHOCTb NOAPOOHO M3Yy4MTb UCMOMb30BAHME BCEX
KaHarnoB B Ballle CeTH.

o  ODyHkuma AirMapper™ nossonseTt cobupatb mamepenusi cetu Wi-Fi Ha ocHoBe MecTOMonoXxeHusa Ans
CO30aHusa TenmnoBbIX KapT KNIOYEBbIX MokasaTenen npousBoauTensHOCTM B obnadvHon cnyxbe Link-Live™
unu B npunoxeHun AirMagnet® Survey PRO.

o  ODyHKUMA aBTOMaTU4eckoro TectupoBaHusa AutoTest nosBonseT nonyy4nTe BCECTOPOHHUI 0630p kKadecTBa
ceasn Wi-Fi (Air Quality) n kadyecta cetu (Network Quality) B HacTosiLLlee BpeMs 1 B KOHKPETHOM MeCTe.

e TecT npoBogHoro coeauHeHusi Ethernet (Ethernet Test) no3sonseT namepaTb HanpskeHne POE n ckopocTb
COeQIMHEHMs, N MoKasbiBaeT, MOXET NN TecTep MOAKMYaTbhCs K CeTUM U 3ajaBaeMblM MNonb3oBaTenem
uensam.

o OyHkUMA onpegeneHua MectononoxeHus (Locate) nomoraeTr umandecks HaxoauTb TOYKM [OCTyNa,
KNMEHTOB N NCTOYHUKN NOMEX.

e TecTbl ceTeBoro poymwuHra (Roaming) n nokpbiTusi Todek fgoctyna (Range) nossonsiwT onpeaenutb
rpaHuLbl CETHU.

MopTtaTtueHbIn TecTtep AirCheck G2 pononHsoT obnavHasa cnyxba Link-Live n KOMMbIOTEPHOE MpUNOXeHue
AirCheck G2 Manager, obecneumBaroLe BO3MOXHOCTM YMNpaBfieHWsl, OpraHM3auun M LOKYMEHTMPOBaHMS
NCMONb30BaHUS TECTEPA U Pe3yNbTaToB TECTUPOBAHUS.

O6nayHasna cnyx6a Link-Live

O6nayHaga cnyxba Link-Live (Link-Live Cloud Service) — aTo GecnnatHas oHnawH-cMcTeMa ANna NpocMoTpa,
OTCNEXMNBaHMUSA 1 OpraHM3auumn pesyrnbTaToB ucnonb3oBaHusa Tectepa AirCheck G2, koTopblie nocne HacTponkm
aBToMaTu4eckn BbirpyxatoTcs B Link-Live. [na Havyana cosganTe y4YeTHYK 3anucb nosib3oBatens Ha Link-
Live.com.

Ob6patutecs k pasgeny «BeeaeHue B obnaynyto cnyx0y Link-Livey.

MpunoxeHune AirCheck G2 Manager

KomnbloTepHoe npunoxeHne AirCheck G2 Manager nossonsieT HacTpaMBaTb npodunu Tectepa, nepegasaTb,
COXPaHsATb, OPraHN30BbIBaTb pe3ynbTaTbl TECTUPOBAHUA U HOPMUPOBATL MO HUM OTHETLI, @ Takke OBHOBMATL
nporpammHoe obecneyeHune Tectepa AirCheck G2. Hanpumep, 4tobbl yBuaeTb U3MeHeHUsa Ha 6ecnpoBoHON
nioKanbHOWM ceTn 1 chopMMpOBaTb OTYETHI HAa OCHOBE AaHHbIX UCMbITAHWIA, MOXHO MCMOMb30BaTh NPUIIOXKEHNe
AirCheck G2 Manager ons cpaBHeEHUs1 UHpOPMaLIUM N3 pa3HbIX CEAaHCOB TECTUPOBAHUS.

3arpysute nporpammHoe obecneveHue AirCheck G2 Manager ua obnayHor cnyx6bl Link-Live no agpecy
https://Link-Live.com/downloads.

O6patuTech k pasgeny «Hauano pabotbl ¢ komnbloTepHbIM NpunoxeHnem AirCheck G2 Manager».

O6 aTom pykoBoacTBe

[daHHOoe pyKkOoBOACTBO MOMb30oBaTensi oOxBaTbiBaeT Bce yHKuum Tectepa AirCheck G2, Bknoyas
OONOnNHUTENbHbIE CBEAEHMS], HE ONUCaHHble BO BCTPOeHHOW CnpaBke UHCTPYMEHTA.
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[nsa nony4yeHna TEXHUYECKON NOAAEPXKKN Takke MOXHO 06paTutbcs Ha Beb-cant NetAlly.com/Support.

[ns no4yToBOW KOppPECNOHOEHLNN:

NetAlly
2075 Research Parkway, Suite 190, Colorado Springs, CO 80920

MHdopmaumsa no TexHuke 6e3onacHoCcTU

B Tabnuue 1 npmnBoaANTCA onnmcaHmne cMMBOJ1I0B ©e3onacHocCTH, ncnosb3dyemMblX Ha caMOM TecTepe N B JaHHOM
pykoBoACTBE.

Tabnuua 1. CumBonbl 6e3onacHoCcTU

I'Ipep,ynpe>|<,1:|,eHme nnn npegocTepexeHune: Puck noBpeXxaneHuna nnm paspyLieHuma 060py,EI,OBaHI/I$|
nnn nporpaMmmHoro obecneyeHus.

MpepynpexaeHne: ONacHOCTb NOPAXKEHUS ANEKTPUHECKMM TOKOM.

[aHHoe wnspenue cooTtBeTCcTBYeT TpeboBaHusam Kk mapkupoBke [upexktnBbl WEEE. HakneeHHas
3TUKeTKa YKasblBaeT Ha TO, YTO [JaHHOE SMeKTPU4eCcKoe/aNneKkTPOoHHOe usgenve 3anpellaeTcd
BblibpackiBaTb BMeCTE C ObITOBLIMU OTXO4aMM.

KaTeropus usgenus: B cooTBeTcTBUM C Tunamu obopyaoBaHus, ykasaHHbiMu B [MpunoxeHum | K
Oupektuse WEEE, naHHoe nspgenue knaccuduvumpyeTtcs kak npoaykt kateropum 9 «KOHTpornbHO-
nsmeputenoHble npubopbl». He BbibpacbiBaWTe 3TO M3genue BMeCTe C HeCOPTUMPOBAHHbLIMU
ObITOBLIMM OTXO4aMW.

1 D>

& MpepynpexaeHue &

Mepen vcnonb3oBaHMeEM AAHHOMO UHCTPYMeEHTa npoyvnTanTe BCo nHopMaLmio no 6esonacHoCTu.
BHuMaTENbHO NpouMTanTe BCE UHCTPYKLUN.

Mcnonb3yiTe AaHHbIN MHCTPYMEHT MO NPAMOMY Ha3HayeHuIo, Havye MoxXeT OblTb HapyLleHa obecneymBaemas
MM 3alluTa nonb3oBaTens.

Ona 3apagkn  akkymynatopHom 6GaTtapeu UMCnonb3ymTe TOMbKO aganTtepbl  NuUTaHus, ofobpeHHbie
npounssoguTenem.

He ncnonb3yiTe MHCTPYMEHT psaoM C B3PbIBOONACHbLIM ra3oM, UCNapeHnsIMU, a Takke BO BNaXHOW cpefe unu
CbIpOCTH.

lMepea vcnonb3oBaHMEM MHCTPYMEHTA OCMOTPUTE ero kopnyc. MwmTte TpewwmHbl UM oTBanmBLUMIRCS NacTuK.
BHUMaTENBHO OCMOTPUTE MU3OMALMIO BOKPYT KITEMM.

He ncnonb3yinTe MHCTPYMEHT CO CHATLIMM KPbILUKAMW UKW OTKPbITEIM KOpnycoM. [Mpu NnogknioveHnmn K
WCTOYHMKY aneKkTponutaHust POE MOXHO nonacTb nog, BO34ENCTBME OMAacHOro HanpsiXKeHusl.

AKkyMynaTopHble GaTapen copepxaT OnacHble XMMUYECKMe BeLLecTBa, KOTOpble MOryT Bbl3BaTb OXOrM Wnu
B3opBaTbCs. [1pn nonagjaHun XMMUYECKUX BELLECTB Ha KOXY NMpOMOWTE BOAOW M obpaTuTech 3a MeaMULMHCKON
NOMOLLbHO.

He 3ambikainTe HaKOPOTKO KITEMMbI aKKyMynsiTopHoOW G6aTapewm.

He pasbupante n He pa3buBanTe anemMeHTbl MUTaAHUA U akKyMynsTopHble 6aTtapeun. He gepxuTte ux OKono
WCTOYHMKOB Tenna n He BpocanTte B oroHb. CneguTe 3a Tem, 4ToObl HA HUX He nonagan NPsIMON COSNTHEYHbIN
cBerT.
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BHumaHue
Ecnun Heobxoouma BHELWHSS aHTEHHa, WUCMONb3yWTe TOSNbKO aHTEHHY, W3rOTOBMEHHYH CheuuanbHo — Ans
Tectepa AirCheck G2. C gpyrumMmn aHTEHHaMM MHCTPYMEHT MOXET paboTaTb HEMPaBUITbHO M MOXET HapyLllaTb
MECTHOE 3aKOHOAaTeNbCTBO.
Jloboe wucnonb3oBaHWe 3NEMEHTOB YMNPaBIiEHWS WM KOPPEKTUPOBKA paboTbl YCTPOMCTBA HE [AOMKHbI
HapyLaTb MeCTHOE 3aKOHOAAaTENbCTBO B OTHOLLEHMMN YCTPONCTB, M3Ny4YatoWmnx paamoBOHbI HA3KOW MOLLHOCTMW.
IMobble perynupoBKM WHCTPYMEHTa [OOMMKHbI BbINOMHATECA TEXHWYECKUM CNeumnanvcTtoM, UMEKLWUM OnbIT
o6cnyXnBaHWsa pagmMovacTOTHBIX YCTPONCTB.
He nbiTavTecb OTKPbITb YCTPOWCTBO WM 3aMEHUTb Kakue-rnmbo ero BHYTPEHHUE KOMMOHEHThI (MUKPOCXEMBI,
TpaH3MCTOpbl M T.4.). 3TO MOXET MNPMBECTU K HapyLIEeHWIO MECTHOrO 3aKoHo4aTemnbCTBa, a Takke K
aHHYNMPOBaHMWIO rapaHTUM Ha UHCTPYMEHT.
Wcnonb3oBaHve B nomewleHusax yctponcts U-NII, paboTatowmx B guanasoHax 5,25 — 5,35 My n 5,47 — 5,725
[MTu, 6e3 pagMonokaunoHHOro oGHapyXeHUs orpaHUYeHo.

KomMmnnekraumsi MHCTpyMeHTa

B komnnekt Tectepa AirCheck G2 BXOAST NpUHAOIEXHOCTW, YKasaHHble B cnucke Hwke. Ecnm yto-TO
MOBPEXAEHO UMM OTCYTCTBYET, 0bpaTmTech K npoaasLy.

AirCheck G2 ¢ BCTpOEHHOW akKyMynsaTopHOM GaTapeen

ApanTtep nepeMeHHOro Toka

Kabenb USB ansa noaknioyeHns Tectepa K nepcoHanbHOMY KOMMNbIOTEPY
Uexon ans nepeHocku

KpaTtkoe pykoBoACTBO nonb3oBaTens

[lokyMeHT 0 cooTBETCTBUM

3apsifaKka U CpoK Crny>Xbbl BCTPOEHHOMN aKKyMynsiTOpHOW 6aTapeun

lMepen nepBbIM MCNONB30BaHMEM TeCcTepa 3apshkanTe akkyMynsaTopHyto 6atapeto B TeyeHne Tpex 4Yacos. Korga
TecTep BbIKITHOYEH, akKymynsaTopHasa OaTtapes 3apshkaeTcss npubnuautenbHO ceMb 4acoB. OgHako BO Bpems
3apsAKN akKyMynsaTopHown 6atapeun TecTep MOXHO MCMONb30BaTh.

Ons 3apsgkn  akkymynsaTopHOW GaTtapeu nogkmniouute agantep MepeMeHHOro Toka K MNopTy 3apsaku,
nokasaHHOMY Ha pUCyHke 1.

Mpn 06bIYHOM NCNONB30BaHNM TECTEPA BPEMSA aBTOHOMHOW paboThl cocTaBnseT NnpuMmepHo 4,5 vaca.

MkoHka BaTapen B NMpaBOM BEpPXHEM Yriy 3KpaHa oTobpaxkaeT BEenuuYuHy OCTaBLUErocs 3apsiia BCTPOEHHOM
akkyMynsaTopHoun 6aTtapeu:

AkkymynaTopHas 6aTapes 3apskeHa NOMHOCTbIO UMM NOYTU NOMHOCTLIO.
'| Huskun octaBLUMnCS 3apsa akkyMynaTtopHon 6aTtapen. [Ana 3apsaaku akkymynsatopa NoAKnounTe
: ajanTtep nepemMeHHOro Toka K mopTy Ha TecTepe u ybeautech, 4YTo TecTep npogoskaeT pabortaTs.
E Agantep nepeMeHHOro Toka NOAKIIOYEH K MOPTY 3apsiAku Ha TecTepe.

MPUMEYAHUE: AxkkymynsaTopHas 6atapes He OydeT 3apskaTbCH, eCniv BHYTPEHHSS Temnepatypa TecTtepa
npesbiwaeT 50°C.
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2. PYHKUMOHAIBbHbIE 3NNIEMEHTbI TECTEPA AIRCHECK G2

2amMoK
Kensington
Pasbem =
BHellHel |" f'}t "
AHTEHHEI ' | |
MopT USB 3 1o |
Mopt Ethernet RJ-4510pT Micro USB ?’—J |' = "j
10/100/1000 Mbwut/c r i
| Mopt USB 1 [epxaTent
BHELUHEeR
rl J CeHCopHLIR Ty
7| aKpaH a fJ
-
KHorka | | &=
MHOMKATOP |
NMUTAHWA NopT
3apAnku

PucyHok 1. BHewHuin Bug n komnoHeHThbl Tectepa AirCheck G2

KHonka nutanus: No3BonseT BKNoYaTb UK BbIKOYaTb TecTep.

o Korga TeCTep BbIKITHOYEH, HAXMUTE 3Ty KHOMKY AOJ14 €ro BKIK4YeHus.

o Korga TeCTep BKIMHOYEH, HAXXMUTE 3TY KHOMKY Ha OOHY CeKyHAay 4TOObI €ro BbIKMOYNTb.

o [Ina «KecTKoroy» Bblko4eHUs1 6€3 OTKNIOYEHNS nporpaMmmMmHoro obecneyeHns HaXKMNTE Ha YeTblpe CeKyHAObl.

CeeToamoaHbIn WHONKaTOP NUTaHNUA TOpUT 3erieHbIM LIBETOM, Koraa TecTtep BKIHOYEeH, M KpaCHbIM LIBETOM, KOorga
3apsAXKaeTCA akKyMynAaTopHas 6aTape;|, HO CaM TeCTep BbIKITHO4YEH.
Kak Tonbko AKKYyMYnATOPHAaA 6aTape;| NOJIHOCTbLIO 3apAanTCA, CBETOANOAHbLIN MHOWUKaTOP NnoracHeT.

MopT 3apsagku: MNMpegHasHaveH AN NogKNYeHs agantepa NepeMeHHoro Toka ans 3apsaku BCTPOEHHON
akkyMynsaTopHoun 6aTapeun Tectepa.

BHelwHasa aHTeHHa: NMprnobpeTaeTcsa oTAENbHO.

MopTt USB 1: Tok 500mA (nto6oe nogaepxmnsaemoe nepudepuinHoe yctponctso USB)

Mopt Micro USB 2: [ina obmeHa uHpopmaumen ¢ npunoxeHmnem AirCheck G2 Manager no kabento USB ¢
pa3bemamu Micro n Tnna B.

Mopt USB 3: Tok 200 MA, Hanpumep, Ang dneL-Hakonutenemn m T.n.
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3. TMABHbIW 3KPAH TECTEPA AIRCHECK G2

Tectep AirCheck G2 nmeeTt NosHOLBETHLIN CEHCOPHbIN
aKpaH. KOMMOHEHTbl ¥ OYHKUMX [NaBHOMO aKpaHa

xi-,: OMUCBIBAOTCS HUXKE!
& (1) Wms npodunsa: OtobpaxaeTcs umsa npoduns,
{j‘- L Networks (32) B:-:' KOTOpbIA TECTEp MCMONb3YeT B AaHHbIA MOMEHT. Ecnin
s [l W 4 elwe He Obln co3gaH Monb3oBaTENbCKUA NPOdUb,
- Oynetr wmcnomnb3oBaTbCcA  NPOMUb MO YMOMYaHUIO
r:'"- L] L]
L3 —Channels ||I| (Default). Ecnn ¢ MOMeHTa 3arpyskul WM COXpaHeHUs
o T HacTponka npodunst Ha Tectepe Oblna M3MEHeEHa, B
QJ'——Q{CESE Points (41) b Ha3BaHuM byneT 3Be3fouka (*).
(Tt Clients (11) |"‘ MPUMEYAHWNE: YT06bl OTKPBLITL 3KpaH  Profiles
e b (Mpodomnu), KocHUTECHL MMEHM Npoduns Ha aKkpaHe. Ha
~ akpaHe Profiles MOXHO coxpaHATb, YynpaBnsATh,
(& )——Interferers (1) '@ 3arpyxaTb M BbIrpyXaTb CBOW Npodunu B oBnauHyto

. s e cnyx0y Link-Live. ObpaTtuTech k pasgeny
(o ——AutoTest \,/ «Mcnonb3oBaHne npocdovnen  ons ynpaeneHus
- - — — HaCcTpomKaMu N Y4eTHbIMWU JaHHBbIMU 6€30NacHOCTMY.

(2) WHankaTop kaHana. lMokasbiBaeT

A
-/ ckaHupyeMmblii Tectepom AirCheck G2 kavan Wi-Fi B
ﬂ pexuMe pearnsHOro BpeMeHMU.

(10)——AirMapper™

(11— —Ethernet Test

(3) :: MHaoukaTop 3apsga  akkyMynsiTOpHOW
Hatapewm BM3yarbHO oTobpaxaeT BENUYMHY
(12 (13) 14 ocCTaBLLerocs 3apsaa.

PucyHok 2. MnaBHbIn akpaH Tectepa AirCheck G2

(4) Networks (#) Oq. (CeTtn): MNosBonseT obHapyxuTb GecnpoBodHbIE fOKanbHble CETU U OTOBpaxaeT B
ckobkax KonmyecTBo OBHapyeHHbIX ceTel. [Ind npocmoTtpa cnucka obHapyXeHHbIX ceTel Ha OTAEeSbHOM
3KpaHe KocHUTeCh aTon cTpokun. ObpaTutecs k pasgeny «ObHapyXeHne ceTen 1 To4YeK 4OCTynay.

I.il

(5) Channels Il I (Kananbl): OTtobpaxaetcs ucnonb3oBaHue kaHanoB WLAN. KocHuTecb OaHHOW CTPOKM,
yTObObI MEpenTn Ha 3kpaH ucnonb3oBaHusa kaHana (Channel Utilization). O6patuTtech k pasgeny «[lpocmoTtp
MCMONb30BaHNS KaHanay.
(6) Access Points (#) Hl (Touykn pocTyna): NMo3ssonseT obHapyxuUTb TOYKM AOCTYNa U oTobpaxaeT nx
konunyectBo. KocHuTech, 4TOObl MPOCMOTPETL CNNCOK OOHapYXeHHbIX Tovek gocTyna. ObpaTutech K pasaeny
«OBHapyxeHue ceTen 1 To4ek JocTynay.

(7) Clients (#) |j (KnueHTbl): MNo3sonsdeT obHapyxuUTb CBA3AHHbLIX U HECBA3AHHLIX (Hanpumep, TECTOBbLIX)
KMMEHTOB U oTobpakaeT ux Konm4ecTBo. KocHUTECh, YTOBblI MPOCMOTPETL CMMCOK OBHAPYXEHHbIX KIMEHTOB.
O6patutech k pasgeny «OBHapy>xeHUe KNMeHTOBY.

(8) Interferers (#) @ (McToynnkn nomex): MNo3BonsieT 00HapyXWUTb YCTPOWCTBA, ABNSAOLLMECS
NOTEHLMaNbHbIMU  UCTOYHUKaMM nomex. KocHuTecb, 4TOObI MepernTu Ha 3KpaH CO CIUCKOM COObITUN,
npusogawmnx k nossneHuto nomex (Interferer Events). O6patuteck k pasgeny «OB6HapyXeHne MCTOYHWUKOB
noMex».

(9) AutoTest \/ (ABTOMaTu4yeckoe TecTupoBaHue): [Mo3BonsgeT aBToMaTUYeCKn NPOBEPUTL COCTOSHME CETH,
M3MEPUB Ka4eCTBO CBA3WM (UCMOMb3OBaHWE KaHaroB W MNOMEXW) M HACTpOeHHble ceTu. YTtobbl HadvaTb
aBTOMaTU4YecKoe TeCcTUpoBaHMe N OTKPbITb 3KkpaH AutoTest, kocHUTech aTon cTpoku. ObpaTuTecs K pasgeny
«Mcnonb3oBaHue dpyHKkuun AutoTest AnNg AMarHOCTUKN COCTOSIHUS CETU».
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(10) AirMapper ;gﬂaHHaﬂ dyHKUuMA cobupaeT uamepeHua cetm Wi-Fi Ha ocHoBe mecTononoxeHuss Ang
cOo3[aHus TENMNOBbLIX KapT Kro4YeBbIX MokasaTenen npousBoauTenbHOCTU B obnayHow cnyxbe Link-Live wnnn
npunoxeHun AirMagnet Survey PRO. Ob6patutech k pasgeny «[poBeaeHne obcnenoBaHusa nnowiagky c
nomoLLbio yHkumn AirMapper».
nnn
(11) Ethernet Test (Tectnposanue Ethernet): JaHHasa cdyHKUMA 3anyckaeT TECTUPOBaHWE NPOBOLHOW
cetn no kaHanam 10/100/1000 M6uTt/c n npoepsieT nutaHne vepes Ethernet (PoE). KocHuTech aTon CTpoku,
yTobbl HavaTb TecT Ethernet n oTkpbiTh 3kpaH Ethernet Test. O6paTtutecsk k pasgeny «TectupoBaHue Ethernet
ONs TpaH3uTa B TOYKE AOCTynay.

(12)L==8 (O6HOBUTL): Mo3BONSIET Y6pPaTh TEKYLLUME pe3ynbTaThbl ¥ Nepe3anycTuTb NPOLECC OBHapYKeHWSI.
BHumaHune

HaxaTtne KHonkm npmBoauT K CTUPaHUNO BCEX HECOXPAHEHHbIX pe3ynbTaToB TECTUPOBAHUA.

(13)LLE (CoxpaHuTb): Mo3BonseT coxpaHuTb peaynbTaTbl TEKYLLEro oGHapyXeHusl 1 TeCTUPOBaHNSA B daiine
ceaHca. Obpatutech Kk pasgeny «CoxpaHeHune dannoB CEaHCOB 1 3aXBaTOB NaKETOBY.

(14)[‘] (HacTporikn): INo3BonsieT oTKpbITb 3KpaH yrnpaBneHnsa HacTporkammu n dpainammn. ObpaTtntech K
pasgeny «Bce HacTponkn Tectepa AirCheck G2».

(15) {1 (CnpaBka): KocHUTECb 3TOM MKOHKM, YTOBbI OTKPbITL COOTBETCTBYIOLLMIA TEKYLLEMY SKpaHy pasgen
CnpaBKu.

[ns coxpaHeHus CHUMKa 3KpaHa yaepXuBanTe nanew Ha MKOHKe B TeYeHWe OJHOW CeKyHAbl. 3TO MO3BONMT
COXPaHUTb U300paxkeHne TekyLLero akpaHa BO BHYTPEHHeW namaTu Tectepa. Npy coxpaHeHuM CHUMKa aKpaHa
TecTep nogacT oauH 3BykoBon curHan. ObpaTtutecs k pasgeny «CoxpaHeHue hainoB CHUMKOB 3KpaHa».

MpumevaHne
A Haxxumante gaHHyo KHOMKY, YTobbl BEPHYTLCS Ha rMaBHbIN 3KpaH ¢ Niboro Apyroro skpaHa
LA TecTtepa AirCheck G2.

HaxxmmaiTe AaHHy0 KHOMKY, YTO6bl BEPHYTLCS Ha NpeablayLumii 3kpaH ¢ noboro akpaHa, kpome
rMaBHOTO.

4. OBHAPYXXEHUE CETEMU [<. N TOYEK OOCTYNA H

Cnmncok Networks (Cetn) u cnimcok Access Points (Toukmn goctyna) 3anonHstoTcs ngeHtndpukaropamm SSID un
TO4YKaMu gocTyna, obHapyxeHHbIMu TecTepoM AirCheck G2 B mecTe NpoBeaeHUsi MPOBEPKM.

1 Ha rnasHom akpaHe Bbibepute Networks (Cetn) unu Access Points (Touku goctyna). Tectep nokaxeT CiMCcoK
ceTel (PUCYHOK 3) UNn CMUCOK TOYEK JOCTyNa (PUCYHOK 7).

2 [Ins npocmoTpa CBEAEHUIN O CETU UMW TOYKE AOCTYMNa KOCHUTECH COOTBETCTBYIOLLEN CTPOKM B CNUCKE, YTOObI
oTkpbITb 3KkpaH Network Details (CBegeHus o cetn) unu AP Details (CBegeHus o Touke goctyna).

MPUMEYAHNA:
e [lo ymon4yaHuto TecTep yrnaBnuBaeT OecrnpoBoOAHble CUrHarbl B guManasoHax yactoT 2,4 Ty (b/g/n/ax) n 5

IMu (a/n/ac/ax). Ona nameHeHUsa HaCTPOWKKM 3TOro napamMmeTpa Ha rnaBHOM dKpaHe Bbibepute [‘] Settings
(HacTtporikn) > 802.11 Settings (HacTtpowiku 802.11) > Bands (HacToTHble AnanasoHbl).

o C KaxabIM LMKIoM ckaHnpoBaHus akpaHbl Networks (CeTtun) n Access Points (Toukn goctyna) o6HOBNSATCSA
aBTOMaTUYECKMU.

e Ecnu ceTb (Mnn Touka OOCTyna) HaxoauTca B npepenax pgocdraemoctin, SSID oToGpakaeTcs YepHbIM
LWpMUdTOM.

e [lo ymonuaHunio hoH CTPOKM YCTPOMCTBA CTAHOBMTCA CepbiM, ecnu ceTb | PY_MERU
UNN yCTPOWCTBO He Obinin OBHapyXeHbl B Te4YeHUe MOCNedHUX YeTbipex M a
CKaHVPOBaHWUM UIK Tenepb HaxoasaTCs BHE JOCAraeMOCTH.

1 SNR:
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e [InA v3amMeHeHMs HaCTPOWKM 3TOro0 NapameTpa Ha rfMaBHOM 3kpaHe BbibepuTe E Settings (Hactponku) >
802.11 Settings (HacTtporkn 802.11) > Inaudible Devices (Hecnbiwmmbie ycTponcTaa).

e Ecnun nmsa cetn otobpaxaetcs kak [Hidden] (CkpbiToe), ceTb He nepeaaeT ceon ngeHTudmkatop SSID.

o EcnunpeHtndukatop SSID oTobpaxkaeTcs B kBagpaTHbLIX CKOOKax, 3HAYMT, TECTEP OOHAPYXXUI CKPLITBIN
SSID B naketax ot Apyrux 6ecnpoBOAHbIX KITUEHTOB.

e LlBeTHble nonockl, oTobpaxatoLLime CoOCToAHME nnn 3HavyeHne molHocTu (Signal Strength) n yposHsa (Signal
Level) curiana, wyma (Noise) n oTHoweHue curHan-wyM (SNR), ynpaBnstoTcs ¢ MOMOLLbIO MOPOroBbIX

3HaYeHW, KOTOpble MOXHO HacTpouUTb B MEHI0 E Settings (Hactponku). Obpatutech Kk pasgeny

«HacTpoiika NoporoBbix 3HAYEHWUIN TECTUPOBAHUSAY.

JkpaH cnucka ceten (Networks)

NE .-"E‘x \RDS
'/--\'. I"‘-\_/. . l(-_\\'
(B)}— & =1 SHR: 47 08— 9 )
- [Hidden - Netgea: 14:b0:09]
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Ruckus 2g
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b [ =1 SNR: 39 dB
EianMDﬂ_WPuunlv
o ShR. 38dB
[Hidden]

|

9 a3

A

PucyHok 3. QkpaH cnuncka ceten (Networks)

Ha akpaHe cnucka ceten Networks npepncrtaBsneHbl Te
cetn Wi-Fi, kotopble Tectep AirCheck G2 obHapyxun B
BaweM OKpyxeHun. CeTn wugeHTuduumpyroTca Mo
SSID.

(1) Networks (#) (Cetn): B 3aronoBke 3KkpaHa
oTobpaXkaeTcs KONMMYECTBO CeTelr, OBOHapy>KeHHbIX
TECTEepPOM.

(2) Sort (CoptupoBka (none Bbibopa napameTpoB)): B
3TOM none oTobpaxaeTca napameTp COPTUPOBKMY,
KOTOPbIN NPUMEHSETCH B AaHHbIN MOMEHT. Ha pucyHke
3 nMpumMeHeH napameTp COPTUPOBKM MO MOLLHOCTM
curHana (Signal  Strength). 3710 3HayeHne no
YMOMYaHuIo.

[ns nameHeHns nocrnegoBaTeNbHOCTU CeTel B CMMCKe
kKocHutecb nonsa Sort: (CopTupoBka). 3HadeHue, no
KOTOPOMY COpPTMpYeTCH CNuUCoK, oTobpaxaetcsa And
Kaxkgon cetu. Hanpumep, B criyyae nameHeHus Ha Sort:
Client Count (CopTupoBaTb NoO KONMYECTBY KITMEHTOB),
akpaH cnucka cetenn Networks Oyper oTobpaxartb
KONMMYECTBO MOAKMYEHHBIX K KaXOOW CeTW KIMEeHTOB
(Clients) (cmoTpuTe puCyHOK 5) BMECTO OTHOLUEHUS
curHan-wym (SNR), kak nokasaHo Ha pUcyHke 3.

(3) KHonka (Mopsigok copTMPOBKK): ITU CTPENKU
NO3BOMNSAT NepeknoyaTh NocrnefoBaTensHOCTb Crncka
C BO3pacTaHus Ha ybbiBaHne 1 HAa0bopoT.
(4) SSID: Service Set Identifier (WpeHTudukatop
Habopa ycnyr). msa 6ecnpoBoaHoOM ceTu.

(5) McTorpamma molHocTy curHana JiEl: YpoBeHb curHana B ABM OT NOAKMIOYEHHOI K CeTV TOYKM JOCTyna C

CaMbIM CUJIbHbIM CUFHASIOM.
(6) CocTosiHMe Ge3onacHOCTU CeTu:

KpacHbI OTKPbIThIN 3aMOK r-h : BesonacHOCTb ceTu He BKoYeHa.

o

YKenTbin 3aKpbIThI 3aMOK - : OfHa UITM HECKOJTbKO TOYEK JOCTYNa MCMNOonb3yT NnpoTokon 6esonacHoctn WEP
unu Cisco LEAP. BesonacHOCTb HWXe, YeM NPU UCMONb30BaHUN OPYTrUX NPOTOKOIIOB.

3eneHbIN 3aKpbIThii 3aMOK E Bce ToukM fOCTyna MCnonb3yT NPOTOKOMblI 6€30MacHOCTH, KOTOPbIe UMEIoT
Bonee BbICOKMI YpoBeHb BesonacHocTu, yem WEP, Hanpumep, WPA unn WPA2.

Cepbili 3aKpbITbIA 3aMOK

I Touku gocTyna B TOM CETM MUCMOSb3YHT HECKOMBKO MPOTOKOOB 6E30MacHOCTH.

(7) Access Points # (KonnyecTtBo Touek goctyna): lNokasaHHOe psAoOM C JAHHOW MKOHKOW 3Ha4YeHne
oTOGpaxaeT KONMYEeCTBO TOYEK AOCTYMNa B TEKYLLEM OKPY>KEHUMN.
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(8) KHomka Filter (®unbtp): KocHutecb 3TOro nond, 4tobbl go06aBuTb UNBTP AN onpeneneHHbIX
XapaKTepucTuk ceTu, Hanpumep, nocnegosatenbHocTM SSID, MUHMMAaNbLHOMW MOLLHOCTM CUrHamna unu Tuna
ctaHgapTta 802.11.

MPUMEYAHUE: OgHOBPEMEHHO MOXHO YCTaHOBWUTb TONbkKO oAauH bunbTp. lNMocne Beibopa unbTpa cHoBa
OoTKpoeTcs akpaH cnucka ceTtent (Networks). HassaHue akpaHa nsmenutca Ha Networks (X of Y) (Cetn (X us Y)),
roe

X = KONU4ecTBO OTPUILTPOBAHHbLIX CETEN, U

Y = obuyee KonnmyecTBo 0OHaPY>KEHHbIX CETEN.

- OTa nKkoHKa oTobpaxaeTcsl cnpasa OT akTUBHOMO hunbTpa. KocHutech ee, 4Tobbl yaanuTe unbTp.

_ . 2
Onsa nonyyeHunsa 6onee noapobHoOM MHOPMaLUKN O KaxXaoM ONUMM HAXMUTE KHOMKY (Cnpagka) Ha akpaHe
Filter Networks By: (®PunbtpoBaTtb ceTu no).

(9) SNR: OTHOLWeEHMEe curHan-wyM, nokasbiBaeT MOLHOCTb CUrHama OTHOCUTENbHO LwwymoB. OTHOWeHWe
nsmepsietcs B geumbenax (ab).

MPUMEYAHUE: [Ina ceten otobpaxaetcs 3HavyeHne SNR camon cunbHOM TOYKM A0CTyna B CETU.

3HayeHne B [daHHOM Mofie M3MEHSIeTCA B 3aBMCMMOCTM OT BbIOpaHHOM B HacTosiee BPeMsi HaCcTPOMKM
napametpa Sort (CopTupoBka). Hanpumep, ecnu cnvcok oTcopTupoBaH no konudectsy knueHToB (Client
Count), B 3TOM MecCTe Ha 3KpaHe MOSIBMSIETCS KONMYECTBO MOAKMYEHHBIX K CETU KITMEHTOB (Kak nmokasaHo Ha
pUCYHKe 5).

Ha askpaHe Networks (CeTtn) B aTOM MecTe Takke MoxXeT otobpaxaTtb Tmun 802.11 (802.11 Type), 4acTOTHLIN
ananasoH (Band) unu Bpems ¢ MomeHTa nocnegHero obHapyxeHusi cetu (Last Seen).

(10)L==4 (O6HOoBUTL): KacanTech aToi MKOHKM, 4TOGLI yGpaTh TeKyLlue pesynbTaThbl U nepesanycTuTb NPoLece
TeKyLlero ooHapyXxeHus.

BHumaHue

Haxxatne KHomku (OBHOBUTL) CTUPaET BCE HECOXPAHEHHbIE pe3yrbTaTbl TECTUPOBAHNS.

(11)k (CoxpaHuTb): KocHUTECb 3TOW KHOMKW ANS COXPaHeHUs1 pesynbTaToB TeKyLero obHapyXeHus u
TecTMpoBaHusi, cobpaHHbIX nocne nocnegHero obHoereHua Tectepa AirCheck G2, B danne ceaHca.
O6patutechb k pasgeny «CoxpaHeHue haiirioB CeaHCOB U 3aXBaTOB MAKETOBY.

Kak uckamb cemu ¢ npou3eosibHOU cmpyKmypou

Ha akpaHe cniucka ceten Networks Hangute cetun ¢ 0 onis Touek JocTyrna U ogHUM Unu bonee KrnMeHTamu. 3To
MOryT BbITb ceTu ¢ NpounsBonbHon cTpykTypon (Ad-Hoc Networks).

hpsetup
71 h =0 SNR: 14 dB
PucyHok 4. BoaMoxHas ceTb C NPOV3BOMbHOM CTPYKTYPOK

Ons obneryeHns noucka otcoptupymnte (Sort) cnucok ceten (Networks) no konuyectsy knueHtoB (Client
Count). 3To no3BONUT YBWAETbL HA SKPAHE CMMCKa KONMWYECTBO MOAKIMOYEHHbIX KIMEHTOB ANS Kaxaow
obHapyxeHHon ceTn. Ha pucyHke 5 nokasaH cnmcok ceTten Networks, OTCOPTMPOBaHHbLIN MO KONMYECTBY
knueHToB (Client Count):

Ctp. 14 u3 107

© NetAlly AfanTMpoBaHHbIV NepeBof Ha pycckuii A3blk - komnanus UMATR. KonvpoBaHue n nHoe BocrnpoussegeHue niobbim cnocobom
© UMAT, 2021 [aHHOro AoKyMeHTa 1 ero yactel 6e3 paspellenns UMAT 3anpeluerbl. Komnadum NetAlly u UMAT ocTtaBnsitoT 3a cobor
npaeo 6e3 yBeJOMIEHNS BHOCUTb M3MEHEHUS B OMNMCaHWNE NPOAYKTOB.



4 ] Networks (61)

Eﬂlent Lot
DanaherTM
.52 ﬂ T Clients: 13

Cisco4400
45 H o8 Clients: &

REWIFI3
=70 ﬁ g | Clients: 5

AuthorizedGuest
57 - 14 Clients: 2

EZWIiFi

PucyHok 5. CeTu, oTcopTnpoBaHHble no konun4vecTty knmeHToB (Client Count)

AkpaH cBeaeHun o cetu (Network Details)

Default i BT 2
< | ciscoQaTest O

APs 4‘

Signal Strength EHH |

Signal Level -68 dBm IF0

Moise Level -93 dBm |

SNR 25 dB

Security WPAZ i

B0OZ2.11 Types 2090 i

Clients D“

Band 2.4, 5 GHz

Channels 1,6,36,161

Last Seen 1 second ago

T

KocHuTecb nobon CTpoku cetu Ha akpaHe cnucka ceten Networks
(pncyHok 3), 4Tobbl oTKpbITL akpaH Network Details (CBepenus o
cetn).

TpeyronbHuK I npaBoM BEPXHEM Yriy Noss nokasbiBaeT, YTo
HakaTue Ha 3TO rMore Mo3BOoNAeT MeperT Ha HOBbIA 3KPaH.
CeHcopHble YHKLMN PasbACHATCS HUXKeE:

Screen Title (3aronoBok akpaHa): WpeHtucukatop SSID
oTobpaxkaemomn ceTu.
APs: KonuyecTtBo Touek JOCTyna, OGHapyXeHHbIX Ha 3TOW ceTu B

BaLUeM OKPYXEHUW. ‘ KocHuTecb aTon CTPOKK, YTOObI OTKPbITh
3KpaH co crnmckoM Todek goctyna (Access Points),
OTUNBTPOBAHHBLIM ANSA BbIGpPaHHOW CETU.

Signal Strength (MowHocTb curHana): MoLHOCTb curHana camomn
CUMNBbHOWM TOYKW JOCTYMNa Ha CeTu.

Signal Level (YpoBeHb curHana): YpoBeHb curHana B gbm ot
CamoW CUNbHOW TOYKM JOCTYyNa.

Noise Level (YpoBeHb wyma): YpoBeHb wWyma B obm B AaHHOM
OKPY>KEHUU.

SNR: OTHoweHne curHan-wym, nokasbiBaeT MOLLHOCTb CurHana
OTHOocuTenbHO wWymMoB. OTobOpaaeT KayecTBO curHana pgJnis
HadeXHOro nogkrnoveHne knueHta. OTHOWeEHME M3MepsdeTcs B
peuunbenax (ob).

PVIC)-/HOK 6. OkpaH cse}:l,eHvM C;-CeTVI (Network Details)

CocTosiHMe 6e3onacHoOCTU CeTHU:

KpacHbI OTKPbIThIN 3aMOK r-h : BesonacHOCTb ceTu He BKMoYeHa.

A

YKenTbil 3aKpbIThI 3aMOK - : OfHa UIM HECKOITbKO TOYEK JOCTYNa UCMOoMb3yT npoTokon 6esonacHoctn WEP
unu Cisco LEAP. Be3onacHOCTb HWXe, YeM Npu UCNONb30BaHUN APYrMX NPOTOKOIIOB.

3eneHblii 3aKpbIThIA 3aMOK E: Bce ToukM goctyna Mcnosb3yT NPoToKoNbl 6€30MacHOCTH, KOTOPbIE UMEIT
bornee BbICOKMI YpoBeHb 6e3onacHocTu, yem WEP, Hanpumep, WPA unn WPA2.

Cepblit 3aKpbIThI 3aMOK '“ : TOUKM AOCTYNa B 3TOI CETU UCMOMb3YIOT HECKOMBKO MPOTOKOMOB 6€30MacHOCTH.
802.11 Types (Tunbl 802.11): CtaHgapTbl 802.11, ucnonb3yemble TOYKamMu JOCTyNaHa CeTu:

9’ 802.11a: Ncnonb3yeTcs ananasoH 5 [Ty,
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B’ 802.11b: Ncnonb3yeTcs agnanasoH 2,4 My,
9 802.1 1g: cnonb3yeTtca gnanasoH 2,4 Ty,
ﬁl 802.11n: MoxeT ncnonb3oBartbcd B AnanasoHe 2,4 Mu nnn 5 IMw.

ac 802.11ac: UcnonbayeTtca ananasoH 5 [Ty,
m 802.11ax: MoxeT ncnonb3oBatbcs B AnanasoHe 2,4 My unun 5 IMwu.

Clients (KnueHTbl): KonnyecTtBo knueHtoB Wi-Fi, 06Hapy>eHHbIX Ha ceTw. ‘ KocHuTecb 3TOM CTPOKMU, YTOObI
oTKpbITb 3KpaH Clients (KnveHTbl), Ha KOTOPOM MokasaHbl BCE KIMEHTbI, OTUNBbTPOBAHHLIE A1 BbIOpaHHOWM

ceTn.
Band (YacToTHbI AnanasoH): [lnanasoH pagno4vactoT, ucnonb3yembin ceToto: 2,4 My, 5 'y, unu oba.

Channels (KaHanbl): Ucnonbsyemble ceTbto kaHanbl Wi-Fi.

MPUMEYAHUA:

o [Ina kananos 20 MIMu: Homep kaHana.

e [Ina kananos 40, 80 n 160 MI'u: Homep nepBuYHOro kaHana.

e [Ins Heckonbkux kaHanoB: Bce Homepa kaHanoB, ecriv NO3BOMSIET NPOCTPAHCTBO (eCnu He XBaTaeT MecCTa,
B KOHLe ByAeT yKasaHo «...»).

Last Seen ([NocneaHee o6HapyxeHue): Bpems, npowealiee ¢ MOMeHTa 0BHapyXeHus nocrnefHero nakerta us

BbIOpaHHOM ceTun.
Connect (MogkntounTtbes): KocHUTeCh 3TOM KHOMKM, 4TOObI nogkntountbes k cetm Wi-Fi u 3anyctutb Tect

Connection (CoeguHeHne). ObpaTtutech k pasgeny «3anyck Tecta Connect to Network (Mogkntountcs k ceTtu)
unu Connect to AP (MogkntounTcs K TOUKe gocTyna)».

JKpaH cnucka To4vek goctyna (Access Points)

UToObl OTKpPbITb CMMCOK OOHapyXeHHbIX TOYeK JocTyna, kocHuTech Access Points (Toukn goctyna) Ha rnmaBHOM
3KpaHe.

MPUMEYAHWA: Ecnu B meHio0 [‘] Settings (HacTponku) BkntoYeHbl rpynnoBble BUPTYarnbHbIE TOYKM A4OcTyna
(Group Virtual APs):

e BupTyanbHble To4ku JocTyna rpynnupyroTcs no

a. ipentndpukatopam BSSID, y koTOpbIX coBnagatoT mnaglime yeToipe buta.

a. Toukm gocTtyna ¢ o4HMM MMEHEM Masika U B OOHOM JuanasoHe, He3aBMCUMO OT naeHTudgukartopa BSSID.

e B cnncke Touvek goctyna (Access Points) oTobpaxatoTcs nHanBmayanbHble usnyeckne To4Ku ocTyna.
e Ecnu ans napameTpa rpynnupoBaHus TOYEK 4OCTyna ycTaHoBMNEeHo 3HadyeHne Off (BbiknioveHo), kaxxaas
BMpTyanbHasd To4ka 4OCTyna oTobpaxkaeTcsi Kak oTAenbHas To4Yka gocTyna.
e Touku goctyna, nogaepxuBatrolime oba YacTOTHbIX AnanasoHa, NoKa3aHbl Kak ABe OTAENbHbIE TOYKU
[0CTyna, HE3aBNCUMO OT HACTPOWMKM rpynnMpoBaHnst TOYEK JOCTyna.

O6patutechb k pasgeny «802.11 Settings (HacTtpowikn 802.11)».
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{?'1 Ha akpaHe cnucka Toudek goctyna (Access Points)
L oTOGpaxatTca BCe TOYKM AOCTyna, obHapy>XeHHble
Wiest Campus & 3 TectepoMm AirCheck G2.

< | ACCESS Points (4%

L

sm-- _ (1) Access Points (#) (KonuuecTtBo Toyek goctyna):
R e (8) | KommuectBo Touek pocTyna,  OGHApyXEHHbIX

(4 - TecTepom.
3 B swR: 50dB  Channer: 1 2 (2) Sort (CoptupoBka (none Bbibopa napameTpoB)):
B aTom none otobpaxaeTca napameTp COPTUPOBKY,
iy [N | thr:2h:H7:af KOTOPbIN NPUMEHSeTCA B [aHHbIn MOMeHT. Ha
-{%_E:)——H @;‘ SHR: 50dB  Channel: 1 pUCyHKe 7 TMpUMMEHeH napamMeTp COPTUPOBKU MO
v Belkin:75:01:6d - MOLLHOCTK curHana (Signal Strength). 3To 3HaueHne
(7 )—————5HR; 50d8  Channel: 2 (g) | MO ymonHaHmio.
L, 24| N M3MeHeHus  nocrenoBaTenbHOCTM  Touek
™ AzusTk:a8:08:e8 joctyna B CAMCKe  KOcHUTecb  nons  Sort
#1 H snr: a7dB  Channel: 11 (CopTupoBka). 3HaueHue, No KOTOPOMY CoOpTUpYyeTCH

CMMCOK, OTOBpaXaeTcs ANsS KaKOAOW TOYKM nocrtyna.

=
(10— s 1 &0
e REgeani A-Hou Hanpumep, ecnu B crnyyae u3MeHeHus Ha Sort:

e 1t Client Count (CoptupoBaTb NO  KONMYECTBY
uContr: 2b:87:a0 KIMEHTOB), 9KpaH cnmMcka Todek goctyna (Access
45 H sk aadB  Channel: 40 Points) oypet oTobpaxaTb KOINMYecTBO

= MOOKIMIOYEHHBIX K KaXOoW Touke A0CTyna KIMeHTOB
‘f‘!’“b‘“:n:ﬂg”‘“ (Clients) (cMOTpUTE PUCYHOK 7).

46 [ SNR: 43dB  Channel: 1 S

(3) KHonka 4 (Mopsimok copTUPOBKU): ITK
CTpenku Nno3BOMSOT nepeknoyaTh
nocnegoBaTenbHOCTL ChUCKA C BO3pacTaHusl Ha
yObIBaHue n HaobopoT.

; (4) BSSID: Basic Service Set Identifier
ﬁ_j‘l Qg} (MWoeHTudmkatop Habopa 6Gasosbix ycnyr). MAC-
agpec ToYkM AgocTyna.

Ruckus:03:fe:c8

PucyHok 7. Cnucok Tovek goctyna (Access Points).

(5) M'mcTorpamma MOLLHOCTU curHana il - YpoBeHb curHana Touku goctyna B Abm.
(6) CocTosiHME Be3onacHOCTN TOYKM AOCTyna:

KpacHbI OTKPbIThIN 3aMOK r-h : BesonacHOCTb ceTu He BKoYeHa.

;]
KenTbl 3aKpbIThii 3aMOK - : OfiHa UM HECKOSbKO TOYEK JOCTYNa MCNonb3yoT npoTtokon 6e3onacHoctn WEP
unu Cisco LEAP. Be3onacHOCTb HWXe, YeM Npu UCNONb30BaHUN APYrMX NPOTOKOIIOB.

3eneHblii 3aKpbIThIA 3aMOK E Bce ToukM goctyna Mcnosb3yoT NPoTOKONbl 6€30MacHOCTH, KOTOPbIE UMEIT
bornee BbICOKMI YpoBeHb 6e3onacHocTu, yem WEP, Hanpumep, WPA unn WPA2.

CepblIil 3aKpbIThIN 3aMOK '~ TOUKM 4OCTYNa B 9TOM CETU UCMOSb3YIT HECKOMNbKO NMPOTOKONOB 6E30MacHOCTH.

(7) SNR: OTHoLIEeHMe curHan-wym TOYKM A0CTyna, nokasbiBaeT MOLLIHOCTb CUrHana OTHOCUTENbHO LUYMOB.
OTHowweHne nsmepsietcs B geumbenax (ab).

(8) KHonka Filter (®unbtp): KocHuTecb aTOoro nond, 4tobbl Ao6aBuTb GUNBLTP And  onpefeneHHbIX
XapakTepUCTUK TOYKM [OCTyMNa, Hanpumep, MMHMMAanNbHOW MOLLHOCTM curHana, Tuna craHgapta 802.11 unu
KaHana.

MPUMEYAHUE: OgHOBpEMEHHO MOXHO YCTAHOBUTbL TOMBbKO oanH comnbTp. Nocne Bbibopa unbTpa cHoBa
OTKpPOETCS 3KpaH cnucka Todek goctyna (Access Points). HasBaHue akpaHa nsmeHntcsa Ha Access Points (X of
Y) (Toukn goctyna (X u3 Y)), roe

X = KONNYeCTBO OT(OUIBLTPOBAHHbLIX TOYEK 4OCTYNA, U

Y = o6uiee Konn4ecTBo OBHapYXeHHbIX TOYEK focTyna.

A OTa nKkoHKa oTobpaxaeTcsl cnpasa OT akKTUBHOMoO hunbTpa. KocHutech ee, 4Tobbl yaanuTe unbTp.

.?
[nsa nonyyeHusa 6onee nogpobHo MHGOPMaLUKM O KaXkaom onumn HaxxMuTe kKHorky B (CnpaBka) Ha 3kpaHe
Filter Access Points By: (PunbTpoBaTh TOUKM AOCTyNa Mno).
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(9) Channel (Kanan): KaHan, ncnonb3yemsbii TOUYKOM JOCTYyNa.

Cogepxumoe OaHHOrO MOMs U3MEHSEeTCS B 3aBUCMMOCTWU OT MPUMMEHSIEMOMN B HACTosLlee BpeMs HACTPOWKM
napameTtpa Sort (CopTupoBka). Hanpumep, ecrnm cnvcok OTcopTUpoBaHO no konuyectsy knueHtoB (Client
Count), B 3TOM MeCTe Ha 3KpaHe NOSIBNAETCH KONMMYECTBO MNOAKIMOYEHHbIX K TOUKE JOCTYNa KNUEHTOB.

Ona touek goctyna (Access Points) B 9aToM none Takxe mMoxeT oTobpaxaTtbca ngeHtudukarop SSID, BSSID,
YacTOTHbIM AnanasoH (Band) nnu Bpems ¢ MomeHTa nocnegHero obHapyxeHusi cetn (Last Seen).

(10) WMkoHka knacca aBTopm3aumm: Ecnim B Tekywem npodumne ans Toukum SOCTyna COXpPaHEH Ha3HaYeHHbIN
nonb3oBaTenem Knacc aBTopu3auuu, crieBa OT UMEHM TOYKM AO0CTyna MOSIBNAETCHA MHAMKATOp aBTopu3auuu.
Knacc aBTopusauumm MoxeT HasHayaTbCs OTAEeNbHbIM TOYKaM Aoctyna Ha akpaHe AP Details (CBegeHus o

TOYKEe OOCTyna), a aBTOpU3auuio MO YMONYaHMK MOXHO YCTaHOBWUTb B MEHHO E Settings (Hactponkn) >
802.11 Settings (Hactpownkun 802.11).
(11) (O6HoBWTL): KacanTecb aTON MKOHKK, YTOBbLI yBpaThb TekyLume pesynbTaThl U nepesanyCcTuTb npouecc

TekyLlero obHapyxeHus.

BHumaHue

HaxxaTne KHomku (OBHOBUTL) CTMpPaET BCE HECOXPAHEHHbIE pe3yrbTaTbl TECTUPOBAHNS.

(12)L (CoxpaHuTb): KacanTtecb 3TOM KHOMKM ANS COXPaHEHMS pe3yrbTaToB TeKyllero obHapyXeHus u
TecTMpoBaHusi, cobpaHHbIX Mocne nocrnegHero obHoerneHus Tectepa AirCheck G2, B dhanne ceaHca.
O6patutech k pasgeny «CoxpaHeHue ainyioB ceaHCOB U 3axBaTOB MAKETOBY.

AKpaH cBegeHun o Touke gocrtyna (Access Point Details)

KocHuTecb CTpPOKM TOYKM OOCTyMa Ha 3KpaHe cnucka Todyek goctyna (Access Points), 4ToObl OTKpPbLITb 3KpaH
csegeHun (Details) ans aTon To4kM gocTyna.

Korga BkntoyeHa (On) doyHKUMS rpynnMpoBaHns BMpTYyanbHbIX Tovek goctyna (Group Virtual APS), Heckonbko
nageHtudpmkatopos SSID ogHOro m TOro e pagvMov4acTOTHOrO MOAyNsA TOYKM [OCTyna oTobpakatoTcs U
CuUMTalOTCH Kak ofHa Todka goctyna. Ecnm KocHyTbCa 0gHOM U3 3TUX TOYEK 4OCTyna, YToObl OTKPbITh €e 3KpaH
Details, Tectep otobpasut cnucok BSSID ans Bbibopa nonb3oBaTenem.

{ | select BSSID w2

Cisco4400_WPA2only

Ciscol 252-3Cent
00:17:df:a1:0f:dd

[Hidden]

Ciscol 252-3Cent
00:17:df:al.0f .de

Cisco4400

Ciscol2s2-3Cent

00:17:.df:a1:0f:df
e 1
PucyHok 8. Beibepute BSSID gna npocmoTpa cBeAeHMIA 0 ToUke JoCcTyna
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2 110 Capabdities

Screen Title (3aronoBok akpaHa): B BepxHel yacTu akpaHa CBedeHun O
Touke goctyna (AP Details) otobpaxaetcsa nmsa Touku goctyna (BSSID,
HasBaHMe MOCTaBLMKa TOYKM [OCTyna WNM MCEBOOHWM, CO3[aHHbIN
nosnb3oBaTesnem).

Signal Strength (MowHocTb curHana): HomuHanbHas MOLWHOCTb curHana
TOYKM AocTyna.

Signal Level (YpoBeHb curHana): YpoBeHb CurHama TOYKM [OCTyna B
abwm.

MPUMEYHAHUNE: Ecnu K KAWEHTY MPUMEHSIOTCHA MONb30oBaTenbCckue
HacTpowikn curHana (Custom Signal Adjustments), psagom co 3HauyeHuem
YPOBHSA CuUrHana Ha 3TOM 3KpaHe nosBnsieTcs 3Besgoyka (¥). OAnsa

nornyyYeHVs OOCTyna K 3TOMy napameTpy nepenante B MEHI0
Settings (Hactponiku) > 802.11 Settings (Hactporiku 802.11) > Custom
Signal Adjustments ([Nonb3oBaTenbckne HaCTPOMKU cUrHana).

Noise Level (YpoBeHb wwyma): YpoBeHb Wwyma B ABM uncnonb3yemoro
KaHana.

SNR: OrtHoweHne curHan-wym, nokasbiBaeT MOLWHOCTb CurHana
OTHOCUTENbHO LWyMoB. OTOBpaxaeT KayecTBO curHana ans HageXHoro
noaknoyeHune knveHta. OTHolweHne usmepsietca B geumbenax (4b).
SSID: Service Set Identifier (WoeHTudmkatop Habopa ycnyr). Wms
BecnpoBoOAHOM CeTH, K KOTOPOM NOAKMNIOYEHA TOYKa JOCTyNa.

BSSID: MAC-agpec cetn SSID. Agpec HauyMHaeTcs C COKpalleHHOro
npedukca nocTasLMKa, €CIN UMeeTCs.

PucyHok 9. QkpaH cBegeHu 0 Touke gocTyna

CocTtosiHne 6e3onacHOCTV TOYKU JoCTyna:

KpacHbI OTKPbIThIN 3aMOK r-h : BesonacHOCTb ceTu He BKoYeHa.

A

KenTbin 3aKpbIThIN 3aMOK :-OfHa MM HECKONbKO TOYEK OOCTyna MCMNonb3ykT npoTokon 6esonacHoctn WEP
unu Cisco LEAP. BesonacHOCTb HWXe, YeM NPU UCMONb30BaHUN APYTMX NPOTOKOJIOB.

3eneHbIN 3aKpbIThii 3aMOK E Bce ToukM fOCTyna MCnonb3yT NPOTOKOMblI 6€30MacHOCTH, KOTOPble UMEIoT
Bonee BbICOKMI YpoBeHb GesonacHocTu, yem WEP, Hanpumep, WPA unn WPA2.

Cepbili 3aKpbITbIA 3aMOK

: ToukM JocTyna B 3TOW CETU UCMONb3YIOT HECKOJIBKO NPOTOKONOB 6830MacHOCTY.

802.11 Types (Tunbl 802.11): CtaHgapTel 802.11, ncnonssyemble Todkamun goctyna:

@' 802.11a: Ncnonb3yeTcs ananasoH 5 [Ty,
B 802.11b: Ncnonb3yeTcs agnanasoH 2,4 My,
9 802.11g: UcnonbayeTcs ananasoH 2,4 My,

ﬁ) 802.11n: MoxeT ncnonb3oBartbcd B gnanasoHe 2,4 Mu nnn 5 IMw,

ac 802.11ac: UcnonbayeTtca guanasoH 5 M.
- 802.11ax: MoxeT ncnonb3oBaTtbcsi B gnanasone 2,4 My nnn 5 My,

Supported Rates (Mbps) (MogaepxmBaemslie ckopocTtu (Méut/c)): PaclumpeHHble cousndeckue (PHY) ckopocTuy,
nopaepkka KOTOpbIX HACTPOeHa Ha ToYke J0CTyna.

Basic Rates (Mbps) (basoBble ckopoctn (M6ut/c)): BasoBble dusmnyeckune (PHY) ckopoctn, noggepkka
KOTOpbIX HAaCTpOeHa Ha TOYke AOCTyna.

Authorization (AeTopusauus): JInbo BbIBpaHHLI BPYYHYIO KNacc asBTopu3auMy TOYKM [OCTyna WNuM Knacc

aBTopu3aumm no ymosnyaHuio. ABTOpI/I3aLI,I/IeI7I no YyMoIn4aHUIO MOXeT obiTb None

(Het), Authorized

(AsTopu3oBaHo) nnu Unknown (HeusBecTHO). KocHuTecb aToro nons, 4tobbl HacTpouTb nceBgoHuM (Alias
Name) u knacc aBTopusaumm (Authorization Class) ans Bei6paHHON TOYKM AoCTyna.

© NetAlly
© UMAT, 2021
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HasHavaemble nonb3oBaTeneM Krnaccbl aBTopu3aLMy BKINOYaloT:

e Default (Mo ymonuyaHuwo) — Bwibop HacTpoyiku Default (Mo ymonuaHuio) ycTtaHaBnuBaeT nns Knacca
aBTOpM3aUMM KOHUrypauuio no ymonyaHuo. Ecnu aBTopusauums o yMOMYaHWO He HacTpoeHa, TO Mo
YMOn4YaHuIo ANng HeHacTpoeHHbIX ByaeTt yctaHoBneHo None (HeT). Knacc aBTopmsaLumu TodkuM goctyna no
yMOM4aH1io MOXHO n3MeHuTb Ha Tectepe AirCheck G2 B pasgene Settings (Hactponku) > 802.11 Settings
(Hactporikn 802.11) > Default AP Authorization (ABTopu3aumss TOYKM OOCTyna Mo yMOSIYaHWUIO) UM C
nomolLubio HacTpowku npocuns (Profile Setup) B npunoxenunn AirCheck G2 Manager.

e Authorized \/ (ABTOpU3OBaHHbIE) — [1Ns TOUek JOCTyna, 0f0BpPEHHbIX AN UCNOMNb30BaHUSA B BalLenceTu.
e Flagged ™ (MomeyeHo) — [na obecrneyeHnss BUAMMOCTM ONpeaeneHHon ToUKM A0CTyna, HanpuMep,
BPEMEHHOW NN roOCTEBOMN.

. .
e Neighbor aam (Cocenckas)— [Ins ToYek AOCTyNA, KOTOPblEe MPUHAANEXKAT COCEAHUM OPraHN3aLusim 1
YNPaBnsoTCs UMM,

: -
e Unauthorized (HeaBTOpmn3oBaHHbIE) — [INS TOYEK AOCTyNa, KOTOPblE HE AOMKHbI HAXOAUTLCS B CETU U
MOryT NpeAcTaBNATb yrpo3y 6e3onacHoCTu.

¢ Unknown ? (HemnsBecTHble) — [Ina To4ek gocTyna, KOTopble elle He WMAEHTUULUPOBAaHbI UMK He
KnaccmguumpoBaHbl UHBIM 06pa3om.

NMPUMEYAHME: Ecnu Touka goctyna noggepxuBaet 6onee ogHoro maeHtudgpukatopa BSSID, 6onblwmMHCTBO
BSSID gomkHbl MIMETb OAMHAKOBLIA HA3HAYEHHbIA NONb3oBaTENEM CTaTyCc aBTopM3aumun, Npexae Yem CMMBOIT
NnosiBUTCS Ha aKkpaHe Touvek goctyna (Access Points).

Clients (KnueHTbl): KonnyecTtBo KIMEHTOB, MOAKIMIOYEHHBIX K TOYKE [OCTyna. ‘ KocHuTechb aTon CTPOKM,
yTobbl OTKpPbITL 3KpaH Clients (KnueHTbl), Ha KOTOPOM MOKa3aHbl BCE KIMEHTbl, OT(UILTPOBAHHbLIE Afls
BbIbpaHHOM TOYKM JocTyna.

Band (YacToTHbI Ananas3oH): Inana3oH paguo4vacTtoT, NogAepKMBaeMbI TOYKOW 4oCTyna.

Channels (Kananbl): KaHanbl, ncnonb3yemMbie TOYKON JOCTyMa.

‘ KocHutecb aToi cTpoku, 4Tobbl OTKpbITb 3kpaH Channels Utilization (Mcnonb3oBaHue kaHanoB) onis
NepBUYHOIO KaHana.

Last Seen (lMocnegHee obHapyxeHne): Bpewmsi, npowedliee ¢ MOMEHTa NocregHero obHapyXeHusi TeCTepoM
TOYKM gocTtyna.

Connect (MogkntounTtbes): KocHUTECh 3TOM KHOMKM, 4TOObI nogkntountbes k cetm Wi-Fi u 3anyctuTtb Tect
Connection (CoeauHeHune). Obpatutech k pasgeny «3anyck Tecta Connect to Network (MMogkntountea K cetn)
nnn Connect to AP (MoakniounTcs K Touke goctyna)».

802.11n Capabilities (BoamoxxHocTn 802.11n): HaxkmuTe KHONKY CO CTPESKON, HanpaBneHHON BHU3 B -', 4yTOObI
pa3BepHyTb BO3MOXHOCTM 802.11n ansa To4kn JocTyna.
e  UHdpopmauus B3ata u3 HT Capabilities (BoamoxxHocTn HT) B masike.

o [laHHOe none ncnonb3yetca ans Todek goctyna 802.11n 1 802.11ac.

802.11ac Capabilities (BosmoxHocTn 802.11ac): HaxmmTe KHOMKY CO CTPESKOM, HarnpaBeHHOW BHU3 55 ,

4TObbI pa3BepHyTb Bo3MOXXHOCTK 802.11ac ansa Toukm gocTyna.

o UHdopmaumna s3ata us HT Capabilities (BoamoxxHoct HT) u VHT Capabilities (BoamoxHoctn VHT) B
Masike, NO3TOMY BKIoYaeT nHdopmaumio o BosamoxHocTax 802.11n 1 802.11ac.

o [laHHOe none ncnonb3yeTtca ons Todek goctyna 802.11ac n 802.11ax.

802.11ax Capabilities (BosmoxHocTn 802.11ax): HaxmmTe KHOMKY CO CTPESKOM, HarnpaBleHHOW BHU3 B -',
4TObbI pa3BepHyTb Bo3MOXHOCTU 802.11ax Anga Toukmn gocTyna.

e  UHdpopmauums B3aTa 3 HE Capabilities (BoamoxHocTn HE)B masike.

o [laHHOe none mncnonb3dyeTtca ans Todek goctyna 802.11ax.

Locate (Hantu): KocHuTecb aToW KHOMKW, 4ToBbl OTKPbITb 3KpaH noucka Locate n cusmyeckn Hamtn Touky
poctyna. Obpatuteck K pasgeny «OnpegeneHne MeCTOMOSIOXKEHUS TOYKM JOCTyna, KIMeHTa WM UCTOYHMKA
noMex».

Connect (MogkntounTbes): KocHuTecb 3TOW KHOMKKM, 4TOObI NOOKNIOYUTLCA K TOYKe AO0CTyna M 3anycTuTb
TecTupoBaHue coeamHeHus. ObpaTutech Kk pasgeny «3anyck Tecta Connect to Network (Mogkntountes kK cetu)
nnn Connect to AP (MoakniounTcs K Touke goctyna)».

Capture (3axeat): KocH/UTeCb 3TOM KHOMKK, YTOObI OTKPbITL 3KpaH 3axBaTa Capture M HayaTb 3axBaT MakeToB
Ha BbibpaHHoW Touke goctyna. Obpatutech k pasgeny «CosgaHne aBTOHOMHOIO 3axBaTa MakeToB».
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YcTpaHeHue HeucnpaBHOCTEW: €CNU TecTep He OOHapyXuBaeT TOYKY
AOCTyna Unu ceTb

Ecnu TecTep He obHapyxv1BaeT TOUKY AOCTYNa, NPUYUHBLI MOTYT BbiTb CreayOLLUMK:

TecTep He oBHapyXMBaeT TOYKY OOCTyna, MOTOMY YTO HAXOAUTCH CMMLLKOM Aarneko OT Hee.

Touka JocTyna nodaeT curHarnbl, Korga Tectep NpociyLWwBaeT KaHar, KOTopbIi MCMomnb3yeT ToYkagocTyna.
TecTep He oGHapyXMBaAET TOYKY 4OCTYNa, NOTOMY YTO CUTHAs HE MPOXOAUT Yepes CTEHY UNU Apyroe

5. MPOCMOTP UCMOJNIb30OBAHUA KAHATNA il

npenaTtcTene.

CnuwKoM cunbHble MOMEXM Ha KaHane, UCMorb3yeMOM TOYKOM JocTyna. YTobbl NOCMOTpEeTh Ha kaHane
NMoMexu oT UCTOYHMKOB, He nogaepxueatowmx 802.11, BbidepuTe Ha rmaBHOM akpaHe Channels (Kananbi).
Ha Tekywiem akpaHe akTMBEH (puUnbTP, KOTOPbIA OT(OUNBTPOBLIBAET OL4HY UM HECKOSMBKO TOYEK JocTyna.

Haxmute x yTO6BI YOPaTh PUNbLTP.

,El,pyrwe napameTpbl KOH(*)I/IpraLI,I/IVI He COOTBETCTBYHT XapakKTepnuCTukamMm TOYKM 4OCTyna (‘-IaCTOTHbII7I

OnanasoH, kaHan u T.4.).

B meHio Eﬂ Settings (Hactponku) > Interferer Settings (HacTpoviku nctodHvka nomex) BkrnoYeH napameTp
Interferers Only Scan (CkaHupoBaHWe TOMNbKO MCTOYHUKOB MOMEX).

JKpaH ucnonb3oBaHuA KaHanoB (Channels Utilization)

West Campus (112 B
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UTo6bl OTKPbITb 3KpaH WUCMONb30BaHWS  kaHanoB
(Channels Utilization), Ha koTopom npeacTaBneH 063op
BCEX KaHamnoB M MX TOYEK AOCTYMa, Ha rMaBHOM 3KpaHe
HaxxmuTe Channels (KaHanbi).

Mpn kaxgom ckaHupoBaHuM Tectep AirCheck G2
paccuMTbiBaeT W 3anucblBaeT CcpeaHne 3HavyeHus
ncrnonb3oBaHma gnsa 802.11 m Non 802.11 kaxpgoro
KaHana. W3mepeHuss uMCnonb3oBaHUs OTAENbHOro
KaHana HavMHalTCs, Korga BKMAOYaeTcs nutaHue, u
OOHOBNAOTCA NPU KaXKAOM CKaHUPOBaHMUM.

(1) Bands (YacTtoTHble guanasoHbl): Mo ymonyaHuto
TecTep ckaHWpyeT KaHanbl B gvanasoHax 2,4 [Ty wmn 5
Mu. Ona Bbibopa 4YacTOTHOrO AuanasoHa AOnis 3Town

dyHKUMKM  nepengute B MEHKO Settings
(Hactponikn) > 802.11 Settings (Hactpowvikn 802.11) >
Bands (YacToTHble gruana3oHbl).

(2) Channel Number (Homep kaHana): KawHan,
COOTBETCTBYIOLLMIA FMCTOrpaMmMe Hag, HM.
PucyHok 10. DOkpaH UCNoONb30OBaHUSA  KaHanoB

(Channels Utilization)

(3) M'ucTorpammbl M TOYKK: MCTOrPaMMbl NOKa3bIBalOT, Kakas YacTb MPOMYCKHOW CMOCOBHOCTM KaHana
ucnoneayetcs ycrponctsamm 802.11 (CMHUI LBET) U MOMEXamu, He OTHOCALLMMWUCA K CTaHZapTy
802.11 (cepbint uBeT). Yem Bbiwe nonoca, TeEM LWyMHee KaHar.

TeMHO-CUHME TOYKM Ha rMcTorpaMMax NokasblBaloT, CKOMbKO TOYeK AOCTyna MCMONb3YIT KaHan Kak
nepeuyHbln. LindpoBoe 3HayeHWe Hag ToukamMy TakKe COOTBETCTBYET KONMUYECTBY OBHapYXEHHbIX
TOYEK JOCTyna Ha 3TOM kaHane. B npumepe cnesa kaHan 11 umeeT WwecTb TOYEK AOCTyNa.
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NMPUMEHAHNA:

e Ecnn B MeHio [‘] Settings (Hactpovikun) > 802.11 Settings (Hactpoikn 802.11) BkrodeHa dyHKUMSA
Combine Utilization (O6beanHnTb MCNONb30BaHME), Ha 3TOM 3KpaHe He OydeT pasgenaTbes
ncnonb3oBaHue curHanorB ctaHgapta 802.11 u curHanoB He ctaHgapTta 802.11, a oToGpaxaTbCsl TONbKO
oblLee cymmapHOe 1Cnonb3oBaHue.

e KaHanbl, He MMelLWMe ToveK OO0CTyna, MOryT no-npexHemy oTobpaxaTb ucnonb3oBaHue 802.11 us-3a
nepeKpbIBaHNst TOYEK AOCTYNa Ha COCeAHUX KaHanax.

e Ecnu Toyek gocTtyna cnvwkomM MHOTO, YTOObl 0TOBpaxaTb UX OTAENbHbIMW TEMHO-CUHMMMW TOYKaMU, TOYKM
obpesatoTcs, 4YTOBbLI OCTaBUTb MECTO AMNS MPaBUIbHOrO LUMMPOBOro OTOBpaXeHus KonuyecTBa TOYeK
JocTyna Haf rmctorpaMmmMmon.

(4) lllegal Channel Number (Hegonyctumbii HOMep KaHana): B 3aBMCMMOCTM OT TOro, Kakasi cTpaHa BblibpaHa B

MEHIO E} Settings (Hactpowiku) > Location Settings (Hactporiku mectononoxeHnus), HegonycTuMble KaHanbl
BbIAENSOTCS KPACHbIM LIBETOM.

(5) Overlap (MNepekpbiBaHne): KocHUTECb 3TOM KHOMKW, 4TOBbI OTKPbITb 3kpaH Channels Overlap
(MepekpbiBaHWe kaHanoB), Ha KOTOPOM OoToBpaxaeTcs rpaduyeckoe nNnpeacTaBneHne LWUPKUHbI 1 NepeKkpbiBaHNs
kaHanoB. O6paTutecs k pasgeny «3kpaH Channels Overlap (lMNepekpbiBaHne kaHanoB).

(6)==4 (OGHOBUTL): KacanTecb 9TON MKOHKK, YTOGLI yBpaTh TeKkylne pesynbTaThl U nepesanycTuTb NPoLece
TeKyLlero ooHapyXxeHus.

BHumaHue

HaxaTtne KHonkm (O6HOBI/ITb) CTupaeT BCe HeCOXpaHeHHble pe3ylibTaTbl TECTUPOBAHUA.

(7). (CoxpaHuTb): KocHuUTeCb 3TOM KHOMKM AMs COXPaHeHUs pe3ynbTaTOB TeKyllero obHapyxXeHus u
TecTMpoBaHusi, cobpaHHblXx nocne nocnegHero obHoerneHusa TecTepa AirCheck G2, B danne ceaHca.
O6patutech k pasgeny «CoxpaHeHue haininoB ceaHCOB U 3aXBaTOB MaKeTOBY.

Mpu coxpaHeHun ceaHca Tectep AirCheck G2 3anuceiBaeT cpeaHee 1 nocnegHee Ucnonb3oBaHue kaHana (T.e.
obuee ncnonb3oBaHue, ncnons3osaHne 802.11 n ncnonb3osaHne He 802.11) Ans Kaxaoro KaHana OaHHOro
ceaHca. JTu pesynbTaTbl Npu Bbirpyske danna ceaHca nepepatotca B npunoxerHne AirCheck G2 Manager unu
obnaynyto cnyxby Link-Live.

UTtobbl yBENNUMTL N300paxeHne KaHana, KocHUTeChb ero ctonbua Ha akpaHe Select Channel (Boibpatb kaHan).
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AKkpaH Bblibopa kaHana (Select Channel)

OkpaH Select Channel (BoibpaTb kaHan) no3sonseT B3rnsHyTb Ha BbIGpaHHbIN KaHan nobnuxe.

® L4
4 | Select Channel w ?
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ey
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(1) BeibpaHHbIV kaHarn.

(2) KonnyecTso ToYeKk goCcTyna Ha KaHane.

(3) TlucTorpammbl nokasbiBalOT, Kakass 4acTb  NPOMYCKHOM
CnocobHOCTM KaHana ucnonb3yeTcs YCTponcTBaMu cTaHaapTa
802.11 (CMHUI UBET) U NOMEXaMu, He CBA3aHHBLIMU CO CTaHOAPTOM
802.11 (cepbint uBeT). N'padmkn OOGHOBNAITCA OUHAMUYECKN.

NMPUMEYAHME: Ecnu B MeHio E} Settings (Hactpoiikn) >
802.11 Settings (HacTtporikun 802.11) BkntoueHa dyHkums Combine
Utilization (O6beouHWTbL MCMONbL30BaHME), HA 3TOM JKPaHE He
OyneTt pasgenaTbCs UCNOoNb3oBaHWe curHanos ctaHaapTta 802.11
n curHanos He ctaHgapTa 802.11, a otobpaxaTbCcsa TONbKo obLiee
CyMMapHOe UCMorib30BaHu1e.

(4) Cnepyioline HWKHUA U BEpPXHUI coceaHue kaHanbl (bneknble
Uncbpb).

(5) KHonkn co cTpenkamu, HanpaBneHHbIMU BrEBO M BNpaBo, ANs
MPOKPYTKN KaHarnoB BBEPX UMW BHUS.

MPUMEYAHMUE: Tpn HaxoxgeHun Ha akpaHe Select Channel
(BbibpaTb kaHan) Tectep AirCheck G2 npekpaliaeTt ckaHMpoBaHue
KaHanoB W oOcCTaeTcs TONMbKO Ha BbIOpaHHOM KaHane. YTobbl
oTKpbITb 3KpaH Channel Details (CBegeHun o kaHane) ans
BbIOpaHHOro KaHamna, KOCHUTEeCb MaHenn cpefHero KaHana wunu
View Details ([TocmoTpeTb cBeaeHus).

PucyHok 11. OkpaH Select Channel (BbibpaTtb kaHan)

JkpaH cBeaeHun o KaHane (Channel Details)

West Campus ®
{ | cramelszazreHn Y ?
APs :I.ﬂ‘
Clients ;‘
Interferers 0‘

Channel Utilization

100 |

50

; 5 A =P

von Bo2.11: [ 8 %
soz11: N 15 %

Signal Level -42 dBm 00
Nokse -88 dBm [
SNR 46dB.

G Capture

Ha akpaHe Channel Details (CBeaeHus o kaHane) otobpaxaeTcs
cnegyrowasa nogpobHas nHgpopmaumsi o BeIopaHHOM KaHane:

Screen Title (3aronoBok 3kpaHa): Homep kaHanma u 4actoTa
KOHTPONMpYyeMOoro kaHana.

APs: KonnyecTtBo Touyek [oCTyna, OOHapyXeHHbIX Ha KaHane. ‘
KocHuTecb aton CTpoku, YTODObl OTKPbITh 3KpaH CO CMUCKOM TOYeK
poctyna (Access Points), oTdunbTpoBaHHbIM Ans BblIGpaHHOro
KaHana.

MPUMEYAHUE: Ecnn BbibpaH napameTtp Group virtual access
points (pynnupoBaHue BMpTyanbHbIX TOYEK JOCTyNa), B 3TOM mnone
oToDpaxaeTcs KONMUYEeCTBO (PU3NYECKMX Toyek poctyrna. B
NPOTUBHOM cny4ae oTobpaxatoTcs MHAMBMAYanbHblE
noeHTndpukatopbl BSSID. O6bpatutech k pasgeny «802.11 Settings
(HacTponkn 802.11)».

Clients (KnuenTbl): Konuuectso knveHToB Wi-Fi, 0OHapyXeHHbIX Ha

KaHare. ‘ KocHuTecb aTol CTpoKM, 4TobbI OTKPbLITL 3KpaH Clients
(KnuneHThl), Ha KOTOPOM MOKa3aHbl BCE KIUEHTDI,
OT(PMNbTPOBaHHbIE AN BbIBpaHHOro KaHarna.

Interferers (McTouHnku nomex): KonuuectBO OBHapyXeHHbIX Ha
KaHane yCTpOWCTB, SIBMSOLLMXCSA NOTEeHUManbHbIMU UCTOYHUKaMMU

Nnomex. ‘ KocHuTecb 3TOW CTPOKKU, YTODBLI OTKPbITE 3KpPaH CO
CMMCKOM MUCTOYHMKOB nomex (Interferers), oTdpunbTpoBaHHBIM ANS
BblBpaHHOro kaHana.

PucyHok 12. QkpaH cBegeHui o kaHane (Channel Details)

Channel Utilization (line graph) (Micnonb3oBaHne KaHana (nNuHerHbIn rpaduk)): OTobpaxkaeTcs ncnonb3oBaHne
KaHana BO BpeMeHU Ans ycTponcTe ctaHgapTa 802.11 (CuHWMIA LUBET) M YCTPOWCTB He cTaHgapTa 802.11 (cepbin
uBeT). B aBe ropusoHTanbHbie NOMochkl NOA IMHENHBLIM rpadukom oTobpakatoT B pearnibHOM
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BpEMEHM MpPOLEHT UCNONb30BaHMs KaHana ycTtpouctBamu 802.11 MO cpaBHEHMIO C  UCMNOSb30BaHUEM
ycTponictBamn He 802.11. CnuwiKOM 3arpyXeHHble KaHanbl MOryT caenatb 3aMeanstb paboTy ceTy unu BnusTb
Ha noakro4YeHue.

MPUMEYAHUE: Ecnu B mMeHto E Settings (Hactpowku) > 802.11 Settings (HacTtpowku 802.11) BkntoveHa
dyHkumsa Combine Utilization (O6beguHUTh UCMNoNb3oBaHWE), Ha 3TOM 3KpaHe He OyaeT pasgensaTbes
ncnonb3oBaHue curHanoB crtaHgapta 802.11 m curHanoB He ctaHgapTa 802.11, a oToGpaxaTbCA  TONbKO
oblLee cymmapHOe 1CMnornb3oBaHue.

Channel Utilization
100
50
1]
Utilization: [ 62 %%

PucyHok 13. O6beanHeHHOe UCnonb30BaHNE KaHana

Signal Level (YpoBeHb curHana): YpoBeHb curHana B AbM OT camon CuibHOM TOYKM AOCTYNa Ha KaHane.
Noise (Llymbl): YpoBeHb LLYMOB, U3MEPEHHbIV B pEXUME pearnbHOro BpeMeEHN.
SNR: OTHOWeHWe curHan-wyM, U3MepeHHOEe B PeXMMe pearibHOro BpeMeHW!.

L2248 (O6HoBWTbL): KacanTtecb 3TON MKOHKM, YTOGbLI yBpaTb Tekyliue pesynbTaTthl U nepesanyCcTUTb NPoLece
TeKyLlero obHapyXeHus.

Capture (3axBar): KocHuUTECH 3TOIN KHOMKK, YTODbI OTKPbITh 3KpaH 3axBaTta Capture n HayaTb 3axBaT NakeToB
Ha BblOpaHHOM kaHane. ObpaTtuTech k pasgeny «CosgaHne aBTOHOMHOIO 3axBaTa NakeToBy.

JKpaH nepekpbiBaHUA KaHanoB (Channels Overlap)

Ha akpaHe Channels Overlap (MepekpbiBaHne kaHanoB) B rpacuyeckomM Buae otobpaxaeTcsl MCrnonb3oBaHme
oBHapyXeHHbIX TOYeK [OCTyna Kaxaoro kKaHana. OToT 3KpaH oTobpaxaetcs B anbOOMHON OpueHTauuu.
Homepa kaHanoB nokasaHbl Ha ocu X, a ypoBeHb curHana B Abm otobpaxaeTtca Ha ocu Y rpadhumka.

[nsa otobpaxeHnst pasHblX YaCTOTHbIX AMANa3oHOB U COOTBETCTBYHIOLLUX KaHANOB KacanTeCb KHOMOK BKNagokK B
BepxHewn YyacTu rpaduka:

e 24 GHz-Kananbl 1-14

e 5 GHz UNII-1/2 — KaHnanbl 36 - 64 (He Bkntoyasa 34, 38, 42 unu 46)

e 5 GHz UNII-2 Ext — Kananel 100 - 144

e 5 GHz UNII-3 — KaHanb! 149 - 165

IOna kaxgon obHapyxeHHon Tectepom AirCheck G2 akTUBHOM TOYKM AOCTyna Ha rpaduvke nokasaHa LBeTHas
napabona. KocHutecb napabonbl TOYKM [JOCTyna, a 3aTemM ee BCMbiBalLWero UMeHW, 4YToObl OTKPbITh
cooTtBeTcTBYtoWMI 3kpaH AP Details (CBegeHust o Touke goctyna).

5 GHz 5 GHr 5 GHz
UNIT-1/2 LINII-2 Ext UNIT-3

24 GHE

Andbaae gl ik

5

e,

=i}
o
g
o
ia
[}
|
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PucyHok 14. QkpaH Channels Overlap (INepekpbiBaHMe KaHamnoB)
Mapabonkbl oTobpaxalTcs C MCNOMNb30BaHNEM CIEAYOLWMX XapaKTePUCTHK:
e LllupuHa napabornbl cCOOTBETCTBYET WMpUHE kaHana: 20, 40, 80 wunun 160 My,
e Bbicota napabonkl No BepTMKanu COOTBETCTBYET TEKYLLEMY YPOBHIO curHana (B 4bm) Touku goctyna no

ocn'yY.
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e LleHTp napabornbl COOTBETCTBYET LieHTparnbHOMY KaHany (Ha ocu X), UICNonb3yemMomMy TOUKOM JOCTyna.
e JlMHUA NnpoxoauT OT BepLUMHbI Napabornbl 40 NePBUYHONO KaHara TOYKM JOCTyna Ha ocu X.
e Ha rpaduke nokasaHbl TONTbKO TOYKM AOCTYMNa ¢ 0O6HapPY>KeHHbIM YPOBHEM CUrHana He Hwke -85 abwm.

YTo6bl BepHYTbCs Ha akpaH Channels Utilization (Mcnonb3oBaHne kaHanoe), kocHutech Utilization
(Mcnonb3oBaHue).

6. OBHAPYXEHUE KITMEHTOB j

[Moka TecTep BKIHOYEH, OH KOHTPONUPYET KaXAbI KaHan Ha Hanuyne KIMEHTCKOro Tpaduka, YTO Mo3BonsdeT
eMy OoOHapyXuBaTb KITMEHTCKME YCTpPOMCTBa. YUTOObI YBMAOETb KITMEHTOB, KOCHUTECH CTpoku Clients Ha rmaBHOM
3KpaHe.

MPUMEYAHUA: Tectep cnocobeH OBHOBMATH KMAMEHTCKYID MHAOPMALUIO TOMbKO, €CNU KNWEHT nepepaet
JaHHble BO BpeMsl OTCMEXMBaHUSA TECTEepPOM KaHana, UCNoNb3yemMoro KrnmeHTtoM. Ytobbl yckopeHus cbopa

MHbopMaUnM O KIMEHTE NepenanTe B MEHIO E} Settings (HacTtporikn) > 802.11 Settings (Hactporiku 802.11)
W BKIIOYMTE TOMbKO OAMH YaCTOTHbIA AnanasoH. TO YMEHbLUWUT KONIMYECTBO KOHTPONMPYEMbIX KAaHANOB.

AKkpaH cnucka knueHToB (Clients)

Ha oakpaHe cnucka knueHTtoB Clients npepacrasneH
063op knueHTtoB cetn Wi-Fi, obHapy>xeHHbIX B BalleM
OoKpyXeHun. [Ona  kaxgoro  u3 KNMEHTOB
oTobpaxaeTcs cneayowas nHpopmauus:

(1) Clients (#) (KnueHTbl): 3HayeHne B CcKOOkax
yKkasblBaeT KONMMYECTBO OOHAPYXEHHbIX aKTUBHbIX

|4 —06:2c:14:00:00:00 A KNUEHTOB.
49 Chanrel: 44 —'FH- (3)
s Y — (2) Sort (CoptupoBka (none Bbibopa napameTtpos)): B
Apple:15:99:6¢ 3TOM none oTobpaxaeTcs napameTp COPTUPOBKM,
f Channel: 132 mcmm—:mm_d?‘ KOTOpbIN MPUMEHSAETCA B AaHHbIA  MOMEHT. Ha
Apple:55:ae:e6 R:ZyHKe :\ASAgpmmeHeH napameTtp copTtuposkn MAC
Y Chancel: 140 AP: Ciscoll30-2Squt revss( -afipec).

Kacavitecb nons Sort (CopTupoBka) Ans M3MeHeHus
= Apple:aa:Ge:db nopsgka, B KOTOPOM MEPEYUCHIAIOTCH  KIMEHTHI.
(59 H channel: 36 AP: Merw:02:1c:47 3HaueHne, NO KOTOPOMY OTCOPTMPOBAH CMMCOK,
B Apple:ac:ac:80 nokasaHo [ANns KaxAoro knveHta. Hanpumep, kak
(§)—hee-H chrannel: 36 AP Menu02iicd4? nokasaHo Ha pucyHke 15, npu nepeknioyYeHun Ha
g,

Fireees O oo oo ot oni v
57 B Channel: 11 AP Cisco1252-3Cent P P
802.11 pagoM C KaxgblM M3 HUX BMECTO TOYKM

Apple:b5:65:74 JI0CTYMa, K KOTOPOW OH MOAKMIOYEH.
" T Chanmd 38 AP Men:02:39:11
Apple:c7:89:ec (3) KHorka 4 (Mopsipok copTUPOBKU): STU CTPENKK
= Nno3BONAT  Mepeknyatb  MOCNefoBaTerNbHOCTb
ChucKa ¢ Bo3pacTaHusi Ha ybbiBaHne 1 HaobopoT.
(4) MAC: MAC-agpec knueHTa. Agpec HadynHaeTcs ¢
i;. : é‘\ COKpaLlLleHHOro npecdprkca nocTasLUMKa, eCrnn Takown

npeduKc AOCTYMNEH.

PucyHok 15. QkpaH cnucka knmneHToB (Clients)

MPUMEYAHUE: Nma knueHta moxeT ObiTb (1) MAC-agpecom B ¢opmate C OBOETOUMSMU, Hanpumep,
00:11:22:33:44:55 wnnun (2) OUI B KOoMnakTHOM dhopmaTe C [OBoeTouusiMu, TO ecTb [locTaBlymk:33:44:55.

YcTaHOBUTb UNU N3MEHUTL hopMaT OTOBpaXKEHUS KIMEHTA MOXHO B MEHIO Settings (Hactponku) > 802.11
Settings (HacTtpowikn 802.11) > MAC Address Format (PopmaTt MAC-agpeca).
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(5) HEEL (MowmHocTb curiana): MolHoCTb curHana knveHTa. LiBeT nonocok 1 undpoBoe 3HayYeHe MeHsITCA
B 3@aBUCMMOCTU OT haKTMYEeCKOro kornebaHunsa MOLLHOCTU curHana.

(6) CocTosiHME Be3onacHOCT TOUKKM AoCcTyna:

KpacHbI OTKPbITLIN 3aMOK r-h : BesonacHoOCTb ceTu He BKIoYeHa.

]
KenTbl 3aKpbIThii 3aMOK - : OfiHa UM HECKONbKO TOYEK AOCTYyNa MCNonb3yT npoTtokon 6e3onacHoctn WEP
unu Cisco LEAP. Be3onacHOCTb HWXe, YeM Npu UCNONb30BaHUN APYrMX NPOTOKOIIOB.

3eneHbln 3aKpbITbI 3aMOK IT Bce To4kM gocTyna Mcnonb3yT NPOTOKONbI 6€30MacHOCTU, KOTOPbIE UMEIOT
Bonee BbICOKMI YpoBeHb BesonacHocTu, yem WEP, Hanpumep, WPA unn WPA2.

(7) (O6HoBWTL): KacanTecb 3TOM UKOHKK, YTOBLI YBpaTb Tekylue pesynbTaTbl U NepesanyCcTuTb NpoLece
TeKyLlero ooHapyXxeHus.

BHumaHue

HaxaTtne KHonkm (O6HOBI/ITb) CTuUpaeT BCe HeCOXpaHeHHbIe pe3ylibTaTbl TECTUPOBAHUA.

(8)hL (CoxpaHutb): KocHuUTeCb 3TOWM KHOMKM AN COXPaHEHWUsl pe3yrbTaToB TeKylero obHapyXeHust u
TecTMpoBaHusi, cobpaHHbIX Mocne nocrnegHero obHoerneHuss Tectepa AirCheck G2, B dhanne ceaHca.
Ob6patutech k pasgeny «CoxpaHeHue ainiyioB CeaHCOB U 3axBaTOB MAKETOBY.

(9) KHonka Filter (®unbtp): KocHuTecb 3toro nons, 4Ttobbl [06aBuTe ¢uUnbTP ANs  onpefeneHHbIX
XapakTepUCTUK KIMEeHTa, Hanpumep, UMEHW TOYKM AOcTyna, Tuna 6e30nacHOCTM Unu BpeMeHW C MOMEHTa
nocnegHero obHapyXeHus KImeHTa.

NMPUMEYAHUE: OgHoBpeMEHHO MOXHO YCTAHOBUTbL TOMBKO oaunH unbTp. Nocne Bbibopa unbTpa cHoBa
oTkpoetcs akpaH Clients (KnuenTol). HassaHue akpaHa namenutcs Ha Clients (X of Y) (KnueHTbl (X n3 Y)), roe
X = KONNYecTBO OT(PUNBLTPOBAHHbLIX KNMEHTOB, U

Y = obLiee konm4ecTBO 0GHaPYXEHHbIX KIMEHTOB.

X OTa nKkoHKa oTobpaxaeTcs cnpasa OT aKTUBHOMo hunbTpa. KocHutech ee, 4Tobbl yaanuTe unbTp.

2
Onsa nonyyeHunsa 6onee noapobHoOM MHOPMaLUKN O KaXa0oM ONUMM HAXMUTE KHOMKY (CnpaBka) Ha akpaHe
Filter Clients By: (dunbTtpoBaTh KIIMEHTOB MNO).

(10) Channel (Kanan): KaHan, wvcnonb3yemblil KNUEHTOM. 3TO NOfe OcCTaeTcs NyCcTbiM ANs KIMEHTOB,
OTNPaBNSOLLNX CKaHUPYIOLLME 3anpochl.

(11) AP (Touka gocTyna): lNokasaHO MMS TOYKM AOCTYMa, C KOTOPOW CBSA3aH KNUEHT. ITO Morie ocTaeTcs nycTbiM
AN KNWEHTOB, OTNPaBNSALMNX CKaHUPYIOLWMe 3anpochl.

Coaepxxumoe gaHHOro nons U3MeHsSeTcs B 3aBMCMMOCTU OT NPUMEHSIEMOro B HacTosLLee Bpems napameTpa
Sort (CoptupoBka). Hanpumep, ecnu cnucok otcoptupoBaHHble no Tuny 802.11 (802.11 Type), B aTOM MecTe
Ha 3KpaHe BMECTO MMEHM TOYKM JocTyna OyayT oTobpaxaTbest MKOHKM Tuna 802.11.

IOna knnenTtoB (Clients) B aTtom none Takke moryT oTtobpaxatbca SSID, AP BSSID, Band (YacToTHbIn
AnanasoH) nnm BpemMsi C MOMEHTa nocriegHero ooHapyxeHus cetu (Last Seen).

UToObl OTKPbITE 9KpaH cBeaeHun o knveHTe (Details), koCHUTECH €ro CTPoKu.
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AkpaH cBegeHun o knueHte (Client Details)

West Campus A= 104 I
< | | GElec:bd:c6:ff G} ?
Signal Strength i |
Signal Level -86 dém il
5510 NSVisitor
AP Name lap-cos-us-3
AP BSSID Cisco:8f:0b:3e
Connection Rate 12 Mbps ||
Security wpra2 E
802.11 Type 00 «
Band 5 GHz
Channel 4{!"
Last Seen 8 seconds ago
Prabes For AttackLab2 [
Locate Capture

Ha akpaHe Client Details (CBegeHus o knueHTe) otobpaxaetcs
cnepyowasi nogpobHas MHopMauus 0 BeIOpaHHOM KIMEHTE:
Screen Title (3aronosok akpaHa): MNMonHein MAC-agpec knveHTa
(Hanpumep, 00:11:22:33:44:55) nnm OUl B KOMNakTHOM cpopmate
¢ asoeTtounsimu (Hanpumep, MNoctaBlwmk:05:3f:76). ObpaTuTecs K
pasgeny «802.11 Settings (Hactporiku 802.11)».

Signal Strength (MowHocTe curHana): MowHoCcTb curHana
KnveHTa B BuAe YeTbipex Mornocok. LiBeT nmomnocok meHsieTcs B
pexvMe peanbHOro BpeMeHwu, oTpaxas daktudeckoe konebaHme
MOLLIHOCTU CUrHarma KrnveHTa.

Signal Level (YpoBeHb curHana): ®aktuyecknii ypoBeHb curHana
KnueHTa B ABbM n ropusoHTanbHas WHOUKATOP, OTpakaloLwmn
OLEHKY 3Ha4eHus.

SSID: NpoeHtndumkatop cetn SSID, ¢ KOToOpown CBSA3aH KITMEHT.
Ecnu cBa3b knNmMeHTa € TOYKOW [OCTyna He obHapyxeHa, none
Byaet nycTbiMm.

AP Name (Mms Toukn goctyna): UMs ToukM JocTtyna, ¢ KOTopou
cBsizaH KknNuMeHT. Ecnu cBsisb KnNMeHTa € TOYKOW JocTyna He
obHapyxeHa, none 6ygeTt NycTbiM.

AP BSSID: NoeHTudmkatop BSSID Touku goctyna, ¢ KOTOpow
cBsizaH knuMeHT. Ecnu cBsisb KnMeHTa € TOYKOW JocTyna He
obHapyxeHa, none 6yaeT nycTbiM.

Connection Rate (CkopocTb coeguHeHusi): CkopocTtb B MouTt/c
nocnegHero obHapy>KeHHOro kagpa OT KIveHTa.

Security (besonacHocTb): OToGparkaetcsa Tun 6e3onacHocTn ansg
COeOUVHeHMs KNMeHTa ¢ TOYKOW goctyna. Ecnm knneHT He cBsA3aH
C TOYKOW JOCTyna, UCnonb3yeT HeCTaHAapPTHOE COeAMHEHME UMK
cTaHAapT ero 6e3onacHoCTN HeU3BeCTeH, none OyaeT nycTbiM.

PucyHok 16. QkpaH cBegeHuin o knmeHTe (Client Details)

802.11 Types (Tunbl 802.11): CtaHgapTbl 802.11, ncnonb3yemble KNMeHTaMu:

@' 802.11a: Ucnonb3yeTcsa gmanasoH 5 Mu.

9’ 802.11b: Ncnonb3yeTcs ananasoH 2,4 My,
9" 802.1 1g: cnonb3yeTtca gnanasoH 2,4 Ty,

ﬁ) 802.11n: MoxeT ncnonb3oBartbcd B AnanasoHe 2,4 Mu nnn 5 IMw.

ac 802.11ac: UcnonbayeTtca ananasoH 5 [Ty,
- 802.11ax: MoxeT ncnonb3oBatbcs B AnanasoHe 2,4 My unmn 5 M.

Band (YacTtoTHbIn agnanasoH): OTobpaxaeTcsi YacToTHbIM Anana3oH Wi-Fi ansa knMeHTCKoro NoakoyeHus.
Channel (Kanan): lNepBUYHbIN KaHar, UCMONb3yeMbIN KNMEHTOM. BbibepuTe 310 nosne, YTobbl OTKPbITh SKpaH
Channel Details (CBegeHus o kaHane) ans nonyvyeHus JONOSIHUTENbHON MHpopMaumm 06 3TOM NEPBUYHOM

KaHane.

Last Seen ([NocnegHee o6HapyxeHue): [NokasbiBaeT BpeMsi, kKoraa Obin 0OHapyXeH NocrneaHuin nakeT oT

OaHHOIo KrmneHTa.

Probes For (CkaHupytowme 3anpocbl ansd): lNokasaH maeHTudukatop SSID M3 nocnegHero ckaHuWpyloLero
3anpoca. OTO Mone 3anofiHAETCs TOMbKO A1t HECBA3aHHbLIX KMWEHTOB M OCTaeTCcs MyCTbIM AN CBA3AHHbLIX

KIMNMEHTOB.

Locate (Hantu): KocHuTecb aTOM KHOMKM, 4TOObI OTKPbITb 3KpaH noucka Locate m HavaTb MOUCKU KMNMEHTA.
O6paTtutech k pasgeny «OnpegeneHne MecTONOMNOXEHUSA TOYKN AOCTYNa, KNUEeHTa UM UCTOYHMUKA MOMEX».
Capture (3axBart): KocH/UTECb 3TOM KHOMKK, YTOBbI OTKPLITL 3kpaH 3axBata Capture n HavyaTb 3axBaT NakeToB
BblGpaHHoro knueHTa. O6paTutecs k pasgeny «CosgaHne aBTOHOMHOMO 3axBaTa NakeToBY.
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YcTpaHeHue HeucnpaBHOCTEWU: eCriu TecTep He OOHapyXunBaeT KIIMeHTa

B HEKOTOPbIX CUTYyaLUAX TeCTeP HE MOXET O6Hapy)KMTb KINMneHTa no cnegyruwmnMm npudnHam:

Ha knveHTe oTknoyeHa kapTa 6ecnpoBOAHON CBA3N.

TecTep He 0BHapyXMBaeT KNMEHTa, MOTOMY YTO HAXOAUTCS CIIMLLIKOM Aarneko OT Hero.

TecTep He 0BHapyXMBaET KNUMEHTa, MOTOMY YTO CUTHan He MPOXOaUT Yepes CTEeHy Unn apyroe
npensaTcTeune.

CnuwKoM curbHble MOMEXM Ha KaHane, KoTopbl ucnonbayeT KnueHT. Beibepute Channels (Kanansl),
4YTOObI YBMAETL HA KaHane nomexu oT UCTOYHMKOB, HE NoaAepXMBaoLWmx ctaHgapT 802.11.

TecTep He CKaHMpyeT 4aCTOTHbIN AManasoH, UCMOMb3YyEMbIN KNUEHTOM. HacTponkm NpuBOAATCA B MEHIO

E} Settings (Hactponku) > 802.11 Settings (HacTtporikun 802.11).
Koraa Tectep npocnylimBaeT KaHan, UCMoMNb3yeMblin KMIMEHTOM, 3TOT KINMEHT He OCYLLEeCTBNSET nepeaavy.
Ha Tekylwem akpaHe akTMBEH (PunbTP, KOTOPbIN OTUNBTPOBLIBAET OAHOMO UMM HECKOSTbKMX KITMEHTOB.

Haxmute x 4yTObbI YOpaTh PUNLTP.

B meHto E] Settings (Hactponku) > Interferer Settings (HacTporikn nctodHmka nomex) BkroYeH napameTp
Interferers Only Scan (CkaHupoBaHWe TOMNbKO MCTOYHUKOB MOMEX).

7. OBHAPYXEHUE UCTOYHUKOB NMOMEX "’2(\

Mockonbky Tectep AirCheck G2 ckaHupyeT kaHanbl fokanbHoOn 6ecnpoBOAHON CETU, OH Takke ObHapyXuBaeT 1
3anucbiBaeT YCTPOMCTBA, KOTOPbIE MOTYT BbI3blBaTb NOMEXU, HAaNnpuMep, MUKPOBONHOBLIE neyvn, 6ecnpoBoaHble
MbilM nnu yctporctea Bluetooth. NMomexn oT ycTponcTs, He nopaepxusarowmx crtaHgapt 802.11, moryt
HeraTMBHO MOBMMATb HA NPOU3BOAUTENBHOCTb CETMU.

Mpu obHapyxeHUn noTeHUmnansHoro UcTouHnka nomex tectep AirCheck G2 3anonHsieT akpaH Interferer Events
(CobbITna nomex) AaHHbIMM 00 3TOM UCTOYHMKE. YTODObI yBMOETH 3TU UCTOYHMKU MOMEX, KOCHUTECH CTPOKM
Interferers Ha rmaBHOM 3KpaHe.

MPUMEYHAHNA:

[nsa yckopeHus cbopa nHpopmaumm 06 NCTOYHMKE NOMEX, NEPENONTE B MEHIO E Settings (HacTtponkn) >
Interferer Settings (HacTpolku MCTOYHMKA MOMEX) U BKIOYMTE TOMbKO OOWH YacCTOTHbIA AnanasoH. 370
YMEHBLUUT KOJTIMYECTBO KOHTPONMPYEMbIX KaHAIOB.

Takke MOXHO BKMUNTL (On) onumio cKaHMpOBaHMST TONbLKO MCTOYHMKOB nomex (Interferers Only Scan),
ytobbl Tectep AirCheck G2 wuckan TOJIbKO ycTtpoicTsa, aBnsiolMecs WUCTOYHMKaMu nomex. [loka
BKIIOYEHO CKaHWpOBaHWE TOSbKO WMCTOYHMKOB nomex, Tectep AirCheck G2 He 6yaet obHapyxuBaTtb U
oTobpaxaTb CeTu, TOYKU JOCTYNa, KNMEHTOB UMK NCMOMb30BaHWE KaHamnos.

[na npocmoTpa cnucka Bcex TUMOB UCTOYHUKOB nomeX, kotopble TecTep AirCheck G2 moxeT otobpaxathb B
cny4dae obHapyxeHusi, KocHuTech kHomku Filter (PunbTp), a 3atem nonga Type (Tun).

AKpaH co cnUcKkom cobbITuMn cozaaHua nomexu (Interferer Events)

Ha akpaHe Interferer Events nepeuncneHsl cobbiTua nomex, KOTopble ObiNn 0BHapyXeHbl B BalleM OKPYXEHUU.
[nsa kaxxaoro 13 UCTOYMHMKOB NOMeX oTobpaxaeTcs cnefytowasa nHdopmawms:

(1) Interferer Events (#) (CobbiTusa nomex): Liudpposoe 3HayeHne B ckobkax 03Ha4YaeT KONM4ecTBO NCTOYHUKOB
NMoMeX, aKTUBHOCTb KOTOPLIX Habnoganueb B TeveHne nocnegHux 30 cekyHA.
(2) Sort (CopTtupoBka (none Bbibopa napameTpoB)): B 3TOM Norne oTobpaxkaeTcs NPUMEHSIEMbIN B JaHHbIV

MOMEHT napameTp copTupoBku. [NapameTp copTupoBku no ymonyaruio Event ID (MaeHTudukatop cobbitus).
[nsa nameHeHnst nopsigka, B KOTOPOM NepeYmcrieHbl ICTOUYHMKM NomeX, KocHuTechb nonst Sort (CopTupoBka).
3HayeHune, No KOTOPOMY OTCOPTUPOBAH CMNCOK, OTODpaXKaeTCs AN KaXKA0ro MCTOYHMKa nomex. Hanpumep,

ecnu copTnpoBka nsmeHsietcst Ha Channels Impacted (o 3aTpoHyTbIM KaHanam), Ha SKpaHe crnmncka cobbITui
Events psagom ¢ kaxablM UCTOYHUKOM NOMEX BMECTO MCMOSb3yEMOro YacToTHOro AnanasoHa (Band)
oToGpaxaeTcs AnanasoH HOMEPOB 3aTPOHYThLIX KaHAsOoB.

3
(3) KHorika (Mopsgok cCopTUPOBKK): DTU CTPENKM NO3BOMSIOT NEpeknoyaTh NocneaoBaTeNbLHOCTb Crcka ¢
BO3pacTaHus Ha ybbiBaHWe 1 HaobopoT.
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— (4) Event (#) (CobbiTne): CobbiTs nomex
L HyMepyoTCsi B MOPSIAKE UX BO3HUKHOBEHUS.

® EET MPUMEYAHUE: CobbITna MOryT nepevmcnaTbCs unm
¢ | ierrerer tvents (2) 4% 7 He NepeymncrATLCS B NOCNeA0BaTEeNbHOM NOPA/Ke B
P 3aBUCUMOCTU OT BbIOPaHHOW OMLMN COPTUPOBKU U
b =T .
(2 —pn i it —. 9 HacTpoek Inaudible Interferers (Hecnbiwmmble
(4 —Event 3: Possible Interferer NCTOYHWKM Momex) (B MeHio Settings (HacTpoiiku) >
Power: -S4 dBm Ul 56%  Band: 2.4 GHz Interferer Settings (HacTpoliku nctovHmka nomex)).
e
ve i Bluetoo vice .
Fower: -48 dBm bl 1.3% Band: 2.4 GHz (5) Device Type (Tun yctpoiictea): OTobpaxaeTcs

TMn  obHapyxeHHoro Tectepom AirCheck G2
YCTPOWCTBA, ABMSAIOLIErocs NCTOYHMKOM NMOMEX.

e e R s e e (6) Power (MowwHoCTb): mocnegHsss Habniogaemas
= m“ww = BbIXOAHAasi MOLWHOCTL B [ABM OT  yCTpoOWCTBa,
(6 }—Fower -33d8m Utk 0%  Baodi 24GHz—(§ ) CO30al0LLErO NMOMEXU.

(7) Util (Mcnonb3osaHue): [lpoueHT BpemeHw, B

TeYeHMe KOTOpPOro BO BpeMsi nocrnefaHen BblIGOpKM

0BHapyXunBancst UCTOYHMK NOMEX.

(8) Band (YacTtoTHbin AmanasoH): YacTOTHbIN

ananasoH, B kotopom Tectep AirCheck G2

0oBHapyXnBaeT UCTOYHUK NOMEX.

WHpopmaums B OaHHOM Mofne U3MeHseTcsa B

3aBMCMMOCTM OT MPMMEHAEMOro B AaHHbIi MOMEHT

napameTpa copTupoBku. Hanpumep, ecnu cnmcok

copTupyeTcsi no 3aTpoHyTbiM KaHanam (Channels

1) A3 Impacted),vB 3TOM MecCcTe 9KpaHa BmecTo Band
— el (acToTHbIM ~ gnanasoH) nosiBNsIeTCs  guanasoH

KaHarnoB, 3aTPOHYTbIX UCTOYHMKOM MOMEX.
PucyHok 17. SkpaH Interferer Events (Cnvcok cobbiTuin nomex)

Event 1: Microwave Oven

g

=)

[na coObiTui, BbI3biBAOLMX MOMEXM, B 3TOM MOMe Takke MOryT OoToOpaxaTbCA nmMkoBas MOLLHOCTb (Peak
(Power)), 3aTparvBaemble kaHanbl (Channels Impacted), konudectBo 3aTpoHyTbiXx kaHanoB (Number of
Channels Impacted) nnn Bpems, npolwieawiee ¢ MOMEHTa nocrneaHero obHapy>XeHusa MctodHuka nomex (Last
Seen).

(9) KHonka Filter (®unbtp): KocHutecb aTOoro nond, 4tobbl A06aBuTb GUNBLTP ANA  onpeaeneHHbIX
XapakTepUCTUK UCTOYHMKA MOMEX, Hanpumep, Tuna yCTPOWCTBA, 3aTPOHYTbIX KaHamnoB WU MUHWMAaIbHOW
cpegHen MOLLHOCTH.

MPUMEYAHUE: OgHOBpPEMEHHO MOXHO YCTaHOBWUTb TONbKO oauH bunbTp. lNMocne Bbibopa unbTpa cHoBa
OTKpOeTCs 9KpaH cobbiTui BO3HMKHOBEHMS nomex (Interferer Events). HasBaHue akpaHa u3ameHUTCA Ha
Interferer Events (X of Y) (CobbiTnsi nomex (X us Y)), roe

X = KONU4ecTBO OTMUNBTPOBAHHBLIX UCTOYHMKOB MOMEX, U

Y = obulee konnyecTBo 0bHapyXeHHbIX NCTOYHUKOB NOMEX.

A OTa nKkoHKa oTobpaxaeTcsl cnpasa OT akTUBHOMo hunbTpa. KocHutech ee, 4Tobbl yaanuTe unbTp.

(10) Locate (HanTtu): KocHuTecb 3TOM KHOMKM, YTOObLI OTKPbITb 3kpaH Select Interferer (BboiOpaTb MCTOYHWMK
nomex), 3aTemM Ha4YHUTE MOMCK MECTOMONOXEHNS UCTOYHMKA NOMeX BbibpaHHoro tuna. ObpaTtutech K pasgeny
«OnpegeneHme MeCTOMOSOXEHMS TOYKM AOCTYNA, KIMEHTA UIN UCTOYHMKA NMOMEXY.

(11)L==4 (O6HOBUTL): KacaiTecb 3TOI MKOHKM, YTOGLI YGpaTh TeKyLlUe pesynbTaThl U nepesanyCcTuTb NPoLece
TekyLiero obHapyxeHus.

BHumaHue

HaxaTtne KHonkm (O6HOBI/ITb) CTupaeT BCe HeCOXpaHeHHble pe3ylibTaTbl TECTUPOBAHUA.

(12)k (CoxpaHuTb): KacanTtecb 3TOM KHOMKW ANS COXPaHEHWUs pesyrbTaToB TEKyLUEero obHapyXeHus K
TecTMpoBaHusi, cobpaHHbIX Mocne nocrnegHero obHoBnewuss Tectepa AirCheck G2, B hainine ceaHca.
O6patutech k pasgeny «CoxpaHeHue haininoB ceaHCOB U 3aXBaTOB MAKETOBY.

UTtobbl oTKpbITE aKkpaH Details (MoapobHocTn) ons cobbiTUA NOMEX, KOCHUTECH €ro CTPOKN.
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JKpaH cBeAeHnUn o cobbITusx cosaaHus nomex (Interferer Event Details)

Ha Interferer Event Details (CBegeHusa o cobbiTunm nomex)

Defauitt®
oTobpaxaeTca cregywowas nogpobHas uHdopMauus o
< | Bucht 23 BbIGPAHHOM UCTOYHUKE MOMEX:
Event Number 22 Event Number (Homep cobbitua): Homep  cobbiTus,
npuceoeHHbIn Tectepom AirCheck G2.
Type Bluetooth Device Type (Tun): Tun ncTtodHMKa nomex, obHapyXeHHOro TecTepom
AirCheck G2.
Average Power -61 dBm Average Power (CpegHsis MowHoOCTb): CpegHsasa Habntogaemas
BbIXOAHasi MOLLHOCTb UCTOYHMKA Nomex B Abm.
Peak Power (IukoBas  MowHocTb): Camas  Bbicokasi
Pealc Power -60 dBm Habnogaemas BbIXOAHas MOLLHOCTb UCTOYHMKA NOMeX B Abm.
Duty Cycle (lMpogomkntenbHOCTb OOHapyxeHus): [MpoueHT
Duty Cycle 0.53% BpEMEHM B TeyeHuWe caMoW nocneaHen BbIGOpkW, Koraa
WCTOYHUK NoMex obHapyXuBarcs.
Channels Impacted 1-13 | Channels Impacted (3aTpoHyTble kaHanbl): Homepa kaHanos,
NoCTpazaBLUMX OT MCTOYHMKA NOMEX.
Number Impacted Channels 13 | Number Channels Impacted (KonuyecTso 3aTPOHYThIX
kaHanoB): KonuuyecTtBo KaHanoB, NOABEPrLUMXCA BO3AENCTBUIO
First Seen 7 minutes ago oBHapy>XeHHOro UCTOYHMKa NOMEX.
First Seen (lMepBoe o6HapyxeHune): Bpems, npoliellee c
Last Seen 2 seconds ago MOMEHTa NnepBoHa4YanbHOro obHapy>XeHNst UCTOYHMUKA NMOMEX.
Last Seen ([MocnegHee obHapyxeHue): Bpemsi, npolwealwee ¢
Event Count g5 MOMEHTa NocneaHero obHapy>XeHs UCTOYHKKA MOMEX.

Event Count (KonuyectBo coObiTuin): KonmyectBo OTAENbHbIX
o6HapyxeHun TectepoM AirCheck. G2 nepegaym OT UCTOYHMKA
rnomex.

Locate

PucyHok 18. QkpaH noapobHbIX cBegeHun o cobbitnm nomex (Interferer Event Details).

Locate (HarTtu): KocHuTecb aTOW KHOMKKM, YTOOLI OTKPbITL 3KpaH Locate Interferer (HaiTu nctouHuk nomex) um
HayaTb MOWCK MECTOMONOXEeHUs BblOpaHHOro McTodyHuMka nomex. O6patutechk k pasgeny «OnpepeneHuve
MECTOMOOXEHWUSI TOMKM AOCTYNa, KMMEHTA UMK UCTOYHUKA MOMEX».

8. WCIMOJIbSOBAHUE ®YHKLUUUN V' AUTOTEST Aans
ANATHOCTUKU COCTOAHUA CETHU

dyHkuma AutoTest nosBonsieT aBToMaTUYECKU NPOBEPUTL COCTOSIHME CETM C MOMOLLbLI0 npoBepkn Air Quality
(KavecTtBo cBA3U) Ha npeagmeT ucnonb3oBaHusa KM nomex, a Takke Network Quality (KavyectBo cetn) anga Toro
naeHtTndukatopa SSID, 4To HAacTpoeH Ans aBToMaTmnyeckoro TectupoBaHusa. ObpaTtutecs k pasgeny «AutoTest
Settings (HacTponku aBToMaTU4ECKOro TECTUPOBAHMNS).

Mpu 3anycke Tecta AutoTest nona pesynbTaTtoB TECTUPOBAHUSA CTAHOBATCH 3efeHbIMU, KpacHbIMUA UK
XenTbIMKU, OTpaxasi COCTOsSIHUE Uiy OLEHKY pe3ynbTata. Hanpumep, Ha pyucyHke 19 TeCT NCNonb30BaHWs

802.11 (802.11 Utilization) npowen ycnewHo, anga TectoB mucrnonb3oBaHue He 802.11 (Non 802.11 Utilization) n
nomex B coBMeLleHHbIX kaHamnax (Co-Channel Interference) nmonyyeHo npegynpexneHue, a ans nomex oT
cocegHero kaHana (Adjacent Channel Interference) TecTnpoBaHne 3aBepLUMIOCH HEYAAYHO.

YnpaBneHve oueHKamy OCYLLECTBNAETCA C MOMOLLbIO MOPOroBbiX 3HAYEHWUW, YCTaHaBMNMBAEMbIX B MEHIO

Tectepa AirCheck G2 E Settings (Hactponku) > Thresholds ([loporoBbie 3HayeHuWs).
O6patuTech k pasgeny «Hactporika NOporoBbiX 3Ha4YEHUA TECTUPOBAHUSI».

UTto6bl 3anycTWTb aBTOMaTU4Yeckoe TECTUPOBaHWeE, kKocHUTeCh Nonst AutoTest Ha rnaBHol cTpaHuue. OTkpoeTcs
aKpaH pesynbTatoB AutoTest, U Mo 3aBepLUEHNM KaXJ0ro Tecta GyayT 0TobpaxaTbes pesynbTaThl.

. o . y v

e [1na npocMoTpa KOHKPETHbIX N3MEPEHWUIA KacalTeCh KHOMOK CO CTPENKOM, HanpaBeHHON BHU3 J psioom
C KaXXgon CTPOKOM.

e Yt06bI yOpaThb pesynbTaThl M HA4YaTb HOBLIN TECT, HAXXMUTE KHOMKy Restart (Mepesanyctuts).
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e [Ins coxpaHeHus pe3ynbTaToB B Buae dhanna ceaHca KOCHUTECh UKOHKM Ja)aHMTb).
e Yto6bl OTKpbITL 3KkpaH Comments (KommeHTapuu) u oTpepaktupoBaTb KommeHTapui k TecTty (Test
Comment) nnn kommeHTapun k 3agaHuto (Job Comment), koTopble ByayT 3arpykeHbl B 00MayHyto crnyxoy

1
Link-Live u cBa3aHbl ¢ pe3ynbTaTtoM TecTa, KOCHUTECh MKOHKM C n30bpaxeHneM KkapaHaalla f .

Job6aBneHne KOMMeHTapueB

OkpaH Comments (KommeHTapuu) nossonsdetr [o6aBnATb WNU  peaakTMpoBaTb KOMMEHTapuu, KOTopble
COMpoBOXaloT pes3ynbTaTbl CamMoro nocnefHero tecta B obnadHonm cnyxbGe Link-Live. 9T kOMMeHTapum
nonesHbl Ansi OpraHn3aLmm 1 aHanu3a pesynbTaTtoB TECTUPOBAHUS.

- Utob6bl 06aBUTL HOBBLIM KOMMEHTapUn K pesynsTaTamM Camoro nocnegHero tecta B obnayHown cnyxbe Link-
Live, Bbibepute Test Comment (KommeHTapuii k TecTy). KoMmeHTapuin K TECTY HEe COXpaHseTcs nocre Havana
HOBOro TecTa.

- Y106bl 4OOABUTL MM OTpenakTMpoBaTh KOMMeHTapuii k 3aganuto (Job Comment), koTopbIn NpunaraeTcst Ko
BCEM pesynbTaTaM TECTUPOBaHUSA 1 dalnam, BbirpykeHHbIM B obnavHyto cnyx0Oy Link-Live. KommeHTapun k
3apgaHuio (Job Comment) coxpaHsieTcs, noka He OydeT yganeH unvM OTpedakTUpOBaH nonb3oBaTernieM. Takke
KOMMEHTapWI K 3a4aHN0 MOXHO HacTpouTb B MeHto Settings (HacTtporkn) > Link-Live.

AutoTest Air Quality (ABTOMaTnyeckoe TeCTUpoBaHMe Ka4yecTBa CBS3MU)

UamepeHua Air Quality (KadectBo cBA3u) Bkno4vawT ucnonb3oBaHue kaHana 802.11 (802.11 Channel
Utilization), ucnone3oBaHne kaHana He 802.11 (Non-802.11 Channel Utilization), nomexun B coBMeLLEHHbIX
kaHanax (Co-Channel Interference) n nomexu ot cocegHux kaHanos (Adjacent Channel Interference).

Defa ¥ 1 B

Air Quality

<

MNon 802.11 Utiization

Co-Channel Interference i;1

PucyHok 19. OkpaH pe3ynbTaToB aBTOMaTU4ECKOro TECTUPOBAHMS KayecTBa CBS3M

802.11 Utilization (Ucnonb3oBaHue 802.11)

Pesynbratel 802.11 Channel Utilization (Mcnonb3oBaHne kaHana 802.11) BkroyaloT Tpy BeAyLLUX KaHana B
KakgoM 4YacToTHOM AmanasoHe (2,4 I'Tu mn 5 'Ty) ¢ makcMMarnbHbIM UCMONIb30BaHWEM CUTHaNamm ctaHgapTa

802.11. KaHanbl oToGpaxatoTcsi CO CBOMM N3MEPEHHBLIM MPOLIEHTOM MCMOSb30BaHNS N OLLEHKOWN \f (FoneH),ﬁ‘s

(MpegynpexaeHue) unu x (HerogeH) B 3aBMCUMOCTM OT yCTaHOBReHHoro Ans napametpa 802.11 Channel
Utilization noporosoro aHa4eHus.
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Channel 6 29.0 % o
Channel 1 28.0 % o
Channel 9 20.0 %

Channel 36 6.0 %
Channel 161 5.0 %
Channel 44 3.0 %

Non 802.11 Utilzation
FPeEE—————————a

PucyHok 20. Pe3ynbTtatbl ucnonb3oBanus kaHana 802.11 (802.11 Channel Utilization)

/& & &«

Non-802.11 Utilization (Ucnonb3oBaHue He 802.11)

Pesynbratel Non-802.11 Utilization (Mcnonb3oBaHne He 802.11) BkNOYAT TPU BEAyLWMX KaHana B KaXaowm
YacToTHOM AmanasoHe (2,4 Ty n 5 ITu) ¢ MakcMmanbHbIMKM MOMEXamMu OT YCTPOWCTB, He NOoAAEPXKMBAIOLLMX
ctaHgapt 802.11, TO eCTb WymMamu.

KaHanbl oToOpaxalTcsi CO CBOMM W3MEPEHHBLIM MPOLIEHTOM WUCMOSb30BaHUSA U OLIEHKON v (FopeH), &

(MpepynpexpeHne) unn x (HerogeH) B 3aBMCMMOCTW OT yCTaHOBMeHHoro anga napameTtpa Non-802.11
Channel Utilization noporosoro 3Ha4eHus.

MPUMEYAHUVE: Ecnn B MeH0 E Settings (Hactpoukn) > 802.11 Settings (Hactporku 802.11) BknioveHa
dyHkuma Combine Utilization (O6beouHnTb Mcnonb3oBaHWE), Ha 3TOM 9KpaHe He OyaeT pasgenatbes
ucnonb3oBaHue curHanos ctaHgapta 802.11 m curHanoB He ctaHgapTta 802.11, a oTobGpaxaTbCA TONbLKO
obLee cymmapHOe UCNonb30BaHueE.

Air Quality
Utilizatian =
Channel 6 650 % A\
Channel 11 410 % A
Channel 7 28.0 % o
Channel 112 10.0 % of
Channel 140 9.0 % o«
Channel 149 9.0 % &

PucyHok 21. KauecTBo cBSA3M Ans KOMOMHMPOBAHHOIO MCMOSIb30BaHUS
Mcnonb3oBaHne kaHana 3aBWCUT OT BPEMEHW CyTOK, OT KONMYeCTBa KITMEHTOB, MOAKIIOYEHHBLIX K CETH,
KONM4ecTBa MOMEX OT TaKMX YyCTPOWCTB, KaK MMKPOBOJTHOBbIE NEYN Ui Bugeokamepbl U T.1.
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Default
{ | AutoTest

Channel 6 9 APs x‘ -
Channel 11 8 APs &;‘
Channel 1 4 APs :‘
Channel 161 4 APs M
Channel 48 4 APs &1

Channel 149

Channel 2

Channel 11 9 APs

Channel &

PucyHok 22. PesynbTaTthl Ka4yecTBa CBA3W A4S NOMEX B COBMELLIEHHbIX U COCeQHMX KaHanax

Co-Channel Interference (lMomexn B coBMeLLeHHbIX KaHanax)

Pesynbratel Co-Channel Interference (lMomexu B COBMELLEHHbIX KaHanax) oTobpaxkatoT Tpu BeayLmux kaHana B
Kakgom 4acToTHOM auanasoHe (2,4 Ty u 5 [Ty) ¢ HanbonblMM KONMMYECTBOM TOYEK OOCTyrMa, KOTopble
NPEBbLILLAT MMHUMaTbHbBIA MOPOroBLIN YPOBEHL CUIHAmNa TOYKU JOCTYNa Ha TOM XXe KaHare.

[aHHoe n3mepeHue He 3aBUCUT OT uaeHTudukatopo SSID 1 yunTbiBaeT TOMBKO KOMMYECTBO TOYEK AOCTYNa,
NCMOnb3yLWNX OAMH U TOT Xe KaHasn, a Takke KayeCcTBO WX curHana. [Ons kaHanos 40 My n 80 MIy B
ananasoHe 5 MLy yunMTbIBalOTCS TOYKM OOCTYNa Ha NEPBMYHOM U KaXKAOM BTOPMYHOM KaHanax.

[na kaxgoro kaHana Takke otobpaxaeTcs UKOHKa v (FopeHn), !L (MpenynpexaeHue) nnm x (HerogeH).

Adjacent Channel Interference (lMomexu oT coceaHux KaHanoB)

Pesynbratel Adjacent Channel Interference (lomexn oT cocefHux kaHanoB) oTobpaxaloT TpU BeayLmx kKaHana
B AuanasoHe 2,4 [Tu, Ha KOTOPbIX TOYKM OOCTyna MOryT UCNbITbIBaTb MOMEXW OT cocedHuX kaHanos. [ns
Ka)kgoro KaHana, Ha KOTopoM OBHapyxeHa XoTs Obl 0gHa Tovka OOCTyna, TecTep MOACYUTBIBAET KONMMYECTBO
ToYeKk JocTyna, paboTalwmx Ha OPyrnx KaHanax, KoTopble NepekpbiBaTCA C 3TMM KaHanom. OH yynTbiBaeT
kaHans! 20 My n 40 My, B agnanasoHe 2,4 Tu. isamepeHne noMmex OT coCeaHMX KaHaroB He NMpUMeHsieTcs K
nonoce 4vactot 5 'u.

[nsa Kaxxgoro kaHana takke otobpaaeTcs MKOHKa v (Fopen), !'L (MpeaynpexaeHve) nnm X (Herogen).

Mocne 3aBepLeHns TecTta Air Quality (KauecTBo CBSI3N) HaXXMUTE Ha UKOHKY CUHEro TpeyrosibHuKa ‘ pagom ¢
kaHanom B pasgene Co-Channel Interference (IMomexu Ha coBmelleHHbIX kaHanax) unu Adjacent Channel
Interference (Momexn OT cocegHUX kaHanoB), YTOObI OTKPbITb CMMCOK TOYEK AO0CTyMNa, CO3A4arLmuX NMOMeExXn Ha
9TOM kaHarne. 3aTeM MOXeTe HaXaTb Ha CTpernkKy, HanpaBIieHHYK BHW3, Haxo4SALYHCS PSAOM C Kaxaown
BHOCSILLEN NMOMEXM TOYKOW JOCTynNa, YToObl NnpocMoTpeTb ee BSSID, SSID n MoLWwHOCTL curHana.
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Tect Rogue Access Points (HeaBTOpu3oBaHHbIe TOYKKU AOCTYNa)

[aHHaa dyHKUMA NO3BONSET KnaccuduumnpoBaTb HeaBTOpM3oBaHHbIe ToUkM Aoctyna (Rogue Access Points) Ha
OCHOBE YCTaHOBIIEHHOro Morb3oBaTeneM cocTosHua asTopu3aunmn (Authorization) oBHapyxeHHbIX Touek
poctyna. Tect Rogue Access Points MOXHO BKfloMaTb B aBTOMaTMyeckoe TeCcTUpOBaHME UMK UCKIYaTb U3
Hero LennkomM Ha akpaHe AutoTest Settings (HacTpoikn aBTomaTU4eCcKkoro TECTUPOBaHMS).

Rogue Access Points

Unauthorized APs found 2 APs x‘

Flagged APs found 1 APs ,;'i'g:'

PucyHok 23. Tect Rogue Access Points (HeaBTopnsoBaHHble TOYkM AOCTYNA)

e Ecnu HMkakue HeaBTOPM3OBaHHbIE TOYKM JOCTYNa He OGHapYXeHbI, NOfe CTAaHOBUTCS 3EMEHbIM.

e Ecnu tectep AirCheck G2 obHapyxusaeT Toukm goctyna co ctatycom Flagged (NomeuveHHble), none
CTAHOBUTCS XENTbLIM.

e Ecnu tectep AirCheck G2 obHapyxunBaeT Toukn gocTtyna co ctatycom Unauthorized (HeaBTopusoBaHHbIe),
norne CTaHOBUTCH KPaCHbIM.

Ecnn obHapyxeHbl kakme-nnbo HeaBTOPM3OBaHHbIE TOYKM OCTyNa, MOXHO KOCHYTbCH CTPErKuU, HanpaBrneHHON
BHM3, YTOObI YBMOETb KONMMYECTBO M TUM HEaBTOPM30BaHHLIX Tovek goctyna (Rogue AP). KocHUTECH MKOHKM

CVYHEro TpeyrosibHuKa ‘ yTOoObl MPOCMOTPETb MMEHa TOYeK LOCTyna, 3aTeM KOCHUTECb €ele OLHON
HanpaBfieHHOW BHU3 CTPENKW psgoOM C KOHKPETHOW TOYKOoW AocTyna, 4tobbl npocmoTpetb ee BSSID, SSID,
MOLLIHOCTb CUrHana v KaHarn.

AutoTest Network Tests (CeteBble TecTbl npu aBTOMaTU4YECKOM
TeCTUpoBaHUM)

MamepeHnsa Network Test nossonsoT npoBepuTb AOCTYMHOCTb CETW, HanMuMe nomMex OT TOoYeK AocTyna,
NCNOMb3YOLWMX TOT e KaHar, 4TO MOXeT Bbi3BaTb 3amennieHve paboTbl CeTW, UCMONb3OBaHWE TOYKaMM
AOCTyna CornacoBaHHbIX MeTOAOB ceTeBOW 6e30nacHOCTU U BO3MOXHOCTb MOAKIMIOYEHUS U UCMONb30BaHUSA
ceTu (OoCTyn K ycnyram, apyrue ycTponcrsea).

Kak 3anyckamb cemeebie mecmbl KaK Yacmb asmomMamu4ecKo20 mecmupoeaHusi

1 Ona npocmoTpa TecToB HeobxoaMMO BBECTW U COXpPaHWTb YYeTHble AaHHble 6e3onacHocTU Ans ceTw,
KOoTOpylo Heobxooumo npotectupoBatb. Obpatutecb K pasgeny «BBoa yyeTHbIX [aHHbIX CeTeBOW
6esonacHoCTU».

2 Takke Heobxoaumo BbiIbpaTb CETU, KOTOPbLIE HY>XHO MPOTECTMPOBATL BO BpeMsi paboThl AutoTest, Ha akpaHe

AutoTest Settings (HacTtponkn aBTOMaTU4eCKOro TecTUpoBaHus) ( Settings (HacTtponkn) > AutoTest
Settings (HacTpowikn aBTOMaTN4€CKOro TECTUPOBAHNS)).

{ | AutoTest Settings

Channel Scan Cycdles T 1 e
Network Tests [‘E
Cisco4400 W

HOME-0366-2.4 i

PucyHok 24. SkpaH AutoTest Settings (HacTpoiku aBToMaTn4ecKoro TeCTMpoBaHus)
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3 Ha rnaBHOM 3kpaHe kocHuTech AutoTest (ABTomMaTu4eckoe TeCTUpPOBaHME).

Mocne BBoga naeHtTudmkatopa SSID n ydeTHbIX AaHHbIX 6e3onacHocTy yHkumua AutoTest 3anycTut ceTeBble
TecTbl (Network Tests) ans kaxgow BelOpaHHON ceTw.

B npumepe, nokasaHHOM Ha pucyHKke 24, 6bina HacTpoeHa u fgobasneHa B npodunb 6e3onacHocTe ceTn ¢ SSID
«Cisco4400», n ceTb 6bina BbibpaHa B HACTPOMKax aBTOMAaTUYECKOrO TECTUPOBAHUS.

Pesynbratel Network Tests BbiIBOogaTCa Ha akpaHe pesdynbTaTtoB AutoTest nog pesynbtatamu Tecta Air Quality
(KayectBo cBdA3m). Ha pucyHke 25 nokasaHo, 4TO 3anywleHHbin ans «Cisco4400» ceTeBOM TecT npoLlern
yCMEeLHO.

g

PucyHok 25. CeTeBble TecThl B AutoTest

MPUMEYAHUE: lMpyn nogkmnoyYeHnn K CeTn TecTep 0ObIYHO CoefMHSAEeTCsa Yepe3 TOYKy AOCTyna C HaMBbICLLUM
OTHOWeHVeM curHan-wyM. Ecnu ceTb BkoyaeT 6e3onacHble U He3alULEeHHbIe TOYKM AOCTYNa U OOCTYMHbI
yyeTHble AaHHble ©e3onacHOCTU, TecTep MblITaeTCA MOAKMYUTLCH K 3allMLLEHHOW TOYke AOCTyna C cambiM
BbICOKMM OTHOLUEHWEM CWrHan-wym. HekoTopble CeTM WCNONb3YKT KOHTpOMfep, KOTOpbiA MNO3BONAT
MOAKIOYATBLCS K TOYKE 4OCTyNa C HanMeHbWUM o6 beMom Tpaduka.
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Pe3ynbTatbl kayectBa ceTu (Network Quality)

Network Coverage 9 APs «f
Co-channel Interference 0 APs
Security W

PucyHok 26. ABTOMaTnyeckoe TeCTUPOBaHWE KadyecTBa CeTu

Network Coverage ([MokpbiTve ceTu): [NokasbiBaeT KOMMYECTBO OBOHapyXeHHbIX TeCTepOM TOYeK [O0CTyna,
NoAAepXKuBaloLWMX CeTb. OTO More Takke oTobpaxaeT MKOHKY OLUeHkM, 6asmpyrolumincs Ha MnoporoBoMm
3HayveHuun nokpblTusa cetn (Network Coverage).

Co-channel Interference (lMomexn B coBMelleHHbIX kaHanax): OTobpakaeTcsl KONMYecTBO TOYEK [OCTyna,
MOLLLHOCTb CUrHara KoTOpbIX NPEeBbILAET MOPOroBOE 3HaAYEeHWE, MUHMMAarbHOW MOLLHOCTW, @ MEPBUYHBIN UIKn
BTOPWYHBIN KaHanbl HAXOOATCS Ha TOM XXe KaHane, Ha KOTOPOM TecTep NOAKMYAeTCs K CeTH.

Security (besonacHocTb): Noka3biBaeT, BCe NM TOYKM OOCTYMNa MCMOMb3yrT NpOToKomnbl 6e3onacHocTn bonee
BbICOKOro ypoBHsi, Yem WEP, Hanpumep, WPA nnn WPA2.

Pe3ynbTatbl TecTUpoBaHuA nogkntodeHus (Connection)

PesynbTathl npoBepkn nogkntoyeHus (Connection) nokasbiBalOT, MOXHO N MOAKMIOYUTBECA K TOYKe AOCTyna
HaCTPOEHHON CeTu B Tekyllem MmecTononoxeHuu. MNMone Connection (MogkntoydeHMe) CTaHOBUTCS 3€fEHbIM,
€CNn1 NoAknYeHne BObirT YCNeLwWwHbIM, M KpacHbIM, eCNu NOSKII0YEHME BbIfo HeyAaYuHbIM.

[ns npocmoTpa OuarHoCTUKM NOAKITIYEeHUs Ha 6ornee BbICOKOM YPOBHE KOCHUTECH HanpaBfieHHON BHU3

v .
CTpenkun —| cnpaBa oT Connection. 3tun pe3ynbTaThbl TakKKe nory4akT OUEeHKY Ha OCHOBE TOro, npowen num
I/IHﬂ,I/IBMﬂ,yaJ'lebIVI TEeCT yCnewHo, unnn Ha OCHOBE CpaBHEHUA MamepeanZ C yCTaHOBJ1I€HHbIMX MOPOroBbIMU

3HavYeHnAMM: v (FTopeH wnu npowen ycnewHo) (3eneHsin), i (MpepynpexaeHune) (KenTbin) unu X
(HerogeH) (kpacHblin)

Cisco4400 J Connect to AP (MMogkniountbCs K TOYke  JdocTyna):
MokasbiBaeT, CMOr fn TeCTep NOAKIIYUTCS K TOYKe AoCcTyna.
m Authenticate (AyteHTuduumuposats): [NokasbiBaeT, cMor nu

TecTep NPowNTK ayTEHTUMKALMIO TOUKM JOCTyna.
Exchange packets with AP (O6meH nakeTamum C TOYKOM
poctyna): MokasbiBaeT, NONy4aeT v TeCTEP NaKeTbl OT TOYKU

v
v | ooctyna.
vy

Connect to AP

Authenticate % of Max Tx Rate (% oT makcumanbHOM CKOPOCTU nNepefayun):

dusmnyeckass CKOPOCTb Nepedayn B MPOLEHTHOM BblpaXeHuu
OT MaKCMMarnbHO BO3MOXHOW CKOPOCTMU.
Retry Rate (Yactota noBTOpHbIX noOMbITOK): [lpoueHT

Exchange packets with AP

% of Max TX Rate 15% M, nepefaHHbIX  KagpoB, KOTOpble  SBMSAIOTCH  MOBTOPHO
nepeaaHHbIMW Kaapamu.
Retry Rate 0% of BSSID: MAC-agpec To4kun goctyna.
AP Name (Mms Toukm poctyna): Mms Toukm pgocTyna, K
BSSID Arubafhics: 10 KOTOpPON noaknoveH TecTep. Adpec HaynHaeTca ¢
COKpalleHHOro 0003Ha4YeHns MoCcTaBLiMKa, €Ccnm  TaKkom
AP Name Aruba fb:c5:10 MPEeUKC AOCTYMEH. . .
Channel (Kanan): KaHan, ncnons3dyembii TO4KOW 4ocTtyna.
Channel 132
PucyHok  27. PesynbTaTbl  TeCTUpOBaHWsi  CETEBOro
Signal -83 dBm noaknioueHns B AutoTest.

Other Connection Results (dpyrne pesynbtatbl nogkntodeHus). B octanbHbix pesynbratax nog Connection
npefacTaBneHbl TOYHbIE 3HAYEHWUs AN CPedHEero, MMHUMAarbHOrO M MakcumarnbHoOro curHana (Signal), wyma
(Noise), oTHowweHus curHan-wym (SNR) n ckopocTtn pmsmyeckoro ypoeHs (PHY Rate).
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PesynbTaTt ansa IP-agpeca

IP Address (IP-agpec): lNokasbiBaeT, Obin nn IP-agpec ycnewHo nony4veH yepe3 DHCP vnn Obin HacTpoeH
cTaTudeckun IP-agpec.

PesynbTaT ansa Captive Portal

Korpa BkntoveH napametp Captive Portal (MopTtan ayteHTudMKaumm), ata 4acTb TecTa NPUBOAUT K NOSIBIIEHMWIO
OKHa BeO-Opay3sepa, NO3BOMAIOLLEINO BBECTM HEOOXOAMMbBIE CETEBbLIE YYETHLIE JAHHbLIE.
O6paTtutechb k pasgeny «Captive Portal (MopTan ayteHTudmkawmmn)».

Pe3yn bTaTbl LleJyieBOro TeCtupoBaHus

[ononHuTenbHble LUenn TEeCTUPOBAHUSA MOKasbiBalOT, AencteutenbHo nu Tectep AirCheck G2 wmoxer
nepegaBaTb 3anpocbl ping uensam, BbiOpaHHbIM B MeH Settings (Hactponku) > Test Targets (Lenm
TectupoBanusi). K HuMm moryT oTHocutbest cepBep DHCP, wnto3 no ymonuaHuto, cepepbl DNS wu/unu
HacTpanBaemas Nonb3oBaTeNeMm Lenb (Mo ymonyaHuto ato www.google.com).

5 Y
UTo6b! pasBepHyTL UMK CBEPHYTL NOAPOBHOCTY TECTUPOBAHWS, KacaiTech CTPEnoK ] cnpaBa OT KaXaoro
nons:

PucyHok 28. IP-agpeca aBToMaTM4eCcKoro TeCTUpOBaHUSA CETU U LieNn TeCTUpOBaHNSA

DHCP Server (cepeep DHCP): lNokasbiBaeT, MOXHO YCMNELLHO nepeaaBaTh 3anpochl ping cnyxb6e DHCP.
Default Gateway (LLUnto3 no ymonuanuio): MokasbiBaeT, MOXHO YCMELWHO nepedaBaTb 3anpocbl ping Ha
HaCTPOEHHbIN LUMI03.

DNS 1 1 DNS 2: lNoka3sbiBaeT, MOXHO YCMNeLLHO nepeaaBaTb 3anpochkl ping Ha cepsepbl DNS.

Targets (Lenu): lNMokasbiBaeT, MOryT nn ObiTb YCMEWHO AOCTUIHYTbl HAacTPOEHHble Mofb3oBaTeneMm uenu
TecTMpoBaHust ¢ nomolbio Tecta Ping mnn TCP Port Open (Tect otkpbitua TCP-noptoB). Lensio no
yMoOmyaHuio sBnsieTca www.google.com, HO nonb3oBaTeNlb MOXeT [A00aBnsaATb W pedakTupoBaTb Lenu

TECTUPOBAHNSI B MEHKO Settings (HacTtponkn) > Test Targets (Llenn TectupoBaHnus). Obpatutech K
pasgeny «OnpepgeneHue uenen TectupoBaHus ans Tecta Ping u TCP Port Open (OTtkpbiTve TCP-nopToB)».
Link-Live Upload (Bbirpyska B obnayHyto cnyx6y Link-Live): MNMokasbiBaeT, 6bina nu y Tectepa AirCheck G2
BO3MOXHOCTb BbIrpy3uTb pe3ynbTaTtbl AutoTest B yueTHyto 3anuck Link-Live. O6patuTech k pasgeny «Hadvano
paboTbl ¢ obnayHon cnyxobon Link-Live».
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9.MPOBEAEHUE OBCJIEJOBAHUA MNNOLWAAOKA C MOMOLLBbIO
AIRMAPPER ‘g"

UHcTpymeHT AirMapper Site Survey nossonsieT BoinonHaTe Wi-Fi o6cnegosaHue nnoLuaaky B mOMeLLEHUM Unum
BHE MOMELLEHNS U BbIrpy>KaTb AaHHble B 00nayHyto cnyx0y Link-Live nnmn akcnoptupoBaTb MX B MPUITOXEHMWE
AirMagnet Survey PRO. Nocne aToro MoxHo 6yaeT co3fgaBaTth TEMMOBbIE KAPThl M MpOCMaTpuBaTb U3MEPEHUS
Wi-Fi onsi kaxxgon Tovku cbopa gaHHbIX.

AKkpaH AirMapper
UTtobbl oTKpbITh aKpaH AirMapper, Ha KoTopoM oTobpaxatoTcs niobble NpeaBapuUTENbBHO 3arpyXeHHble nraHbl
aTaxen oObekTa, Ha rMaBHOM 3kpaHe kocHuUTeck AirMapper 2.1

Start (Myck): Haxmute kHonky Start (Myck), 4Tobbl HayaTb obcregoBaHne, UCNONb3ySA TEKYLLME HACTPONKU UNn
HacTpoWnKM nNo ymonyaxuto. Ecnv nnaH ataxa He 6bin BoibpaH paHee, ByaeT npeanoXeHo UCnonb3oBaTh IKpaH
HacTpoek (Settings) ans BoiGopa nnaHa ataxa.

Ob6patutechb k pasgeny «lpoBeaeHne obcnegoBaHWs».

Settings (HacTpowikmn): KocHutech Settings (Hactpoliku), 4ToGbl M3MEHUTL OCHOBHbIE HAaCTPOWKN 06CrefoBaHms,
NCMNOMb3YOLLEro TeKyLLMe HAaCTPOMKM UM HACTPOWMKM MO YMOMYaHMIO.

O6patuTechb k pasgeny «3meHeHne HacTpoek obcrneaoBaHus».

Rotate ([MoBepHyTb): [1na noBopoTa nnaHa ataxa Ha 90 rpagyCcoB KOCHUTECH MKOHKM @ (MoBepHyYTb).

Default* #1610
< :&Frl‘-'rappr.ar‘” f_;} ?
: 4 ;

oV
— & - |
il I s
e i
e d o
5 T®

PucyHok 29. OkpaHn AirMapper
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N3MeHeHMe HacTpoek o6crnegoBaHus

KocHuTecb kHomnku AirMapper Settings E] , YUTOObI OTKPLITb 3KpaH HacTpoek AirMapper (AirMapper Settings).
[aHHbIN 3KpaH Mcnonb3yeTcss Ans uameHeHumst Bcex HacTpoek AirMapper, goGaBrneHus nnaHoB 3Taxen u
BblibOpa Tuna obcnenoBaHus.

Name (Mwms): KocHutecb Name, 4Tobbl OTKPbITL KnaBuaTypy M BBECTM HasBaHue obcnepoBaHus. ObnadHas
cnyx6a Link-Live n npunoxeHnue AirMagnet Survey PRO ncnonb3ytoT 3T0 MMs AN MAEHTUdUKaLUMM NpoekTa.
Description (Onucanue): KocHutecb Description, 4ToObl OTKpbITb 3KpaH KnaBuaTypbl M BBECTU KpaTkoe
onucaHune obcnenoBanus. Obnadnas cnyxba Link-Live n npunoxenne AirMagnet Survey PRO ncnonb3yoT 3710
onuncaHve Ans npegocTaBreHnst 4ONOMHUTENbHOW MHOPMaLun O NPOEKTE.

Floor Plan (MnaH aTtaxa): KocHutech, 4Tobbl OTKpbITh 3KpaH Floor Plans (MnaHbl aTaxen). MoxHO BblbupaTtb
Mexay nnaHamu sTaxemn Unm BbIPY3KOW HOBOIO MilaHa aTaxa.

O6patuTech k akpaHy «Co3gaHue nnaHa ataxa.

Signal Propagation (PacnpocTtpaHeHune curHana): KocHutech Signal Propagation, 4tobbl OTKpbITh KraBnatypy 1
BBEAWTE 3HAYEeHME pacCTOSHNE, KOTOPOE ABMSETCH OLEHOYHBIM PaanyCoOM PacnpoCTPaHEHUs] pagmo4acTOTHbIX
curHanoB Ha obcnegyemon nnowagke. 3HadeHuMe No ymonyaHuio — wectb meTpoB (20 dyToB). (Ons Beibopa
€AMHUL, U3MepeHus Mo yMomnyaHuio (dyToB unn meTpoB) ucnonedymte onumio Distance Unit (EgnHuubl
n3MepeHnst paccTosiHMs) B HacTponkax yctpounctea (Device Settings). O6patutech k pasgeny «Device Settings
(Hactpoiiku ycTporcTtsa)».)

Survey Type (Tun obcnepoBaHus): KocHutecb Survey Type ansa Bblbopa Active (AktuBHoe) unu Passive

(MaccusHoe).

e Passive ([MaccuBHoe): (no ymonudaHuio) Bo Bpems obcrnenoBaHust M3MepsiloTcsl Bce obBHapyXuBaemble
curHanel. MoxHO npocmaTpuBaTtb AaHHblE ANS CEeTeW, KaHamnoB, TOYEK AO0CTyna, KMMEHTOB M UCTOYHWKOB
nomMex. MiamepeHnsi NpoM3BOAATCH C MCMONb30BaHMEM KagpoB Masika.

e Active (AktnBHoe): ObcrenoBaHmne NoLaaKkM BbIMOSTHAETCS NPU akTUBHOM NMOAKITIOYEHMM K ONpeaeneHHOon
cetn Wi-Fi. 310 nossonseT npoBepuTb npoussoautensHoctb cetn Wi-Fi u paboty poymuHra. Bo Bpems
obcnenoBaHMsa B KaXKAyH TOUKY AaHHbIX BKMNIOYAETCS CKOPOCTb nepefayvn AaHHbIX knueHta. ObpatuTech K
pasgeny «lMpoBeaeHne o6cnefoBaHUNAY.

Apply (MpuMeHuTb): YTOBLI COXpaHUTbL M UCMOMNBL30BATb HACTPOWMKM 0BCneaoBaHUSA, KOCHUTEChb KHOMKU Apply
(MpumeHunTk). ObpaTtuTech k pasgeny «lposeaeHne obcnegoBaHUs».

Dafaun®

" AMaEpper™ Sattings
Hame OfficeTest2
Description test
Floor Man DificeTest
Signal Pronagation 6 meters
Survey Type Ackive |~ |

PucyHok 30. AirMapper Settings (Hactporiku AirMapper)
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Co3paHue nnaHa aTaxa

PekomeHayembin cnocob BbIFPY3KM M KanuMbpoBKM MO3TaxHbIX nnaHoB Ana AirMapper 3akniouvaeTtcs B
ucnonb3oBaHun obnayHon cnyxbbl Link-Live ons HacTpoviku uzobpaxeHuss nnaHa aTaxa C nocrnegytoLlen
nepegayen nsobpaxeHus (M3odbpaxeHuin) Ha noodble yctporctea AirCheck G2 opranusaumn.

[nsa cosgaHna nnaHa ataxa ¢ NnoMoLLbio obnavHomn cnyxosbl Link-Live:

1 Hactponte y4yeTHyto 3anuch Link-Live Ha camTe Link-Live.com u Bongute B Hee. (ObpaTtutechb Kk pasgeny

«BBegeHune B obnayvHyto criyxoy Link-Live».)

2 MNoparotoBbTe NaH aTaxa K BbIrpy3ke B Link-Live:

e U3obpaxeHne nnaHa aTaxa AOMKHO ObiTb B hopmaTte JPG/JPEG unu PNG.

e Ecnu Bo3MOXHO, ODOpexbTe Takme HeHyXHble eTanu, Kak fnuHee MpPOCTPaHCTBO MMM TEKCT, KOTOopble
HaxogATcsa 3a npegenamm dakTnyeckon obnactn obecnenosaHus. 3TO YNPOCTUT NPOCMOTP AeTanen nnaHa
aTaxa Ha Tectepe AirCheck G2.

e [lomkHbl ObiTb M3BECTHbI HEKOTOpble pakTuyeckme uandeckne paccTosiHMA Ha nnaHe aTaxa, nmbo
NpMoNN3NTENbHbIN MaclTab BbICOTbI UMK LWMPUHBLI BCETO M300paXXeHMs nnaHa aTaxa, Nimbo dakTnyeckoe
dusnyeckoe pacCcTosHNE MeXAy ABYyMS TOYKaMM Ha niaHe. 0

3 B obnayHonm cnyxbe Link-Live Bbibepute wukoHky AirMapper =2 B cTtonbue nesoro meHw. 3gecb
nepeyncneHbl Bce 3aBeplueHHble TecTbl AirMapper.
4 UlenkHuTe kHONKoOW MbilKn Ha nkoHke Upload .amp./Manage Floor Plans (Beirpy3uTs/YnpaBnatb nnaHamm

3Taxeil) B NPaBOM HWKHEM YTy ° MosBATCSA ABE HOBbIX UKOHKMU.

5 Bbibepute MKOHKY (YnpaBnatb nnaHamu ataxen). OTkpoeTcsa akpaH Manage Floor Plans, Ha koTopom
OyayT nokasaHbl BCE paHee BbIrPY>XEHHbIE NiaHbl STaXen.

6 Bbibepute ukoHky (CoaaaTb HOBbIN MnaH aTaxa), 4Tobbl OTKPLITL 3kpaH Create New Floor Plan.

7 lNMepeTawmTte hann nnaHa aTaxa B Nosfie C UKOHKOW Kamepsbl UIW LWEeNKHUTE KHOMKOW MbIlLKX Ha none,

4TOOLI OTKPLITL OKHO BblbOpa darna un BeidpaTtb dann. Ha skpaHe oTobpasntcsa nsobpaxeHune nnaHaataxa.

8 BeeauTte B nond nog nsobpaxeHnem nHdopmMaLmio O niaHe aTaxa:

e Survey Name (Mmsi o6cnenoBanus): ObsizaTenbHO Anga naeHTudunkaumm obcneaoBaHus.

e Labels (Apnbikn): JononHUTenNbHbIE NOAEHTUMUKATOPDLI, KOTOPbIE MOMOIYT UCKaTb (halnbl B 061a4HON
cnyx6e Link-Live.

9 BbibepuTe oanH 13 MeTodoB kanubposku nnaHa ataxa (Floor Plan Calibration):

e Beeaute wwupuHy (Width) nnn Bbicoty (Height). 310 3HadeHue pomkHO npeacTaBnAaTb pasmep BCEro
n3obpaxeHns nnaHa a3Taxa Mo ropusoHTanu WM no BepTuKanu. Hanpumep, ecnv U3BECTHO, 4YTO
n3obpaxeHue nnaHa ataxa npeacraBnseT cobon npocTpaHCTBO WinpuHon 250 ¢yTtos, BBeante 250 B none
Width (LUupuHa). BeicoTa paccumTbiBaeTcsi aBTOMaTUHECKM HA OCHOBE COOTHOLLIEHUSI CTOPOH M300paXKeHns.
(Ons nepeknioveHUss eouHUL U3MepeHus Mexay dyTamMm u MeTpamu LernkanTe KHOMKOMW MbIWKn Ha
CTpenkax, KoTopble oToBpaXaloTcs Npu HaBegeHUM yKkasaTens Mbllln Ha norne.)

e Haxmute kHonky Calibrate (OTkanmbpoBaTtb), 3aTem cregywte MOACKa3kam Ha 3KpaHe Ans BBoAa
pacCTOSAHNS U TOYEK KannbpoBKu.

10 BBegute 3HadeHue Ons pacnpocTpaHeHus curHana (Signal Propagation). 1o npnbnuantensHoe 3HayeHne
paccTosiHWsi, Ha KOTOPOM OT KaxZOW TOYkM cbopa [daHHbIX Ha nrowagke MOoryT oOOHapyXvnBaTbCs
pagno4vacTtoTHble curHanel. 1o ymonyanuto a1o 20 ¢hyToB (OKOMO LECTU METPOB).

11 WenkHuTe kHonkon mblwn Ha Publish (Ony6nukosats). 3TO NO3BONSET COXPaAHUTL BHOBb CO3[4aHHbIN MraH

aTaxa B obnayHou cnyx6be Link-Live n oTKpbITb anemeHTbl ynpasneHusa Apply To (MpumeHnTs k).

12 BbibepuTte yctponctaa AirCheck, Ha koTopble HEO6XOANMO OTMNPAaBUTbL HOBbIN NS1aH dTaxa:

e All (Bce): MNnaH 3Taxa OTnNpaBnsAeTCA Ha BCe 3asBIIEHHble WUCMbITaTENbHbIE YCTPOWCTBA, WMELMe
MWUHUMAanNbHO NOAAEPXKNBAEMYIO MPOLLMBKY.

e Specific units (KoHkpeTHble ycTponcTBa): OTKpbIBaeTCs CNMUCOK 3asiBreHHbIx ycTponctB (AirCheck G2 un
EtherScope® nXG). MocTaBbTe MeTKy B Mofie Kaxdoro yCTPOWCTBA, Ha KOTOPOE HeobXoaMMO OTNpaBuTb
nnaH aTaxa.

13 Haxmute kHonky Apply (lMpuMeHUTb). 3TO NO3BONUT OTNPaBUTb MMaH dTaxa Ha BblbpaHHbIe YCTPOWCTBA,

Kora OHW B cneayoLlunin pas NoaknoyaTes K ceTu VIHTEpHET 1 CMOryT NoaKmiounMTbea K obnavHon cnyxbe Link-

Live.
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HNo6GaBneHune nnaHa ataxa B Tectep AirCheck G2

UTobbl y3HaTb, KOraa HOBbIW MNaH aTaxa AOCTYNeH Ans 3arpysku:

1 MNogkntoumte Tectep AirCheck G2 k ceTu ¢ goctynom B VIHTepHeT, ucnonb3ysa Tect nogkntodeHuns Wi-Fi nnu
nopt Ethernet.

2 Korpa [oCTyneH HOBbIM NiiaH aTaxa, NosABnAsieTcs cOobLLeHne 0 TOM, YTO HOBble HacTpowku AirMapper
OOCTYNHbI ANS 3arpy3ku.

3 [ng 3arpy3ku HOBOro nnaHa aTaxa 1 HacTpoek KocHUTeCh kHomku Yes ([Ja). MNo 3aBepLueHnn 3arpy3ku MOXHO

OyaeT BblIbpaTh HOBLIN NS1AH 3Ta)Xka U yCTaHOBUTb MHApOpMaLIMIO O kKanmbpoBke B HacTponkaxAirMapper

Kak do6aseumb nnaH amaxa 4epe3 nopm USB

MnaH aTaxa Takke MOXHO 3arpy3uTb Yyepes nopT USB Tectepa AirCheck G2.

1 MNMpexge 4em HayaTb:

o [lpexge 4em HavaTb, ybeamutecb, YTO U3BECTHO (akTU4eckoe PU3NYECKOE PacCTOsHUE MeXAy ABYMS
TOYKaMu Ha NnaHe aTaxa.

e (JdononHuTtenbHo) YcTtaHoBuTE YTbl WM METPbl B KayecTBe eOuHWL W3MEpPEHMs MO YMOJYaHWIO,
ucnonsb3ysa napameTp Distance Unit (EguHuubl namepeHus pacctosaHms) B HacTpownkax ycTponctea (Device
Settings). ObpaTtutecs k pasgeny «Device Settings (HacTporiku ycTtporicTea)».

2 MNomecTtuTe nsobpaxeHne nnaHa ataxa (B dopmate JPG/JPEG nnn PNG) Ha USB-HakonuTens.

3 MNMoacoeguHuTe Hakonutenb k ogHomy M3 USB-nopToB Tectepa AirCheck G2.

4 Ytob6bl OTKPbITb 3KpaH HACTPOEK, KOCHUTeCb WKOHkM AirMapper L’J 3aTeM KHOMku HacTtpoek AirMapper

5 [Ons nony4yenunsa goctyna K akpaHy Add Floor Plan ([Jo6aBuTb nnaH ataxa) kocHutechk Floor Plan ([naH
aTtaxa) > Add Floor Plan (Jo6aBunTb nnaH aTaxa).

6 Ecnu nnaH ataxa He oTobpaxaeTtcs, kocHutecb USB File (®ann USB), ytobbl 0TOGpa3nts cnmvcok dannos, a
3aTeM BblbepuTe HYXXHbIN dharin nnaHa ataxa.

7 (JononHutenbHo) KocHutecb Name (Mims), 4Tobbl OTKPbITL KNaBuaTypy U OTpeaakTupoBaTb MMs danna.

8 (OononHutensHo) KocHutecb Dimensions (Pa3mepbl) Ans kannbposku NnaHa ataxa. Ha nnaHe ataxa
oTo6pa3nTCcsa Nnapa CoeANHEHHbIX MapKepoB.

a. lNepemecTute Mapkepsbl, YTOObI OTMETUTL Ha NITaHe 3Taxa JIMHMID, COOTBETCTBYHOLLYIO N3BECTHOMY
PM3n4eCcKoMy pacCTOSHMIO.

a. YUtobbl oToOpasnTb knaBmaTypy M BBECTU (DM3NYECKOE pacCTosiHME Mexay Mapkepamu, kocHuTecb Marker
Distance (PaccTtosiHne mexagy mapkepamm).

9 KocHuTeCb KHOMKK . 4yTO6bLI BEpHYTbCA Ha akpaH Add Floor Plan (Jo6asuTb nnaH aTaxa).

10 KocHuteck Apply (MpumeHuTs), 4Tobbl OTKpbITE 3KkpaH Floor Plans (MnaHbl aTaxen).

11 Buibepute nnaH ataxa n3 cnucka. OTkpoeTtca akpaH HacTpoek AirMapper (AirMapper Settings).

12 KocHutecb Signal Propagation (PacnpocTtpaHeHune curHana), 4tobbl oTobpasvTb kKnaBuaTypy Ansi BBoAa
3HauyeHns. OTO MpuBNU3NTENbBHOE 3HAYeHMEe PacCTOSHMS, Ha KOTOPOM OT KaKAOW TO4ykM cbopa AaHHbIX Ha
nnowanke Moryt obHapyxmBaTbCA paguModacToTHble curHansl. o ymonyaHuio ato 20 dyToB (OKOMO LWEeCTU
MEeTpOB).

13 KocHutecb Apply (MpuMeHuTs). MNMnaH 3Taxa rotoB K UCMONb30BaHUIO.

NMpoBeneHne obcnepnoBaHns

Mocne npvmeHeHus nobblX M3MEHEHWNN, BHECEHHbLIX B HacTponkm AirMapper, MOXHO HadaTb obcrnegoBaHue

nnowaaku. NMepea Havanom, BO3MOXHO, NOoTpebyeTcsa NOAroTOBUTL CriefytoLlyo MHdopmauuio ansa ceba (unu

ansa niboro yenoseka, NnpoBoasLlero obcneaoBaHue yaaneHHo aAns Bac):

e [lpegBapuTenbHO oOnpefeneHHbIi U CUCTEMATUYECKUn MaplipyT obcnegoBaHus NNOLWaaKu, KOTOpbIr
MOSTHOCTBIO OXBaTbIBAET BCE 30HbI, KOTOPblE HEOOXOAUMO BKOYMTL B 06CrefoBaHue.

e PaccrosiHne pacnpocTpaHeHusa curHana (Signal Propagation), 4To Mno3BONMT NpUGNIM3NTENBHO 3HaTb,
HaCKOMbKO faneko HeobxoauMmMo BO Bpemsa obcriefoBaHNSa NPONTU MeXay U3MepeHnsMn, YTobbl NonyynTb
HeobxoaumMoe pasyMHOe NepekpbiBaHUS 30H N3MEPEHUS.

[nsa cbopa gaHHbIX 06cnenoBaHus:
1 MNponguTe B TO MECTO, C KOTOPOro XOTUTE HadaTb obCcrneaoBaHMue.
2 KocHutech Start (INyck) Ha rmaBHom akpaHe AirMapper.
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3 Cnegyvite no mapwwpyTy obcnegoBaHus nnowanku. Korga HeobxoaMMo MpoOBECTU M3MeEpEeHWe, KOCHUTECh
n306paxeHns nnaHa aTaxa B TOYKe, COOTBETCTBYIOLLEN Tekywemy dusndeckomy MmectononoxeHuto. Korga
Tectep AirCheck G2 cobupaeT AgaHHble, Ha NNaHe 3STaxa MosABNSAETCS KpacHas obnactb mamepeHus. o
3aBepLUEHNN N3MepeHns obnacTb CTaHOBUTCS 3€fIEHOW, a B LEHTPE MOSIBNSIETCA TOYKa U3MEpPEHUst (PUCYHOK
31). (Pasmep KaxOowm OKpalleHHOM 06racTM 3aBUCUT OT 3HAYEHWs pacnpocTpaHeHuss curHana (Signal
Propagation), ncnonesyemoro B HacTponkax AirMapper.)

PucyHok 31. BeinonHsietcs obcnegoraHune AirMapper.

4 (Mpwn HeobxoammocTun) [Ina naHopaMuMpoBaHUs U MaclUTabupoBaHMA M306paXKeHUs NnaHa aTaxa Ha JKpaHe
NCNONb3YNTE XeCTbl CMaxmMBaHUA U MacluTabupoBaHus. Takke MOXHO MOBEPHYTb U300paKeHue, KOCHYBLUUCH

MKOHKN @

5 (QononHutenbHo) [Job6aBbTe KOMMEHTapuu, OonucbiBawwme npobrnembl unu ocobble 06CTOATENLCTBA BO
Bpemsi o6cnenoBaHus:

a. Haxmute n yaepxuBanTe MecTo Ha nnaHe aTaxa, K KOTOpOMYy XOTuTe A0b6aBuTb KOMMeHTapui. Ecnv tam
HeT TOYKU U3MEpPEHUsl, NOSABUTCS MKOHKa KOMMeHTapuda. Ecnu xe Tam ecTb Touka M3MepeHus, LBeT obnacTtu
N3MepPEHNsT UBMEHUTCS, U NMOSIBUTCA MKOHKA KOMMEHTapus.

"]
b. UTobbl OTKPLITE 3KpaH KNaBMaTypbl, KOCHUTECH MKOHKN peAakTupoBaHus .
c. Beegute kommeHTapuii n Haxmute DONE ([oToBO). Ha nnaHe ataxa Tenepb NOSABUTCA UKOHKa KOMMeEHTapus
d. (QononHutensHO) [na yaaneHns KOMMEHTapUs HaXXMUTE U yaAepXKMBaWTe ero, noka He U3MEHUTCS CTpoka
MEHIO BHM3Y 3KpaHa, 3aTeM KOCHUTEeCh kHomMku Delete (Yaanuthb).

6 (JononHutenbHo) [Anga yoaneHus TOYKN AaHHbIX:
e HaxmuTe 1 yaoepxumBanTe TOUKY AaHHbIX, NOKa 06nacTb N3MEPEHNs He USMEHUT LiBET, N HE U3MEHUTCA
CTPOKa MEHI0 BHM3Y 3KpaHa, 3aTeM KocHUTeCb kHomku Delete (YoanuTe).

e KOCHMTECH KHOMKM m (OTMeHUTB), 4TODbLI yoanuTb NocrnegHee N3MepeHme.

7 (HononHutensHo) YTobbl NpuocTaHoBUTL 06CrnegoBaHue, kocHuTech Stop (Cton). MNocne aTtoro umeeTcs

HECKOJIbKO BapUaHTOB:

e YT06bl BEPHYTLCA K BLINOMHEHWIO M3MEPEHU, KocHUTeCb Resume (Mpogomkute).

e YT0BLI OCTAHOBUTL 06CrefoBaHWe 1 yaanuTb BCe NoryYeHHbIe Npu o6cneaoBaHMm nsMepeHnst nocne
3anpoca, kocHuteck Clear (OuncTutb).

e YT106bl n3mMeHUTb HacTponkn AirMapper, KOCHATECH MKOHKN HACTPOEK AirMapperE.

e YT06bl COXpaHWUTb AaHHbIe, KOCHUTECH MKOHKKU Ll (CoxpaHuTk). O6paTuTech k pasaeny «CoxpaHeHue

OaHHbIX».
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CoxpaHeHue faHHbIX

[aHHble MOXHO COXPaHsTb BO BpEMS UM B KOHLe 06crneoBaHus.

1 KocHutech Stop (Cton), satem HaxkmuTe LLE (CoxpaHuTb), YToBbl OTKPbITb MeHi0 Save Survey (CoxpaHuTb

obcnepnosaHue).

2 KocHuteck Destination (MecTo HasHadeHus1), 3aTeM Bblibepute, rae CoXpaHuTb JaHHbIE:

e Local (JlokanbHo): [JaHHbIE COXpaHSAOTCSA B NoOKanbHOW namMaTn B Buae danna .amp. [losgHee MOXHO
BbIrpy3uTb harin B obnadHyto cnyx0y Link-Live unu nepeHectn ero Ha USB-Hakonutens. (O6patuTtechb K
pasgeny «Kak coxpaHuTb AaHHble 06crneaoBaHUS NoKanbHOY. )

e Link-Live: [daHHble coxpaHsitoTca B obnayHyto cnyxby Link-Live nnbo 4yepes nopt RJ-45, nubo no
coeamHeHuio Wi-Fi. (Ecnu nogkntoyeHne K cetn OTCYTCTBYET, AaHHble 06CnefoBaHMs OCTaKTCA B MaMSTL
00 Tex nop, noka coeanHeHve He ByaeT yCTaHOBMEHO.)

3 (JononHutensHo) KocHutecb Add Survey Comment (Jo6aBuTb kommeHTapuin k o6cnegosaHuio) nnu Add Job
Comment ([Job0aBuTb KOMMEHTapui K 3adaHuio), 4ToObl A00aBUTH TEKCTOBYH WH(OPMaUMO K AaHHbIM
N3MepeHui.
4 [Ina coxpaHeHus AaHHbIX 1 KOMMEHTapuEB B yKa3aHHOM MeECTEe HasHaueHusi, KocHuTecb Save (CoxpaHuTb).
3aremMm MOXHO ocTaHOBUTb obcrnegoBaHne wnmu KocHyTbcsi Resume (Mpogomxkutb) AN MNpoOAOIKeHUs
N3MEpPEHNIA.

Kak npoeecmu akmueHoe obcnedosaHue

AKTMBHOE obcriejoBaHNe NPOBOOMTCS NPU aKTMBHOM NOAKIOYeHMM k onpeaenerHon cetn Wi-Fi. 3to nomoraet
NpPoOBEpPUTbL NPOU3BOANTESNBHOCTL U poyMUHT ceTn Wi-Fi.

1 Bbibepute AirMapper > Settings (HacTtponkn) > Survey Type (Tun obcnepoanusi) > Active (AKTMBHOE),
3aTeM KocHuTecb kHomku Apply (MpumeHnTs).

2 KocHutech kHorku Start (Myck). OTkpoeTcs akpaH co cnnckom ceTen (Networks List).

3 KocHutechb cetn Wi-Fi, k koTopon xoTuTe nogkniountbcs. OTKpoeTcs akpaH HacTponku cetu (Configure).
4 MNpu HeobxoammocTn HaxmnTe Password u BBeauTe naposnb 6e3onacHoOCTU Ans ceTu.

5 KocHutecb Apply (MpumeHnTb). Tectep AirCheck G2 nogkntoumTcs K ceTu.

6 MNocne ycnewwHoro noakno4YeHus k BbiopaHHon cetn Wi-Fi kocHuTechb nkoHkn AirMapper r?.: B JIEBOM HWXKHEM
yrny akpaHa. 3atem npogormkute obernegoBanue. (ObpaTtuTech k pasgeny «lpoBeaeHne obcrnegoBaHus».)

Kak coxpaHumb OaHHblIe 06criedoeaHust J1I0KasibHO

1 Korpa Heobxoaumo coxpaHuTb obcnenoBaHue, BbibepuTe B kayecTBe MecTa HasHadeHus Local (JlokaneHo), a
3aTem Save (CoxpaHuTb).

2 MNepenanTte Ha rmaBHbIN 3kpaH TecTepa AirCheck G2.

3 BbibepuTe Setting (Hactpowkun) > Manage Files (YnpaBneHnue cainamn).

4 KocHutecb Type (Tun), 3aTtem Bblbepute AirMapper (.amp). MosiBUTCA CNUCOK COXPaHEHHbIX NOKanbHO
obcnepoBaHuin.

5 MNMocTaBbTe MeTKy B nosne dana obcrnefoBaHnst, KOTOPbIA XOTUTE 3KCMOPTUPOBATb.

6 MoacoenuHute Hakonutens USB k ogHomy 13 noptoB USB-A 1 nogoxavMTe HECKONBbKO CEKyHA, NOKa TecTep
AirCheck G2 He pacnosHaerT ero.

7 KocHutecb kHonku Save to USB (CoxpaHuTb Ha USB). ®ann .amp obcnepoBaHusa 6yaeTt coxpaHeH Ha USB-
HakonuTene.

o  dann coxpaHsieTcs B narnke ¢ umeHeM AirCheckG2_Export_Files ¢ gobaBneHuem gatbl U BPEMEHMN.

o Takke MOXHO BbIrpy3nTb dann B 06naynHyto cnyxoy Link-Live, kocHyBLumch kHornku Upload (Beirpy3nthb).

8 Mo 3aBepLueHnn coxpaHeHusa dannos nseneknte USB-HakonuTenb. NMocne 3Toro ero MOXHO NoACOEaUHUTL K
KOMMbIOTEPY ANsi Mcronb3oBaHusa ¢ npunoxeHnem AirMagnet Survey PRO (Bepcum 10.0 mnm Bbiwe) unu
BbIrpY3uTb hann B obnaynyto cnyxoy Link-Live.
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Ucnonb3oBaHne obnayHou cnyx6bl Link-Live gna npocmoTpa, aHanu3sa
WUIIM 3KCNOPTUPOBAHUA AaHHbIX 06cneaoBaHuUA

Mpu coxpaHeHun aaHHbIX UK nx Bbirpy3ke Ha Link-Live.com kaxgoe obcnegoBaHve NnoLlagky BKIOYaeTCs B
cnucok. [ns BbiBOAA OCHOBHOW MHGOPMAaLMM Ha 3KpaH LUEMKHUTE KHOMKOW MbIlIM Ha COOTBETCTBYHOLLEM
obcneposaHun. [Ins npocMoTpa pesynbTatoB obcrefoBaHUA 1 OTOOpaKeHUa AaHHbIX Ha dKpaHe LienkanTe
KHOMKOW MbILLW Ha CriefyoLmx napameTpax.

Export to Survey PRO (3kcnopTtupoBatb B Survey PRO): BbiOupaiite 3Tty onuuio ans Boirpysku danna
obcnepoBaHma .amp. 3aTem MOXHO MMMOpTUpoBaTb ¢an B npunoxeHue AirMagnet Survey PRO ans
noapobHoro aHanmsa.

View Analysis ([pocmoTpeTb aHanu3): [Mo3BonsieT OTKpbITb AaHHble obcrnepoBaHust AirMapper B Buae
Tabnumubl. [aHHble MOXHO oTOOpaxaTb no kaHanam (Channels), SSID, Toukam pgoctyna (AP), knueHTam
(Clients) n uctouyHukam nomex (Interferers). [JocTynHa yHKUMSI COPTUPOBKM WHpopMaumn, no3BonsioLllasi
MCnonb3oBaTh pasnuyHblie PUNbLTPLI ANst BbINOMIHEHUSA NOAPOOHOro aHanusa.

View Survey (MNpocmoTpeTb obcnenosaHme): MNMo3onseT Nnonyyntb 4OCTYN K 3KpaHy NpocMoTpa obcneoBaHus,
Ha KOTOpoM oTobpa)kaeTcs nfaH 3Taxa C TennoBOW KapTOM MOLWLHOCTM curHana. MsobpaxeHne MOXKHO
N3MEHSNATL, UCMOMNb3Yysl pa3nNunyHble NapameTpsbl, punbTPbl U MacLuTadbl.

10. TECTUPOBAHMUE ETHERNET OANA TPAH3UTA B TOYKE
AOCTYNA

Tect Ethernet nossonseTt npoBepuTb KtOYEBLIE NapamMeTpbl MPOBOAHOINO COEAMHEHUS C TOYKOM JOCTYNa.
[ns HacTporikn Tecta Ethernet obpaTtuteck k pasgeny «Ethernet Settings (Hactpowiku Ethernet)».

JKpaH pe3ynbTaTtoB TecTupoBaHusa Ethernet

Monsi pe3ynbTaToB BbICOKOrO YPOBHS OTOOpaXKatoT OLEHKY rodeH (3ereHblii) unm HerogeH (KpacHbli) s
TECTMPOBaHWSI KOMMOHEHTOB. [1ns1 NnpocMoTpa NnoapobHOM MHGOPMaLMK HaXXUMaTE KHOMKN C HanpaBIieHHOM

oW
BHU3 CTPEJIKON — | crnpaBa OT KaXaoro nons.

PoE: [MokasbiBaeT, NOAAEpXKMBAKOTCA N TEKyLWMM coefuHeHneM BO3MOXHOCTM POE knacca 0, Bkntovas
n3MepeHHoe HanpskeHne B ckobkax, ecrnim oHo umeetcs. Tectep AirCheck G2 yctaHaBnvBaeT coefuHeHWe C
yctponctBoMm PoE knacca 0. Ecnu coegmHeHune PoE ycnelwHo cornacoBaHo, Tectep namepsieT u otobpaxaet
HanpsbkeHue PoE.

NMPUMEYAHWE: TectuposaHvne PoE moxHO oTkntounTh B HacTponkax Ethernet (Ethernet Settings).

Link (NMuHns ceasm): MNokasbiBaeT, ycTaHoBNeHa nu nuHus ceasu Ethernet yposHs 2. MNone craHosuTeA
3eneHbIM, ecniv NnHKA Bbina yCcnewHo yCcTaHoBNeHa, U KpacHbIM, €CIN JIMHWUIKD YCTaHOBUTb HEBO3MOXHO.
Port (MopT): MNMoka3aHo nmst kommyTaTopa, moaens, MAC-aapec, IP-agpec, Homep nopTa 1 MAeHTUdUKATOPbI
VLAN. NHdopmaumsa cobupaetcs n3 MHopMaLunoHHbIX nakeToB nopta kommytatopa (CDP, EDP uLLDP).
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Dafault*

< Ethernet Test

Restart DHCP L.ng_ EI “ /i |

PucyHok 32. OkpaH TectnpoBaHusi Ethernet (Ethernet Test).

MPUMEYAHUE: Tectep AirCheck G2 oxupaeT npuema nepBoro MHOPMALMOHHOrO naketa KommyTaTopa
(LLDP, CDP unu EDP) no nposogy nocne yCTaHOBMEHUS JIMHUW CBA3M W UCMONb3YET €ro Ans 3anofiHeHusi
nHdopmaumm o nopte (Port). Ecnu Tectep cnocobeH obHapyxmBaTb NogobHbIE NakeTbl bonee Yem OT O4HOro
NCTOYHUKA, OH OTOOpaxaeT NepBblI MOMyYeHHbIA, KOTOPbIA He BCceraa MoXeT ObiTb MonyvyeH OT napTHepa no
COEIMHEHMIO.

Kpome Toro, ecnn Tectep AirCheck G2 He cBfizdaH HEMOCPEACTBEHHO C yMNpaBfsieMbIM KOMMYTaTOPOM,
BblJAKOLW MM NakeTbl 3TOrO TWMNa, a CBA3aH C APYrUM MPOMEXYTOYHBIM KOMMYTaTOPOM, OH HE MOXET MonyyaTb
OOCTOBEPHYIO MHOPMaUMi0 4Yepe3 MOpT ITOro KoMMmyTatopa. bBonblWMHCTBO Takmx  ynpaBnsieMbix
KOMMYTaToOpOB nepefalrT NogobHble nakeTbl, ecnv obHapyaT yCTaHOBMEHME NVMHUWM CBS3WU, YTO B OAHHOM
crny4vae oHu cgenaTtb He moryT. OgHako OHM MOTyT MepuoaMdeckn nepefaBaTtb 3Ty MHEPOPMALMIO, KOTOPYIO
Tectep AirCheck G2 6yaeT npvHumaTth 1 oTobpaxaTsb.

MPUMEYAHUE: Mmsi kommyTaTopa MOXET ObITb YCEYEHO, ECNN €0 ANIMHA NPEBbLILLAET AMMHY NONS.

DHCP: MNMokaskiBaeT, 6bin v nonyyeH agpec DHCP.

Default Gateway (LLUnto3 no ymonyanuio): MNokasbiBaeT, cnocobeH nu Tectep AirCheck G2 nepegasatb 3anpoc
ping Ha W03 N0 YMOMYaHUIo.

Network (CeTb): MokasbiBaeT, MmoxeT nu Tectep AirCheck G2 ycnewHo AoCTWYb 3adaHHOW Morib3oBaTeriem
ceTeBon Uenu ¢ nomoulbto dyHKumm Ping unm TCP Port Open (Tect oTkpbitus TCP-noptoB). Hanpumep,
AaHHas YHKLMS MOXeT NpoBepsTh NOAKMYeHne K 6ecnpoBogHOMy KoHTpornepy. ObpatuTech K pasgeny
«AutoTest Settings (HacTpoikn aBToMaTU4E€CKOro TECTUPOBAHMS )».

Link-Live: NokasbiBaeT, Obin N1 pedynbTaThl TECTUPOBAHUS YCMNELLHO NepeaaHbl B 0bnavHyto cnyxoy Link-
Live.

Stop (Cton): HaxxmMuTe 3Ty KHOMKY BO BPEMS BbINOMHEHUS TecTa AN OCTAaHOBKU TECTUPOBAHMS.

Restart (lMepe3anyck): YTo6bl Ha4aTb HOBOE TECTMPOBAHWE MO 3aBePLUEHNM NpeablayLLero TeCTMpoBaHus (Mnu
€ro 0CTaHoOBKM), HaXMuUTe KHOMKy Restart.

DHCP Log (>KypHan DHCP): Haxxumante aTy KHOMKY 45151 MPOCMOTPA XXypHana TeCTMPOBaHuS.

L]
11 (CoxpaHuTb): KocHUTECH 9TOW KHOMKM, YTOBbLI COXpaHWUTL (aiin ceaHca, KOTOpbIil COAePXUT pesynbTaThbl
0BHapyXeHUs1 U TeCTMPOBaHWs, COOpaHHbIE C MOMEHTa nocneaHero copoca AaHHbIx Ha Tectepe AirCheck G2.
O6patutechb k pasgeny «CoxpaHeHue haiirioB CEaHCOB U 3aXBaTOB NAKETOBY.

3
(KommeHTapwuin): KocHUTECh 3TOM KHOMKK, YTOObI OTpeAakTMpoBaTh KOMMEHTapuiA Kk TecTupoBaHuio (Test
Comment) nnn kommeHTapun k 3agaHuio (Job Comment), Bbirpy>kaemble B obnayvHyto cnyx0Oy Link-Live n
CBsi3aHHbIe C pe3ynbTatoM Tecta. ObpaTuteck K pasgeny «[JobaBneHne KOMMEHTapueB».
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11. CONMYTCTBYIOLWMUE CITYXbBbI

OnucbiBaemble HwkKe [OBe OecnnaTtHble CNYyXObl paclMPSOT BO3MOXHOCTM TECTUMPOBaHMWS, aHanmsa WU
OOKYMEHTUpOBaHUA ¢ ucnonb3oBaHnem Tectepa AirCheck G2.

BBeneHue B o6na4vHyro cnyxoy Link-Live

lMocne HacTpowiku aTa OHManH-criykba aBTOMaTudecku Bbirpyxaet m3 Tectepa AirCheck G2 u coxpaHser
pesynbtatbl AutoTest, AirMapper, Connection n Ethernet Test kaxgbin pas, korga Tectep Nnogkni4aeTcs K CeTu
UuTepHeT. Cnyxba no3BOnsieT KOMMEHTMPOBaTb pe3ynbTaTbl TECTOB, OTCMEXMBATb AaHHble C HECKOSbKUX
YCTPOWCTB TECTUPOBaHWS, NpoCMaTpuBaTh pe3ynbTaTel 06CnegoBaHUS NIOWaaku, AOKYMEHTanbHO 0popMNATh
BbINOMHEHHbIE 3ajaHNs1, MOMeYaTb 1 YNOPsSA0YMBaTL HACTPONKM KOMMYyTaTopa v kabensi.

Hauunag ¢ Bepcun 3.0 Tectep AirCheck G2 Takke MoxXeT BbirpyaTb B obnayHyto cnyx0y Link-Live npodune,
CeaHC, CHUMOK 3KpaHa W pannbl 3axBaTa NaKeTOB W 3arpyxaTb U3 Hee OOHOBNEHUs nporpaMMHOro
obecneyeHnst NPSAMO Ha YCTPONCTBO.

Hauvano paboTbl c obna4yHoun cnyxb6om Link-Live

[nsa Havana paboTbl co3aanTe YYETHYIO 3annch nonb3oBaTens Ha cante Link-Live.com.
3atem HeobxoaMMOo 3aperucTpupoBaTth TecTep B obnaydHon cnyxbe.

Kak 3apeructpupoBatb Tectep AirCheck G2 B cnyxbe Link-Live

1 MNMocne co3gaHusa y4eTHON 3anncu Bonaute B obnavHyto cnyxby Link-Live. Mpu nepBom Bxoge B cnyx0y Link-
Live nosBMTCA BCMMbIBaKoLLLEE NANOroBOe OKHO C NPeAnoXeHNeM 3apermcTpupoBaTth YCTPONCTBO.

2 Ecnun yxe umeeTcs ydeTHas 3anucb nonb3oBatens um B cnyxbe Link-Live 3apernctpupoBaHbl apyrue
YyCTpONCTBa, C MOMOLLbIO NEBOW NaHenu Hasurauum nepenaute Ha ctpaduuy Units (YcTponcTtsa), LUEenkHyB

KHOMKOM MbILLM Ha MKOHKE MEHIO HaBuraumm .

3 Haxxmute kHonky Claim Unit (3apernctpmpoBaTb YCTPONCTBO) @ B MPaBOM HWXHEM Yrry aKpaHa.

4 B nnanorosom okHe Claim Unit (3apeructpupoBatb yCTPOMUCTBO) Bbibepute nsobpaxeHue tectepa AirCheck
G2.

5 [Ins 3aBepLUEHUs perncTpaLmmn cneagynte MHCTPYKLUMSM Ha aKpaHe.

6 lMpexae yem HaxumaTb Claim Unit (3apermuctpupoBathb ycTporcTBo) Ha TecTepe AirCheck G2, HaxxmuTe
Listen (Cnywartb) B cnyx6e Link-Live.

O6patuTech k pasgeny «HacTtporiku obnayvHon cnyxobl Link-Live».

MPUMEYAHUE: Ecnun Ha TecTtepe AirCheck G2 6b1n10 BbINONTHEHO BOCCTAHOBNEHWE 3aBOACKMUX HACTPOEK, Ans
NPOAOIMKEHNS BbIrPY3KM M MPOCMOTP Pe3ynbTaTOB HOBbIX TECTOB HEOOBXOAMMO OTMEHUTb ero perncTpauuio B
cnyx6e Link-Live n 3aTeM noBTOpHO 3aperncTpnpoBaThb.

Mocne Toro kak Tectep AirCheck G2 3apeructpupoBaH B obnadHon cnyxbe Link-Live, pesynbTathbl
TECTMPOBAHUS BbIrPYXalTCH aBTOMaTMYECKM MNOcre 3anycka TecTa M YCMEeWHOro MOAKMYEHUs K ceTu
WHTepHeT. Mone Link-Live Upload (Bbirpy3ka B Link-Live) Ha akpaHax pe3ynbTaToB TECTUPOBAHUSA NOKa3bIBaET,
4YTO pesynbTaThbl 6bINM YCNeLWwHOo oTrnpasneHsbl B criyxby Link-Live.

Upload Results to Link-Live

Upload Status HTTP 200

Upload Queue 2/100 &l PucyHok 33. Mone ycneLHoit BbIrpy3ki B cnyxGy Link-Live

Ecnu nogkntoyeHne oTCyTCTBYET, TeCTep hopMuUpyeT odepeab, Bkrtovarowyo o 100 3anucen, n TonbKo nocne
3TOro HauyvMHaeT nepesanucbiBaTh NpegblayLime pesynbTarhbl.

Takke Ha Beb-canTe obnaudHon cnyxObl Link-Live MOXHO HacTpouTb napameTpbl BbIFPY3kKM WM nepenauyu
yBedOMNeHnn. [na nonydeHus LOMNONHUTENbHOM WHgopmaumm o crniyxbe Link-Live Bbibepute Support
(Moppepxka) > Questions (Bonpockl) Ha neBon naHenu Hasuraumu Ha Beb6-ctpaHuue Link-Live.

UHCTpyKUMM no Bbirpy3ke npodunen B cnyxOy Link-Live npuBogatca B pasgene «Kak Bbirpy3nTs npodunb B
cnyx0y Link-Live».
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MHCTpyKUMM MO BbIrpy3Kke ceaHca, CHUMKa 3KpaHa 1 annos 3axBata B Link-Live npuBogatcs B pasgene «Kak
BbIrpyXatb thannbl B 06nadHyto cnyxoby Link-Livey.

UHCTpyKumm no obHoBneHuto nporpammHoro obecneveHus tectepa AirCheck G2 ¢ nomollpbo o6nayHom
cnyx6bl Link-Live npuBoasaTtca B pasgene «Kak o6HOBUTbL NpoLlnBKy Yepes cnyx0by Link-Livey.

Havano pa6oTbl ¢ kKoMmnbloTepHbIM npunoxeHmem AirCheck G2 Manager

KomnbtoTepHoe npunoxerne AirCheck G2 Manager MOXHO MCNONb30BaTh ANS:

O6HoeneHusa npowmneku Tectepa AirCheck G2.

O6HoeneHusa darna Vendor MAC Prefix (npedukc MAC-agpeca noctaeLumka) tectepa AirCheck G2.
MpocmoTpa pesynbTaToB U3BMEPEHUIN, COXPaAHEHHbIX B BUAe hainos ceaHca.

CospgaHus oT4eTOB 13 (palnnoB ceaHca.

HacTtpoviku koHdurypaumm AirCheck G2 ¢ nomoLubio co3gaHus npoduns.

HacTpoliku y4eTHbIX AaHHbIX 6€30NacHOCTU NS CETEN, COAEPKaLUUX BCe KIKOYEBbIE YCTPONCTBA, KOTOPbIE
NMPOBEPSIOTCH C NOMOLLbIO 3aNpOCOoB ping.

MepeHeceHuss npodunen ¢ coxpaHeHHLIMWU HAaCTPONKaMu B TECTEP.

o [lepenayn cHMMKOB 3kpaHa ¢ Tectepa AirCheck G2 Ha nepcoHanbHbIN KOMNbIOTEP.

3arpysute nporpammHoe obecneueHue AirCheck G2 Manager us obnaydHon cnyx6bl Link-Live https://app.link-
live.com/downloads.

Mocne 3arpy3ku 1 yctaHOBKM npunoxeHus nogkntouute tectep AirCheck G2 k nepcoHansHOMY KOMMbIOTEPY C
NMOMOLLIbIO BXoAsiLero B komnnekT kabens USB ¢ pazbemamu Micro n Type B.

e =

o ~RRE, . - . i

PucyHok 34. Session Data ([aHHble ceaHca) > Networks (CeTtu) B npunoxerHun AirCheck G2 Manager

MPUMEYAHUE: [Ona nopgkmtodeHnss Tectepa AirCheck G2 K nepcoHanbHOMY KOMMbITEPY MOXHO
ucnonb3oBaTtb TONbKO kabenu tmna Micro Type B. Kabenu USB OTG (gnsa coeamHeHusi nepudepuinHbIX
YCTPOWCTB HanpsMyto ApYyr C ApYyrom) MOryT paboTaTtbe HEMPaBUIIbHO.

? Help

MHTepakTMBHas cnpaeka npunoxeHus AirCheck G2 Manager coaepXvt 4ononHUTENbHbIE
WHCTPYKLUUN MO NCMOMb30BaHMIO MPUIOXKEHNS.

O6patutecb K pasgeny «YnpasneHve npounsamMu M ceaHcamy Ha KOMMbOTEPE C MOMOLLbIO MPUMOXKEHNS
AirCheck G2 Manager».
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12. HACTPOUKA TECTEPA 1151 CETU

Default*

C: | Settings

Profiles

MNetworks

Access Points

Link-Live
B02.11 Settings

Thresholds

Interferer Settings

AutoTest Settings

Test Targets

Ethernet Settings

iPerf Settings

Canbira
PucyHok 35. OkpaH meHto Settings (HacTpoinkn).

E3

B aTtoii rnaBe onucbiBaeTCs, Kak HacTPOUTb MapaMeTpbl MEHH E} Settings, koTopble Heobxoanmbl Ans
MOAroTOBKM TecTepa K paboTe B KOHKpETHOW CEeTU W NpoBeAeHus yriybneHHoro TecTMpoBaHUS
npoussoauTensHoCTU. [1ns onucaHnst Bcex OpYrMx HacTpoek obpaTutech k pasgeny «Bce HacTpoliku Tectepa
AirCheck G2».

[na nameHeHnst HACTPOeK TecTepa KOCHUTECH KHOMKM E Settings (HacTpowikn) Ha rmaBHOM 3KpaHe.

.? o -
(CnpaBka): KocHUTeCb 3TOM MKOHKK, YTOObI OTKPbITh pasaen BCTPOEHHbI CNPaBKN C ONUCAHUEM TEKYLLLErO
aKpaHa.

Ucnonb3oBaHne npodmnen Ana ynpaBneHUsA HaCTPoOMKaMu U YYETHbIMU
AaHHbIMK 6e30NacHOCTHU

Mpocunm — aT10 dhannbl, B KOTOPbIX XPaHATCA HaCTPOWMKN KOHUrypaumm TecTepa U YYeTHble [OaHHble
Ge3onacHOCTM ANg ceTen u ToYek 4OCTyna, NO3BONALMe TeCTePY NOAKMYATLCHA U BbIMOMHATL TECTUPOBaHUE
poyMuHra u nogkntodeHnsa k cepsepam DNS, cepsepam DHCP, mapuipyTtusatopy N0 yMOMYaHUO U CETEBbIM
uensam. Mpocunu Takke BKOYaoT B cebs cneayoLLyo MHopMaLnio:

e Bce HacTponkn 802.11

HacTtpoviku aBTomatuyeckoro tectupoBaHus (AutoTest)

HacTpowku TectupoBaHus Ethernet (Ethernet Test)

HacTtpoviku gns uctovnmka nomex (Interferer)

IP-agpeca, ncnonbdyemblie ans TectoB Ping nnu TCP Port Connect

Hactporiku iPerf

MecTononoxeHue (Location) n sa3bik (Language)

MoporoBble 3Ha4YeHMs ANg LUBETHLIX rMcTorpamm u pesynestaTtoB Pass (FTogeH), Warning (Mpeaynpexaexuve)
n Fail (Herogen).

MMmnopTupoBaHHble cepTUdUKaThbl

e Hactpownku AirMapper (kpome nnaHoB aTaxein)
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UTobbl BOCMPENATCTBOBATb  MCMONb30BAHMIO  HEaBTOPU3OBaHHLIMW  MONb30OBaTENAMM  TecTepa  Ans
NOAKMIOYEHUS K 3alUMLLIEHHBIM CETSIM UMK NOMy4YeHUs AO0CTyna K yY4eTHbIM [JaHHbIM CeTeBol 6e30nacHoCTU B
npunoxeHun AirCheck G2 Manager, npodunu MoryT 3awmiaTbCcs naposnem.

B BepxHem neBom yrny rnaBHoro akpaHa Ttectepa AirCheck G2 otobpaxaetca nmsa MCnonb3yeMoro Tectepom
npoduns. Ecnn HacTponka Tectepa C MOMEHTa NocrneaHero coxpaHeHus npodunsa Gbina M3MeHeHa, MMS
npoduns 6yaeT MeTb 3Be3404KY ().

Mpodunm moxHO co3gaBaTth U pefdakTupoBaTb Kak Ha TecTepe AirCheck G2, Tak u B npunoxeHum AirCheck G2
Manager Ha nepcoHansLHOM KOMMbOTEPE.

Kpome Toro, coxpaHeHHble Mpounm MOXHO BbIrpy3uTb B 00nayHyto cnyx0y Link-Live, a 3aTtem 3arpy3nTb mnx
Ha gpyrue tectepbl AirCheck G2.

Kak coxpaHumb mekyuwjue Hacmpouku e aude npogusisi Ha mecmepe AirCheck G2

B namsaTn Tectepa MOXHO COXPaHWUTb HECKOMNbKO Mpodusien, HO TOMbKO OAUH U3 HUX MOXET ObiTb aKTUBEH B
KOHKPETHbIA MOMEHT BPEMEHW.
1 Onsa nonydyeHus gocTyna K akpaHy npodunei KOCHUTECb UMEHM Npodunsa B BEPXHEM NeBOM YINy aKpaHa

Tectepa AirCheck G2 nnu Ha rmaBHOM 9KpaHe KOCHUTEChb KHOMKU E Settings (Hactponkn) n Bbibepute
Profiles (Mpodwunn).

Default®

< | Profiles

Load

Save

Save As

Add

Delete

Push to Link-Live

PucyHok 36. MeHto Settings (Hactponku) > Profiles (Mpodunu).

2 KocHutecb Save (CoxpaHuTtb) unun Save As (CoxpaHuTb Kak).

e [Ina coxpaHeHus Npouns ¢ TeKywum nMeHeM (oTobpaxkaeTcs B BepXHEM JIEBOM Yrily 3KpaHa) HaxmuTe
Save (Coxpanutb). lNepen coxpaHeHMeM TecTep CNpPOCUT, HY)XXHO NN nepesanucaTtb CYLLECTBYOLLMA
npodunb C 3TUM UMEHEM.

o [Ina coxpaHeHus npoduns Nog HOBbIM UMEHEM:

a. Bbibepute Save As (CoxpaHuTb Kak).

Name

Type Secured

Password

PucyHok 37. Profiles (Mpodunu) > Save As (CoxpaHuTb Kak)
b. KocHutecb Name (Mms) n ncnonb3syinte akpaHHyLo KnasmuaTtypy, YUToObl BBECTM HOBOE UMSI.
c. Mo 3aBepLeHnn kocHnTecb DONE (IoToBo).
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e [Ina coxpaHeHus 3awmileHHoro (Secured) npocuns:

a. KocHutecb HanpasneHHON BHU3 CTPErIKK, YTOBbLI M3MeHUTb Tun no ymonyaxuio (Type) ¢ Open (OTKpbIThIN) Ha
Secured (3awWwnLLeHHbIR).

b. KocHutecb Password ([Maponb), 4Tobbl BBECTN NApPOMb C NOMOLLBIO 3KPaHHOW KnaBmaTypbl.

BHumaHue

Y6eantecb, YTO BBEAEH MpaBunbHbIN Naporib. KOCHUTECh MKOHKM OTKPbITOrO 3aMka, Ytobbl y6eautbcst B ero
npasunbHOCTN. Ecnn BBedeH HeBepHbIM MNaponb WAM napofb 3abblT, BO3MOXHO, MNOMYyYUTb AOCTYN K
3aluLeHHOMY Npodunto 6onbLLe He NONYYUTCA.

c. Mo 3aBepLeHun sBoga napons kocHutecs DONE ([oToBO).

o [lo 3aBepLueHnn HacTponkn npodpunsa Haxmute Apply (MpumMeHUTs).
Kak 3arpysuTb npocdurnb, coxpaHeHHbIn B TecTepe AirCheck G2

1 Ha rmaBHOM 3KpaHe KOCHUTECH KHOMKM E} Settings (Hactponku).

2 KocHutech Profiles (Mpodounn).

3 KocHutecb Load (3arpy3uTs) 1 BeibepuTte umsa npoduns U3 cnucka.

4 KocHutecb Apply (MpuMeHuTs).
5 Ecnu npodmnb 3awuileH, BBeanTe Naporsib.

MPUMEYAHUE: WkoHka ﬁ psaom ¢ uMmeHeM npodunns Ha akpaHe 3arpy3ku npocuns (Load Profile)
nokasbIiBaeT, YTo Npodunb Obin 3arpyxeH nu3 obnayvHon cnyxowbl Link-Live.

Kak nepedamb npodhunb ¢ KOMNbLOMepa Ha mecmep

MPUMEYAHUE: JononHuTenbHbIEe MHCTPYKLUMY NPUBOASTCS B CpaBke
Manager.

npunoxexust AirCheck G2

1 [Ona cosgaHusa npodmna B npunoxeHum AirCheck G2 Manager Bocnonb3yntecb yHkumen Profile Setup
(HacTtporika npocouns).

2 lNoacoeaumHuTe TECTEP K KOMMNBIOTEPY BXOAALUM B KOMMNeKT kabenem USB.

3 lNogoxauTe, nNoka B BepxHem nesoM yrny npunoxeHuss AirCheck G2 Manager He nosiBUTCHA 3eneHbln
nHgukatop Connected (Moagknto4yeHo).

4 Ytobbl Nepepatb npocunb Ha TecTep, B npunoxeHun AirCheck G2 Manager nepetawmte nmsa npoduns ¢
npason naHenu Local Profiles (JlokanbHble npocunu) Ha nesyto naHenb AirCheck G2 Profiles (Mpodunu
Tectepa AirCheck G2).

MPUMEYAHUE: lMepen Tem kak MOXHO ByaeT mcnonb3oBatb npocunb, ero Heobxoaumo 3arpy3utb (Load) B
TecTep.

Kak ydanumsb npoghunb Ha mecmepe

1 BuibepuTe MeHto E] Settings (Hactponku) > Profiles (Mpocunun).

2 KocHutecb Delete (Yoanuts).

3 lMocTtaBbTe MeTkM B nonax npodunen, kotopsle xotute yaanuts. MPUMEYAHUE: TekyLwnin akTUBHBLIN
npodwunb yaanuTe HEBO3MOXHO.

4 KocHutecb Apply (MpuMeHUTb).

5 MNMoateepauTe yaaneHme, KOcHyBWUCh Yes (Ja).

Kak ebiepy3umsb npogpusnb 8 cnyx6y Link-Live

1 Ha rmaBHOM 3KpaHe KOCHUTECH KHOMKM E} Settings (HacTpoiikn).

2 KocHutech Profiles (Mpodounn).

3 KocHutechb Push to Link-Live (Bbirpy3untb B cny0y Link-Live) n noctaBbTe METKY B MOSie O4HOM0 Un
HECKOSbKUX MMEH Npodunen B Crncke.

4 Kochutecbk Apply (MpumeHuTb).

5 MoateepauTe nepepavy npodunen B 06nadnyto cnyxoy Link-Live, kocHysLluunch Yes (Ja).
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BbibpaHHble npodunu Beirpyatotcs B cnyx0y Link-Live Bcsikuin pas, korga 4OCTYMHO akTUBHOE MPOBOLHOE UK
B6ecnpoBogHOE coeanHEHNE.

MPUMEYAHUE: MNpu nepenadve B cnyxby Link-Live unu npu 3arpyske Ha Tectep AirCheck G2 cyuiecTtsytoLue
Npounu ¢ TakKNM XXe UMEHEM Mepe3annchiBatoTCs.

[ocTyn K BbIrpyXXeHHbIM Ha cauT Link-Live.com npodunsm MOXHO MOfAyYUTb C MOMOLLLIO fIeBOW MnaHenm

HaBuUraumm, LLENKHYB KHOMKOW MbILLM Ha UKOHKE MEHI0 HaBuraumm , @ 3aTeM BblOpaB MeHIo O Settings

(HacTporikn) > AirCheck G2 Profiles (Mpodunu AirCheck G2).

BBoA y4yeTHbIX AaHHbIX ceTeBOM 6e30nacHOCTU

CyliecTtByeT TpM MeTOAa BBOAA N COXPaAHEHUsT YYETHbIX JaHHbIX 6€30nacHOCTM CeTu M TOYKM JocTyna:
e Ha akpaHe Tectepa Network Details (MHdpopmauums o cetun) unu Access Points Details (MHdopmauusa o
TOYKe J0CTyna).

¢ B meHIo HacTpoek TecTepa E Settings.
e B meHio Profile Setup (Hactporika npoduns) npunoxenus AirCheck G2 Manager.

PSS

T Kak eeecmu yyemHsbie daHHbIe u3 cnucka cemeli

{ | CiscoQATest

w| usu moyek docmyna
APs 4
= B cny4yae Bbibopa obHapyXeHHOW CeTu UM TOYKU AoCTyrna B
Signal Strength ]JIJ cnucke Networks (Cetun) unu cnucke Access Points (Touku
= poctyna) He noHagobutca BBogutb SSID v Tun
Signal Level -68 dBm | ayTeHTUMKaLnu.
1 Ha rnaBHom akpaHe kocHuTecb Networks (CeTtun) nnmn Access
Noise Level 93 dBm | Points (Touku goctyna).
2 KocHuWTeCb CTPOKM COOTBETCTBYIOLLENA CETU WU  TOYKU
SNR 25 dB [ocTtyna, YTobbl OTKPbITh 3KPaH CBEAEHUN.
3 Ha askpaHe cBefeHWIA O CeTU UnK TOYKE AO0CTyna KOCHUTECh
g 0 kHornkn Connect (MMogkniounMTb) B HWXKHENW YacTU 9KpaHa.
security WPAZ I} CMoTpuTE pUCYHOK 38.
4 Ecnm ceTb elwe He Obina HacTpoeHa pAnsi TeKyLlero
802.11 Types OO 9 ® 5 [ popuns, otkpoetcs akpaH Configure (HacTponTs). BeeauTe
| Ha skpane HaCTPOMKM  KOHdUrypaumm COOTBETCTBYHOLLME
Clients 0 yYeTHble AaHHbIE.
[ns nonyvyeHnsa OoNosHUTENbHOM MHGOPMaLMM O HacTpoMKax
Band 2.4, 5 GHz cetn obpaTtutecs k pasgeny «Networks (Cetn)».
5 Haxmute kHomky Apply (MpuMeHUTb) B HWXHENH 4YacTu
Channels 1,6,36,161 SKpaHa.
Last Seen 1 second ago

rromenh B e o e

TecTep 3anyckaeT TecT nogkntoveHus (Connection). Mocne 3TOro yyeTHble AaHHble ANs CETM UMM TOYKM
AOCTyna COXpPaHsAKTCA B HECOXPAaHEHHOM npoduie, KOTopbIi OTMe4yaeTcs 3Be3foudkon (*) (Kak nmokasaHo Ha
pucyHke 39).

MPUMEYAHUE: ObpaTtuTe BHUMaHUe, YTO UMS NPOUNsa B BEPXHEM NEBOM Yriy Ha 3KpaHe UMeeT 3BE3J0UKY,
NOTOMY 4YTO NPounb He ObiN COXpaHeH C HOBbIMWU YYETHbIMU AaHHbIMW. [locne BBoAA YYEeTHbIX AaHHbIX
6esonacHoctn ana SSID (unu Heckonbkux SSID), coxpaHuTe ux B npodune. 3TO NO3BOMNUT HE NMOTEPHATb 3TU
HaCTPOWKM B Criyyae 3arpysku Apyroro npogung nnm obHoBNeHUN NpoLLNBKM TecTepa.

Kak eeecmu yyemHble OaHHbIe 8 MeHIo Settings (Hacmpoliku)

1 Ha rmaBHOM 3KpaHe KOCHUTECH KHOMKM E Settings (HacTpoiikn).
2 Bbibepute Networks (CeTn).
3 Ha akpaHe HacTtpoek ceTn (Networks) kocHuTecb Add Network ([Jo6aBuTb ceTb). CMoTpuTE pUCYHOK 39.
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4 Bepgute Heobxogumbln ngeHTndgumkatop SSID.

Default* (%100 W=

< [ Metworks

Add Network e

AuthorizedGuest 7 XK
Cisco4400 Z R
mfgTestSSID 7 R

PucyHok 39. CeTu, HacTpoeHHbIe Ha TecTepe

5 Hactpovite Heobxoammblie napameTpbl CETU.
[ns nony4eHns 4ONONHUTENBHON MHAOPMAaLMKN O HacTporikax ceTn obpatuTech k pasgeny «Networks (CeTtu)».

6 YUTo6bl fO6aBUTL y4YeTHbIE faHHble B Npodunb, HaxxmuTe Apply (MpumeHnTts). iMsi HoBOW ceTu NosiBUTCA B

CMUCKE B MEHIO Settings (HacTpowiku) > Networks (CeTu), kak nokasaHo Ha pucyHke 39.

Kak esecmu yyemHble OaHHbIe 8 npunoxeHuu AirCheck G2 Manager

NMPUMEYAHUE. [dononHuTenbHble MHCTPYKLMU NPUBOASATCS B CNpaBke B

Manager.

npunoxeHusa AirCheck G2

1 MNopkntounTe TecTep K KOMMbIOTEPY, HA KOTOPOM YCTaHOBIEHO npunoxeHne AirCheck G2 Manager.

2 OtkponTte npunoxenune AirCheck G2 Manager.

3 B neBom meHio HaBuraumm Beidoepute Profile Setup (HacTtporika npodouns).

4 OTpepaktupyiTe Nnpodunb:

e [lpn HeobxoaMmocTu nepeHecute npodusnb «no ymondaHuo» (Default) (Mnm npodmnb, co3gaHHbI Ha
Tectepe AirCheck G2) mn3 AirCheck Profiles (MNpocunn AirCheck) Ha neson naHenu B Local Profiles
(JlokanbHble npocnnn) Ha NpaBoKr NaHenu, nepeTawms UM NPOUNS C MOMOLLLbIO MbILLN.

e 3aTeMm ABaxAbl LLUENKHUTE KHOMKOM MbILLX HA MMEHW Npodduns Unu LWEeNkHUTe Ha WKOHKe KapaHgalua
AN pedaKkTUPOBaHUA KOHUrypaumm npoduns.

e TaKkKe MOXHO LUEMNKHYTb KHOMKOM Mbilun Ha wukoHke B nnsa cospamust Hooro npoduns (Create a new
Profile).

5 B guanorosom okHe Create Profile (Cospate npodunb) nnu Edit Profile (M3meHuTs npodune) BeiGepuTe
Networks (CeTwn) B 3aronoBkax crnesa.

6 Haxxmute kHonky Add (Job6asutb).

7 Beegute HeobGxoanmyto MHADOPMaLUIO O KOHGUrypauumn cetn n Haxmute Save (CoxpaHuTb).

8 MNepeHecuTe HOBbLIN NN OBHOBIEHHBbIV NPOCUNbL C NaHenu nokanbHbix Npodunen (Local Profiles) Ha naHenb
npodmnen AirCheck G2 (AirCheck G2 Profiles), nepeTtalums ero umMs ¢ MOMOLLIbIO MbILLN.

Mocne nobaBneHnst M CeTU UK TOYKM AOCTYNA NOSABMSETCS B MEHIO Eﬂ Settings (HacTponkun) Tectepa
AirCheck G2 Ha akpaHe Networks (CeTn), kak nokaszaHo Ha pucyHke 39.
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HacTpounka noporoBbiXx 3Ha4eHUN TECTUPOBAHUA

Tectep AirCheck G2 nokasbiBaeT COCTOSIHME CETM C MOMOLLBI MHOMKALMW KPacCHOro, 3efIeHOro W XXenToro
uBeTa crneayroLumm cnocobamu:

e I.
e OueHkn v (TopeH) / d’ﬁ (MpepynpexaeHue) / x (HeropeH)

e [pyrve nons pesynbTaToB TECTUPOBAHUSA, HANPUMeEP, B pe3ynbTaTtax aBTOMaTUYeCcKoro TeCTUPOBaHuA
(AutoTest), KOTopble CTAHOBSATCS KPaCHbIMM, 3€TIEHBIMU UIN KENTHIMU:

. LlBeTHbIe rTMCTOrpamMmbl: HH

Air Quality

q_'..-..-..,.:.._._.”. T R ———
| 21t vtieaton V]
Non 802.11 Utilization v |
Co-Channel Interference [~]

PVIcyHOK 40. 3KpaH pe3ynbTaTtoB aBTOMaAaTU4E€CKOro TeCtTMpoBaHna Ka4eCTtBa CBA3N

LiBeToBas oueHka pe3ynbTaToB TECTMpPOBaHUsS Ha MHCTpymeHTe AirCheck G2 6asupyeTtcsl Ha YyCTaHOBMEHHbIX
noporoBbix 3Ha4yeHusix (Thresholds). Tectep cpaBHMBAET M3MEPEHHbIE AaHHbIE C HACTPOEHHbLIMM MOPOrOBbLIMU
3HaJYeHMAMU Ansl nornyyeHus pesynbTata no npuHuuny «lFoged/TpegynpexaeHune/HerogeH». OTU OLEHKM
ycTaHoBneHbl Ha Tectepe AirCheck G2 no ymonuyaHuo, HO KX MOXHO HACTpPOUTb B COOTBETCTBUMN C
COOCTBEHHBIMKN NOTPEBHOCTAMM TECTUPOBAHMUS CETHU.

Kak usmeHumsb rnnopoz2oesie 3Ha4eHuUs1 Ha mecmepe

1 Ha rmaBHOM 3KpaHe KOCHUTECH Eg Settings (Hactponku).
2 Bbibepute Thresholds ([Moporosklie 3HaveHus).

Thresholds
Signal Thresholds
Signal Strength
Green > 4| -70dBm | »
=3 L 16
Red < 4 -85dBm | » |§
Noise
Green < 4 |-80dBm | »
Eed o R 55 dem [N 1§

PucyHok 41. OkpaH Thresholds (Moporosble 3HaqHM;|)

3 Kacavirtecb KHOMOK < n > ana ysenuydeHuna nnn ymeHbLllueHna I/I3MepeH|/|l7I, nony4yarwwmnx OueHKy «logeH»

(seneHbi) nnn «HerogeH» (KpacHbin). [MpOMeEXYyTOYHbIN AnanasoH nonyvaet oueHky «[lpegynpexaeHune»
(xenTbin).

Cnmncok Bcex NMoporoBbIX 3Ha4YeHW npuBoautcs B pasgene «AutoTest Settings (HacTponkn aBToMaTMyeckoro
TECTUPOBAHWSI)».
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N3meHeHune HAaCTpoOeK MeCTOMOJ10XXeHUsA N A3blKa

Hactporiku mectononoxeHnunsa (Location Settings) nossonsoT ckoHdurypmpoBaTb TecTep Tak, 4TobObl OH
oTobGpakan KaHarnbl, KOTOpble Henb3si UCNOoNb30BaTh B BbIGpaHHON CTpaHe, KpacHbIM LBeToMm. ObpaTtutech K
pasgeny «9QkpaH Channels Utilization (Ucnonb3oBaHue kaHanoB)».

Kak uamMeHumes HacmpouiKu MecmornoJsiIoxXeHus

1 B mMeHI0 [.] Settings (HacTpowikmn) kocHuTeck Location Settings (HacTpoiku mectononoxeHus).
2 Bbibepute B pa3BopaynBaoLLLeMCa MEHIO CBOKO CTPaHYy.
3 KocHutecb Apply (MpuMeHUTb).

Kak uameHums si3b1k mecmepa

1 B MeHI0 [‘] Settings (HacTtpowikun) kocHuTeck Device Settings (HacTpoiikn ycTtponcTea).
2 KocHutecb Language (A3bik).

3 BbibepuTe cBOM A3bIK U3 CNUCKA AOCTYMHbIX.

4 KocHutech Apply (MpumMeHuTb).

TecTep nepesarpyxaeTcs, a 3aTeM NokasbiBaeT BbIOPaHHbIV A3bIK.

13.NMPOBEPKA NOAKINKYEHUA U NOKPbITUA

Tectbl Connect to Network (Mogkmtountbest k cetn) M Connect to AP (MMogkntounMTbca K TOYke [oOCTyna)
NO3BOMSAOT NPOBEPUTbL BO3MOXHOCTb MOAKMYEHUSA B ONpPeAerneHHbiXx MecTax ceTu. McnonbayiTe a3ty TecThbl
AN NpoBepKM paboTbl criegyowmx OyHKLMIA 6ecnpoBOOHOM CeTu:;

e  KnueHTbl MOryT Nogkno4aTbCH K CETU.

o  KnneHTbl MelT JOCTyN K ceTeBbIM cnyx6am (Hanpumep, DHCP, DNS n mapwpyTtusatopam).

e KnueHTbl MOryT CBA3bIBATbCHA C APYIMMU YCTPOWCTBAMU 3@ pa3yMHOE BPEMS.

e  30Ha NOKpbITMSA AN NOOKMOYEHWS KITMEHTOB yAOBNETBOPUTENbHAS.

[aHHble TecTbl Takke U3MepPSAOT NapamMeTpbl MPOM3BOAUTENBHOCTU, KOTOPbIE CNOCOOHLI yKa3aTb Ha Hanuyue
ceTeBbIX Npobnem.

MPUMEYAHUA:

e Tectbl Connect to Network (MoakniounTeca k cetn) u Connect to AP ([Mogknmountbea K Tovke gocTyna),
OOCTYN K KOTOPbIM MOXHO MONny4nTb C 3kpaHoB cBegeHun o cetax (Networks Details) n Touykax goctyna
(Access Points Details), aHanornyHbl Tectam nogkntoveHus (Connection), KOTopble BbIMOHAKTCA BO BPEMS
aBTOMaTU4yeckoro TecTupoBaHusa (AutoTest) gnsi HacTpoeHHbix uaeHTudukatopo SSID. Ob6a TecTta
NpoBEPSOT BO3MOXHOCTb noakmntodeHnsi. OgHako TecTbl Connect to Network (MogknounTbes K ceTun) u
Connect to AP (MNogkniounTbCca K TOYKE AOCTyMNa) MCMonb3yloT noakmnoyeHne k ogHomy SSID 3a pas,
No3BOMSOT BBOAWTbL YYeTHble [aHHble CEeTeBOM 0e30MacHOCTM, eCnv OHW He Obinu npeaBapuTenbHO
HaCcTpPOeHbI, N BbICTYNAKT B Ka4yeCTBE HEOOXOAMMbLIX YCIOBWUA MPOBEOEHUS TECTOB POYMWHIa, MOKPbLITUS
cetun u iPerf.

e [lpu nogkniYeHUn K ceTn TecTep 0ObIMHO COELMHSAETCA Yepe3 TOUKYy OOCTyMna, UMEILLY0 caMoe BbiCOKOe
OTHOWeHWe curHan-wym. Ecnn ceTb BkniovaeT B cebs 3almeHHble Y He3allMLLEeHHbIe TOYKM OoCcTyna, a
Takke MPUCYTCTBYIOT yYYeTHblEe AaHHble 6€30MacHOCTU, TO TecTep NbITaeTCHA MOAKMHYMTBLCS K 3allMLLEHHON
TOYKe [OCTyna, UMEILEen caMoe BbICOKOE OTHOLUEHME CurHamn-wym. B HekoTopbix ceTsax mpumeHsieTcs
KOHTpornep, obecneyunBaroLnin NOAKMIOYEHNE K TOUKE AOCTYNa C MUHUMANbHOW BENTMYNHOM TpadimKa.

e HeBO3MOXHO NOAKMIOUMTLCA K CKpblToMy SSID wnu ckpbiTOM ceTu OO Tex nop, noka oHa He Oyaet
onpeaerneHa C NOMOLLbI CKaHUPYIOLLLEro 3anpoca Ui NOAKIMIOYEHUS K KITUEHTY.
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OnpepneneHue uenen tectupoBaHusa ansa tecta Ping n TCP Port Open
(OTKpbITHE TCP-nopTOB)

[ns npoBepky BO3MOXHOCTU NOAKITIOMEHUS K ONpedeneHHbIM YCTPOMUCTBaM U cepBepaM MPUIoXKEHUN MOXHO
HacTpouTb UX Kak uenu tectuposaHus (Test Targets) ana TectoB ICMP Ping nnu TCP Port Open (OTkpbITUe
TCP-nopTtoB). TecTep 3anyckaeT 3TW HACTPOEHHbIE TECTbl BO BPEMS BCEX TECTOB MNOAKMYEHUSA K CETU UNn
TO4YKe AocTyna, Bkniovas AutoTest.

MPUMEYAHMUE: MoxHo HacTpouTb o 10 uenen TecTMpoBaHus 1 coxpaHutb nx Ha Tectepe AirCheck G2 kak
YyacTb Npogouns.

Kak dobaseumb Hogyro cemesyro uesib mecmupoeaHusi

1 Ha rmaBHOM 3KpaHe KOCHUTECb E Settings (Hactponkn).

( ] Test Targets f.‘j' '7

Add Test Target

DHCP Server )

Default Gateway W

DNS 1 W

DNS 2 W
www.google.com M 7 X
etsy.com M A X

Cancel Apply
PucyHok 42. OkpaH Settings (HacTtponikn) > Test Targets (Llenu TectnuposaHus).

2 Bblbepute Test Targets (Llenn TectupoBaHus), 3aTem kocHuTecb Add Test Target (Jo6asutb uenb
TEeCTUpOBaHMS).

3 KocHutecb Target (Lenb), 4tobel BBectn IP-agpec mnu uma xocta. Beibepute URL Keyboard (URL-
knaesmaTypa) unu IPv4 Address Keyboard (Knasuatypa IPv4-agpeca) v BeBeaute agpec. (Ha pucyHke 43
nonb3oBarenb obaeun agpec etsy.com.)

West Hall LEER

{ | Configure Target n ?

Target etsy.com

Test Type ICMP Ping

PucyHok 43. QkpaH Configure Target (HacTtpowika uenm).

4 Kochutecb DONE ([oToBO).
5 Bbibepute Tun Tecta (Test Type) ICMP Ping unn TCP Port Open. [1ns nepeknoyeHns Mexay HUMu

o o o A
HaXXMaunTte KHOMKY CO CTpeJyiKon, HanpaBJ1I€eHHOU BHU3 .

MPUMEYAHUA: Ecnu HacTponTb TecT Ping Ang Lenesoro obbekTa Ha Beb-cepBepe, KOTOPbIN He OTBEYaeT Ha
3anpocbl Ping, TECT MOXeT 3aBEpPLUMTLCS HEYAa4YHO, AaXe ecrniv cama Lenb JOCTYMnHa.

Mo ymonyaHuio B kKayecTtBe Tuna Tecta BbldopaH ICMP Ping. Ecnn BbibpaHo TCP Port Open, MOXHO U3MEHUTb
nopT No yMO4YaHuio, KocHyBLumnch Port (MopT), 4Tobbl oTKpbITE 3kpaH TCP Port, n BBeaa Homep nopta TCP.

6 [1ns nobaeneHus uenu tectupoBaHus kocHutecb Apply (MpumeHnTb).
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7 CHoBa kocHutech Apply (MpumeHuTb) Ha akpaHe Test Targets (Llenn Tectuposanus).

MPUMEYAHUE: MNpu gobaBneHun uenu TeCTUPOBaHUS B MEHIO Settings (Hactponiku) > Test Targets
(Llenn TectmpoBaHusl), uenb aBTomaTudeckn pobaensietca B AutoTest m Tectol Connect to Network/AP
(Moakntountca k ceTu/Todke goctyna). CMoTpuUTe pUCYHOK 48.

3anyck Tecta Connect to Network (Moakntountca k cetn) unm Connect to
AP (MoaknounTcsa K TOYKe AocTyna)

. - 1 Ha rmnaBHom akpaHe kocHuTecb Networks (Cetu) nnmn Access
(- :
SouthCampus m. Points (Toukn goctyna).
< | Connect to HOME-0361 f_‘:} '? 2 KoCHMTECh CTPOKM COOTBETCTBYIOLLEN CETU UM TOYKM OOCTYNa,
=] 4TOObI OTKPLITL 3KpaH cBedeHwi (Details).
S5ID HOME-0366-2.4 3 Ha akpaHe cBegeHuin o cetu (Network Details) unn Touke
poctyna (Access Point Details) kocHuTecb kHonmkm Connect
BSSID (MopkmnounThb) B HWXKHEN YacTu 3KpaHa, YToObl OTKPbITb 3KpaH
Connect to Network (MogkntounTtbesa k cetn) unu Connect to AP
Link Uptime (MogkrtounTbes K ToUKe gocTtyna). CMOTpUTE pUCYHOK 44.
Connecting T [~ ] Mpwu HaxaTum Connect,
5 o —— i} e Ecnu Touka pocTtyna nopaepxusaeT Gonee ofHOW ceTw,
Gat IP Address [ | OTKpoeTCH 3KpaH co cnuckom SSID, nossonswowmin BeibpaTb
- SSID gns nogkntoyeHus.
; e Ecnu B Tekywlem npocune ceTb He HacTpOeHa, OTKPOeTcs
R
FNRLEREP. Seriey |——— 3KpaH HaCTpPOWKn KOHUrypaumm. Hactporite
; f= COOTBETCTBYIOLWMNE napameTpbl 6e30MacHOCTU U KOCHUTEChb
Find Gateway !E— Apply (MpuMeHUTb) ANS NOAKMIOYEHUS.
e Ecnu yuyeTHble paHHble ceTU WM TOYKM JOCTyna yxe
Find DNS 1 Y A poctyna ¥

COXpaHeHbLI B npoq)wne, 3anyckaetcda TecTupoBaHue

MOAKIIOYEHNS.
Fingd DNS 2

Pe3ynbTaTbl 0TOGpa)xatoTcs No Mepe MX NosIBIeHusI.

[~
(]
Find Target [
=5

Upload Results to LinkLive

PucyHok 44. Tect Connect to Network (Mogkntouuntes k cetun) (B
Stop npoLecce BbINOMHEHMs)

Mo OKOHYaHUK NPOBEPKM MOOKITIOYEHUS TECTEP OCTAETCA MOAKMIOYEHHbBIM K TOYKE LOCTYNa 4O HaXKaTusl KHOMKK

(Hasap) wnn (TmaBHbIM 3KpaH).

MpocmoTp pe3ynbTaToB NOAKITHOYEeHUA K CeTU UITN TOYKN AocTtyna

Mons pe3ynbTaToB HA 3TOM 3KpaHEe MEHSAIOT LIBET, OTpaXas yCrneLwHoe U HeyaqyHoe NPOXOXAEHUE KaXa0ro
aTana Tecta Connect to Network or AP ([MogknmountbCs K CETU NN TOYKE AOCTyNa).

SSID: peHtndukatop SSID ceTu.
BSSID: MAC-agpec To4kn JOCTyna, KOTOPYI TeCTEpP UCMONb3YeT ANS NOAKMHOYEHNS.
Link Uptime: Bpems ycTaHOBNeHWs kaHana cBA3u.

CT1p. 56 u3 107

© NetAlly AfanTMpoBaHHbIV NepeBof Ha pycckuii A3blk - komnanus UMATR. KonvpoBaHue n nHoe BocrnpoussegeHue niobbim cnocobom
© UMAT, 2021 [aHHOrO IOKyMeHTa 1 ero vacteii 6e3 paspetueHns UMAT 3anpelueHsl. Komnanum NetAlly u UMAT octaenstoT 3a coboi
npaeo 6e3 yBegOMIEHNSI BHOCUTb M3MEHEHUS B OMNMCaHNE NPOAYKTOB.



Connection Established (CoeauHeHue ycTtaHOBMEHO)

YUT00bI pasBepHyTb UM CBEPHYTbL CBeAeHNs 06 3TOM 3Tane TECTMPOBAaHNS, HAXMNUTE KHOMKY CO CTPESIKON

v

Connect to AP (MNogkntounTbes K Todke goctyna): lNokasbiBaeT, CMOr 1 TeCcTep NOAKIMIOYMTCS K TOYKE A0CTyna.
Authenticate (AyteHTudunumpoBaTts): [okasbiBaeT, NpongeH nNun atan ayTeHTUduKaunmn.

Exchange packets with AP (O6meH nakeTamu ¢ Toukon goctyna): lNokasbiBaeT, Nofly4aeT fiv TeCTep NakeTbl OT
TOYKM gocTyna.

IP Address (IP-agpec)

IP Address (IP-agpec): IP-agpeca ycTaHOBMEHHbIX B HAcTosILLee BpeMsl COeAMHEHUN.

Default* fi o D
< Connect o Cist

SS1D CiscoQATest

BSSID Cisco:84:aa:ff

Link Uptime 0:00:29

Connect to AP v
Authenticate v

Exchange packets with AP v E

Captive Portal Complete

PucyHok 45. Pesynbtathl Tecta Connect to AP ([Moakntountbes K Touke JoCTyna)
Captive Portal (MopTan ayteHTUdpukaumm)

Korpa BkntoueH napameTtp Captive Portal (IMopTan ayteHTMduUKaumMm), STOT 3Tan TECTUPOBAHUS OTKPbIBAET OKHO
BeG-bpaysepa, B KOTOPOM MOXHO BBECTU HEOOXOOUMble y4YeTHble AaHHble ANs ceTu. [ns yBenuueHus unu
YMEHbLUEHNs1 MacluTaba n3obpaxeHnss B OkHe Opaysepa UCMoNb3ynTe MKOHKM MacluTabupoBaHUsl Ha BEPXHEWN
naHenun Haeurauuu. o 3aBeplieHun paboTbl B OkHe BGpaysepa kocHuTecb kHomku OK, 4yToObl BEPHYTbCS K
TeKyLLeMy TEeCTY NOAKITYEHUS.

MPUMEYAHMUE: YTo0bl AaHHast pyHKUMSI MOsiBUNAch B TECTE NMOAKIIHOYEHMS, HEOOXOAUMO HacTPOUTb CeTb (He
TOYKYy JocTyna) ¢ HacTpowkon On (BknoyeHO) ans napametpa Captive Portal (Moptan ayteHTudukaumm).
MapameTp Captive Portal nosiBnsietcst Ha akpaHe Configure Network (Hactpouts ceTb). OBpaTutech k pasgeny
«Kak nobaBuTb CETb M HACTPOUTL €€ NAPaMETPbI».
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Captive Portal Complete

[~ ]

Landing URL "10.250.3.99/guest/s/def...

PucyHok 46. Captive Portal (IMopTtan ayteHTudmkaumm)

Tect Captive Portal (MopTtan ayteHTudmkauumn) He nokasbiBaeT coctosiHne ogeH/HerogeH. OgHako MOXHO
KOCHYTbCS HanpaBfeHHON BHU3 cTperku psgom ¢ Captive Portal Complete, 4tobbl npocmoTpeTs Landing URL

(Ueneson URL) ansa nopTana.

Target Tests (TectupoBaHue uenen)

DHCP Server (Cepsep DHCP): Noka3sbiBaeT, goctyneH unu Het cepeep DHCP npu ncnonb3oBaHuu 3anpocos

ping.

Default Gateway (LUnto3 no ymonyaHuio):

CMONb30BaHMK 3aMpPOCOoB Ping.

Default®

< Connect to Clsco3 702

PHY Data Rate 20 Mbps
Max PHY Data Rate 195 Mbps
Signal Level =66 dBm |
Noise Level -96dBm|
SNR 30ds i

Retry Rate 2 %

[MokasbiBaeT, OOCTYNEeH WM HeT HACTPOEHHbIN L3 npu

DNS 1 u DNS 2: NokasbiBaeT, AOCTYNEH UM HET NEPBUYHBIN
(DNS 1) u BtopudHbin (DNS 2) cepsepol DNS npu
MCNonb30BaHWK 3anpocoB ping.

(User-Definable) Targets ((Onpepensembie nonb3oBaTtenem)
uenm): Moka3sbiBaer, OOCTYNHbI nm HaCTpOeHHble
nonb3oBaTenem LenM TeCTUpoBaHUSA ONs 3anpocoB ping wMnu
ucnonb3oBaHua TecTta oOTKpblTus TCP-noptoB (TCP Port
Open).

MPUMEYAHME: Lenbio no ymonyaHuio sBnsieTcs BeO-canT
www.google.com, HO nofnb3oBaTenb MOXeT [o6aBnsATb W
pefakTupoBaTb Lenu TectupoBaHms. Obpatutecs K pasgeny
«OnpepeneHue uenen TectupoBaHua ana tecta Ping n TCP
Port Open (OTkpbiTne TCP-nopToB)».

Link-Live Upload (Bbirpy3ska B cnyx6y Link-Live): MNoka3biBaer,
CMOr 1M TecTep BbIFPY3WUTb pe3ynbTaTbl TEKyllero Tecta B
y4eTHyto 3anucb obnayvHowm cnyxbbl Link-Live. ObpatuTech K
pa3geny «Havyano pabotkl ¢ obnayvHown cnyxobow Link-Livey.
PHY Data Rate (CkopocTb nepefayv OaHHbIX (HPU3NHECKOro
ypoBHs): Camas BbiCOKas U3MepeHHasi uanyeckasi CKopocTb
nepegayv gaHHbIX.

MPUMEYAHUE: Ecnu nocne 3aBeplleHUs TeCTMpPOBaHUSA
NOAKMIOYEHUA TecTep MepeknioyaeTCsd Ha HOBYK  TOYKY
[ocTtyna, otobpaxkaeTcs CKOPOCTb Nepefadn AaHHbIX «-». «-»
nokasbiBaeT, 4To Tectep AirCheck G2 B HacTosLlee BpeMs He
nepepaet padHHble Wi-Fi n ckopocTe nepefayn [AaHHbIX
Nony4mMTb HEBO3MOXHO.

PucyHok 47. TllpogormkeHne pesynbTaToB TeCTUPOBaHUS
nogkntoveHus k Todke goctyna (Connect to AP))

Max PHY Data Rate (MakcumanbHasi CKOpoCTb nepefayun AaHHbIX Ha (PU3NYEeCKoOM ypoBHe): MakcumanbHas
CcKopocTb, ¢ koTopon Tectep AirCheck G2 nepegaeT gaHHble BO BPEMSI COEQMHEHMS.

Signal Level (YpoBeHb curHana): amepsiembin B pexxmme pearnbHOro BpeMeHU YpoBeHb curHana.

Noise Level (YpoBeHb LLyMOB): /I3mepsieMbln B pexrmMe peanbHOro BpeMeHU YPOBEHb LLIYMOB.

SNR: N3amepsiemoe B pexnme peanbHOro BpEMEHU OTHOLLIEHNE CUTHAmM-LUYyM.

Retry Rate (MacTtota noBTopHOM nepeaayn): MNMpoueHT kaapoB, KOTOpble ObINW NepeaaHbl NOBTOPHO.
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NMpocmoTp pe3ynbTaToB

TecTnpoBaHus

AnNA  3adaHHbIX nonb3oBaTenemM Lenew

Moka BbINONHSAETCA TecTupoBaHue nogkntodeHus (Connection), B nonsax Target Test (TecTupoBaHue uenn)

NOKa3aHOo:

Finding Target =:, ,'=

B Cny4ae ycnewHoro 3aeepleHna TeCcta nose CtaHeT 3eJ1eHbIM.

DS Name etsy.com
IP Address 151.101.193.224
Pings Sent 3
Pings Returned p
Pings Lost 18
Avg Ping Rsp Time 33.5ms
Min Ping Rsp Time 31.6ms
Max Ping Rsp Time 354 ms I

DNS Name (Mms DNS): M5 ceTn 1 umst TOYkM JOCTyNa B KavyecTBe
uenun ons sanpoca ping.

IP Address (IP-agpec): IP-agpec ans mncnonb3oBaHWst QyHKUMUK
Ping unu TCP Port Connect B kauecTBe Lenu.

Ping Sent (OTnpaBneHo 3anpocoB): KonuyecTBo 3anpocoB ping,
oTnpaBneHHbIx TectepoM AirCheck G2 uenu.

Pings Returned (Mony4eHo 3anpocoB): KonvyecTBo 3anpocos ping,
NOMy4YeHHbIX TECTEPOM OT LIENM TECTUPOBAHMUS.

Pings Lost (MoTepsaHo 3anpocoB): KonuyecTBo 3anpocoB ping, Ha
KOTOpble He ObIn NonyyYeH OTBET.

Avg, Min and Max Ping Rsp Time (CpeaHee, MuHMMarnbHoe K
MakcuMmarnbHoe Bpems oTBeTa Ha 3anpoc ping): CpegHee,
MWUHUMArbHOE, N MaKCUMaribHOEe BpeEMSI B MUINIMCEKYHOAX OTBeTa
Lenun TeCTMpoBaHus Ha 3anpoc ping.

Ytobbl npocMoTpeTb MNoApoOHY0 MHGOpMauUuio O npoueaype
noakmntoYeHus, Haxmmte kHonky Log (PKypHan).

PucyHok 48. Pe3ynbTaThbl TECTUPOBaHUSA NOAKMOYEHUS K Lienun

Default*

4

Connect o

Tests

PHY Data Rate 20 Mbps
Max PHY Data Rate 195 Mbps |-
Signal Level =66 dBm

Noise Lewvel -86dBm!|
SNR - 30-.-1:-_ 5
Retry Rate 2% g

PucyHok 49. 3aBepLueHHOe NOoAKIYEHNE K TOUKe JoCTyna
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Cnepyowme waru

Mocne 3anycka TectoB nogkmntoyveHus (Connection) HaxumanWTe KHOMKM B HWXKHEN 4YacTu 9kpaHa Aans

BbINOMHEHWNS AOMNOMHUTENBbHbIX AEUCTBUIA:

e Ha akpaHe 3aBepLueHHoro TectupoBaHmsa Connect to AP (Mogkntountbesa K Touke goctyna) unu Connect to
Network (Mogkntountbes K ceTn) (pUcyHok 49) kocHUTech kKHonku Tests (TecTbl), 4TOBbI OTKPLITL 3KpaH Test
Type (Tun TecTa).

- B cnyyae nogkntodeHus k Touke goctyna Haxxmute Range Test, 4To6bl Ha4YaTb TECTUPOBAHME NOKPLITUS
Toukmn goctyna. ObpatuTech K pa3geny « TecTupoBaHue 30HbI MOKPLITUS TOUYKM JOCTynay.

- B cnyyae nogkntodeHus k cetn Haxkmmute Roaming Test, 4ToObl HaYaTb TECTUPOBAHMSI CETEBOrO POYMMUHTA.
Ob6paTtutech k pasgeny «llpoBegeHne Tecta CETEBOrO POyMUHIa U TECTA 30HbI MOKPBITUSA TOYKM OOCTYNa».

- B cnyyae nogkntoyeHus k cetu unm Todke goctyna Haxmute iPerf Test ona sanycka tectupoBaHus
npouseogutensHocTyn iPerf. O6patuTech k pasgeny « TecTupoBaHMe NPOU3BOAUTENBLHOCTH iPerfy.

e YTOObl MPOCMOTPETL MNOAPOOHYID WMHGOPMAaLMIO O npouenype NOLKIIOYEHUs), HaXmute KHonky Log
(OKypHan).
e [InA coxpaHeHusi pe3ynbTaTOB TECTUPOBAHUS MOAKMIOHMEHMST U TEKYLUMX AaHHbIX OOHapyxeHusi B dhavine

ceaHca HaxmuTe kHonky kL1l (CoxpaHutb). OBbpatutech k pasgeny «CoxpaHeHue haiifioB CeaHCoB U
3axBaTOB NAKETOBY.

e UYT0BLI OTpepakTMpoBaTb KOMMeHTapun K TecTy (Test Comment) nnu kommeHTapun k 3agaxuio (Job
Comment), koTopbIv 6yp,eT 3arpyxeH B obnadHyto cnyxo6y Link-Live n cBA3aH ¢ pesynsTatamu TecTa,

KOCHUTECH KHOIMKK 1‘? (KommeHTapwuin). ObpatuTech Kk pasgeny «[JobaBneHne KOMMEHTapUEBY.

14. OI'IPEJJ,EJ'IEHI/IE MECTONOJIOXKEHUA TOYKW LOOCTYMNA
H KITMEHTA ? UK UICTOYHUKATIOMEX %"\

Tectep AirCheck G2 MOXHO MCMoONb30BaTb C BHYTPEHHEN aHTEHHOWN MU JOMONHUTENIbHON BHELLHEN aHTEHHOWN
(NpnobpeTaeTcsa oTAeNbHO) NS O6HAPY>KEHUST YCTPOUCTB.

e B mecTax ¢ 60MbLIMM KOMMYECTBOM KOMHAT (HanpMmep, B LWKONaxX Uiy 60fbHULAX) UCNoNb3ynTe
BHYTPEHHWE aHTEHHbI.

e Ha 6onbLumnx oTKpbITbIX NOLWaAKax OMNONMHUTENbHAA BHELHSAS aHTEHHA CnocobHa nomMoYb BbicTpee
obHapyxumBaTb ycTponcTtea. ObpatuTeck Kk pasgeny «/cnonb3oBaHne BHELLHEN HANPaBIEHHOW aHTEHHbIY.

Tectep AirCheck G2 mMoxeT ncnonb3oBaTb MO0 BHELLIHIOKW aHTEHHY, MO0 BHYTPEHHWE aHTEHHbl, HO He obe
9TW aHTEHHbl OAHOBPEMEHHO. Mo ymonuaHuio dyHkuust Locate (OnpegeneHne MecTOMNonoXeHust) UCnosnb3yeT
BHYTPEHHIOK aHTeHHy. Ecrnu npu oTkpbiToM akpaHe Locate Tectep AirCheck G2 obHapyxun nogkniodeHue

BHELLHEW aHTEeHHbI, TO NepeknyaeTca Ha Hee. (B npoTMBHOM crnyvyae KOCHUTEChb KHOMKW aHTEHHbI .) Mpwm
BbIKJTHOMEHMM NopTa BHeLIHeW aHTeHHbl TecTtep AirCheck G2 aBToMaTnMyeckn nepekniovaeTcsl Ha BHYTPEHHIO
aHTEHHY.

Kak Hatimu mo4yky docmyna, KilueHma usiu UCmoYHUK nomMex

1 YUTo6bl HaWTK ToYKy OOCTyna, nepervauTe Ha 3KpaH cnucka Tovek goctyna (Access Points) un Bbibepute Ty
TOYKY [OCTyna, KOTopyto xoTute Hantu. OTkpoeTca akpaH Access Point Details (CBeneHua o Touke goctyna)
(pucyHok 9).

UToObl HaMTW KNWEeHTa, Ha rnaBHOM 3KpaHe kocHuTecb Clients (KnveHTbl), n BbIOEpUTE KNMEHTa, KOTOpPOro
xotute HanTtu. OTKkpoeTcs akpaH Client Details (CBeaeHus o knneHTe) (pUCYHOK 16).

UToObl HAMTU MCTOYHMK MOMEX, Ha FMaBHOM 3KpaHe kKocHuTechb Interferers (MIcTouHukn nomex). Nonck MOXHO
HaumMHaTb C aKkpaHa cobbiTuii nomex (Interferer Events) unu skpaHa ceegeHuii o cobbitum nomex (Interferer
Event Details) (pucyHok 18).

2 Haxxmute Locate (Hawtn).

Ha pucyHke 51 nokasaH akpaH Locate Access Point (Haintu Touky gocryna).
Ha pucyHke 52 nokasaH akpaH Locate Client (Hantn knueHTa).

Ha pucyHke 54 nokasaH akpaH Locate Interferer (HanTt uctouHnk nomex).
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3 PasgennTte ob6nactb noucka Ha YeTbipe YacTu, kak nokasaHo Ha pucyHke 50. Mepeante B 0guH U3 yrnoB
aTon obnacTu.

4 3anuunTe MOLLHOCTb curHana.

5 MNepenanTte B Tpy Apyrux yrna obnactn n sanuiunTe MOLLHOCTb CUTrHana B KaXaoM U3 HUX.

6 MNepengnte B ceKUUIO C CaMbiM CUSbHBIM CUFHANOM.

7 MosTopanTte warn 3, 4, 5 1 6, Noka yCTPOWUCTBO He ByaeT HanaeHo.

NMPUMEYAHNA:

e Ecnu ycTpoWCTBO He 0BHapYXEHO, MOULLIUTE STAXKOM BbiLLIE UMW HIXKE.

e Ecnv HeBO3MOXHO HaWTW KNMEHTa, a YCTPOMCTBO NOKasbiBaeT NOAKMHYEHNE K CETU, CHaYana Hangurte
TOYKY AOCTyna, KOTOPY UCMOoNb3yeT YCTPOMCTBO, a 3aTeM HalaMTe caMmo YCTPOMCTBO.

Kak ebinosiHsimb nouck ¢ noMow,bro 6HYMPEeHHUX aHMeHH

65 3anuwuTe MOLLHOCTb CUrHana. ﬁ’f—’ P ﬁ{

2

Mepengute B nepBbln  yron
cekumu, KoTopasi MMeeT CaMmbli v
CWUNbHbIA CUrHarn.

PucyHok 50. Cxema nowncka ¢ ncnosnb3oBaHMEM BCEHAMNpPaBlIEHHbIX aHTEHH TecTepa

JkpaH Locate Access Point (Hantu Touky aoctyna)

Ha akpaHe Locate Access Point (Hantu Touky gocTtyna) otoGpaxaeTcsa cneayowas nHopmauus:

3aronoBok akpaHa: [lokasaH wuaeHtudukatop SSID Toukm poctyna. Afpec HadvHaeTcsa C npedukca
COKpallleHHOro o6o03HayeHus nocTaBLimKka (ecnu Takonm npedukc poctyneH). Obpatuteck k pasgeny «Kak
3arpy3nTb HOBEWMLUMIA CMINCOK NPEdUKCOB MOCTaBLUNKOBY.

BSSID: BSSID Toukn goctyna.

Last Seen ([NocnegHee obHapyxeHue): Bpems, npolwiealliee ¢ MOMeHTa NocneaHero 0GHapyXeHns TOUKK
aocrtyna.

Uameputens Signal Strength (MowHocTe curHana): BusyansHo oTobpaxkaeT nokasaHusl YpOBHS CUrHana To4ku
OOCTyna B peXume pearibHOro BpeMEHM.

JIMHenHbIN rpachmk MoLHOCTU curHana: BuayanbHo oTobpaxkaeT M3MeHeHME YPOBHS CUrHamna To4ku 4oCTyna Bo
BPEMEHW 1 CaMbIl BbICOKUI 3aperncTpupoBaHHbIN ypOBEHb CUTHamna (0TMeTKa MaKCUMarbHOro YpOBHS).

MPUMEYAHUE: Mpu noTepe curHana ToYKM AOCTyna Ha NUHEWNHOM rpaduke MOLLHOCTU curHana B MOMEHT
noTepu CoeAMHEeHUs NOSBMNSETCH KpacHas BepTuKarbHas NUHMA, HO rpadvk NpogosmkaeT npokpyunsaTbes. Kak
Tonbko Tectep AirCheck G2 BepHeTCcA B 30HY OEWCTBUS TOYKWM AOCTyNa, Ha NUHENHOM rpaduke nossBUTCA
3eneHas BepTukanbHasa nuHnA. CMoTpUTE pUCYHOK 53.

Signal Strength (MowHocTb curHana): MolwHOCTb curHana Toukn goctyna. Ha gucnnee otobpaxaetcs «---»,
€CNnn TeCTep He «CNbIWUT» TOYKM AOCTyna.
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SouthCampus
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BSSID Pegatn:ba:71:f8
Last Seen 00:00.082
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-100
Signal Strength: [ | -61 dBm

PucyHok 51. QkpaH novcka Touku gocTtyna

E] 3ByKk/OTKIIOYEHNE 3BYKa: Haxkmute gaHHy KHOMKY AN BbIKNIOYEHNUs 3Byka. Korga 3ByK BKITHOYEH, TecTep
AirCheck G2 wv3gaeT OOHOTOHamnbHbIE LUENYKM, YacToTa KOTOPbIX YBENWYMBAETCS C YyBENIMYEHMEM YPOBHS
curHana (T.e. nNo mepe npubnmxeHus K Touyke pJoctyna). Korga 3BykK BKMOYEH, B 3arofioBke 9KpaHa
oTobpaxkaeTcs COOTBETCTBYOLLASA MKOHKA.

L]
F VIKOHKa BHELLHEN aHTEHHbI: Haxxnmante 9TY KHOIKY, YTOObI BKITHOUYUTb UM BbIKMIOYUTE BHELLHIOK aHTEHHY.
BHeLWHAA aHTeHHa BKITOYEHA, KOrga MKOHKa 0To6pa>|<aeTc;| B 3arofioBKe 3KpaHa, Kak Nnoka3aHo Ha pUCcyHke 52.

AkpaH Locate Client (Hantu knueHTa)

Ha akpaHe oTobpaxaeTtca cneaytoLan nHpopmaums:

3aronoBok akpaHa: [lokazaH MAC-agpec knueHTa. AJpec HaumHaeTcs C npedumkca COKpaleHHOro
0603HavYeHns nocTasLuka (ecnu Takon npedukc goctyneH). ObpaTtutechb Kk pasgeny «Kak 3arpy3ntb HOBEWLLNIA
cnMcok NpedrKCOB MOCTABLLUKOBY.

MAC Address: MAC-agpec knueHTa.

Last Seen ([NocnegHee obHapyxeHue): Bpems, npowealiee ¢ MOMeHTa NocrneaHero 0GHapyXeHus KNneHTa.
Nameputenb Signal Strength (MowwHocTs curHana): BusyanbHo oTobpaxkaeT nokasaHus ypoBHSA curHana
KIMeHTa B peXnMe pearibHOro BpeMeHM.
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Default
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MAC Address Fluke:c2:23:f6
Last Sean 00:02.662
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-50

=100 .
Signal Strength: [0 --- dBm

PucyHok 52. QkpaH noucka KnneHTta

JInHelHbIn rpacdmMKk MOLIHOCTM curHana: BusyanbHO oToOpakaeT M3MEHEHWEe YPOBHS CurHama KrveHTa BO
BPEMEHW 1 CaMbIil BICOKUI 3aperncTpupoBaHHbIN ypOBEHb CUTHana (0TMeTKa MakCUMarbHOro YpoBHS).

NMPUMEYAHUE: Tlpn notepe curHana KnveHTa B MOMEHT MNOTEPU COeOMHEHUS Ha TNWHENHOM rpadiunke
MOLLIHOCTW CUrHana nosiBnsieTCs KpacHasi BepTukanbHas NMHUS, HO rpadpmk npogorkaeT npokpyumBaTbes. Kak

Tonbko Tectep AirCheck G2 BepHeTcsl B 30HY OEWCTBUSA KIIMEHTA, Ha JIMHEMHOM rpadiuke NosiBUTCS 3efieHas
BEpTUKanbHas NHUS.

=50

5|gnalti'trengm: | -85 dBm
PucyHok 53. MNoTeps/BoccTaHOBNEHWE COEQUHEHUS HA 3KpaHe noucka

-100

Signal Strength (MowHocTb curHana): MowHoCTb curHana ot knueHTta B obm. Ha gucnnee otobpaxaeTtcs «---»,
€CINnn TECTEP He «CMNbILLINTY» KNUeHTa.

[I 3Byk/OTKkNIOYEHNe 3ByKa: HaxmuTe OaHHYK KHOMKy ANs BbIKNHOYEHUss 3Byka. Korga 3ByK BKIKOYEH, B
3arosfioBke aKkpaHa oTobpakaeTcs COOTBETCTBYOLWAA MKOHKa u Tectep AirCheck G2 usgaeT oaHOTOHarbHbIE

LLeNYKM, YacToTa KOTOPbIX YBENMYMBAETCSH C YBENUYEHMEM YPOBHS curHana (T.e. Mo Mepe NpUONKEHUs K
YCTPOWCTBY).
L]

MKoHKa BHEeLLHelN aHTeHHbl: HaxkumaiTe 3Ty KHOMKY, YTOGbl BKIIOYNTE UIW BbIKIHOYATE BHELLIHIOK aHTEHHY.
BHeLHsIS aHTeHHa BKITOYeHa, Kora UKOHKa OToOparkaeTcsi B 3arofioBKe 3KpaHa, Kak rnokasaHo Ha pucyHke 52.
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AkpaH Locate Interferer (Hantn ncrouyHuk nomex)

Ecnun HaxaTtb Locate (HanTtu) Ha rmaBHOM 3kpaHe cnuncka cobbituin nomex (Interferer Events), oTkpoeTtcsa akpaH
Select Interferer (BoibpaTb UCTOYHMK NOMeX). BbibepuTe TUN MCTOYHUKA NOMEX, KOTOPbIA XOTUTE HaWTW, 3aTeM
HaxxmuTe Apply (MpUMeHnTb).

Ecnn xe HaxaTb Locate (HanTtu) Ha akpaHe cBefeHun onpegeneHHoro uctouHuka nomex (Interferer Event
Details), Tectep AirCheck G2 nonbiTaetca HauTu BolbpaHHOEe YCTPOMCTBO.

Ha akpaHe Locate Interferer (Haitn nctouHmk nomex) otobpaxkaeTcsi cnegyroLias nHgopmaums:

Interferer Type (Tvn ucto4Hmnka nomex): Tun yCTPOMCTBA, CO34aAl0LLErO MOMEXN, KOTOPOE HYXXHO ByaeT HanTu.
Last Seen ([NocnegHee obHapyxeHue): Bpewmsi, npoluealiee ¢ MOMeHTa NocrneaHero obHapyxeHus
YCTPOWCTBA.

Mameputens Signal Strength (MowHocTe curHana): BusyanbHo oTob6pa)kaeT nokasaHusi YPOBHS CuUrHana
NCTOYHMKA MOMEX B PEXMME pearibHOro BpEMEHM.

JInHenHbIN rpadmk MOLWHOCTY curHana: BuayanbHo oTobpaXkaeT nsmMeHeHne YPOBHS CUrHamna MCTOYHMKa MOMex
BO BPEMEHU U CaMbIll BbICOKMIN 3apErMCTPMPOBaHHBIN YPOBEHb CMrHana (OTMeTKa MakCmarnbHOro YPOBHS).

Default P

< | Locate Interferer f:'}
Interferer Type Bluetooth Device
Last Seen 00:00.703

Signal Strength (dBm)

-50

=100
Signal Strength: [ -57 dBm

PucyHok 54. SkpaH novcka UCTOYHMKA NoMex

E] 3Byk/OTKNIOYEHME 3BYyKa: HaxmuTe OaHHYyl KHOMKY ANs BbIKMOYeHWs 3Byka. Korga 3BYK BKMOYEH, B
3arosyioBKe 9KpaHa OToOpaXkaeTcsi COOTBETCTBYOLWAA MKOHKa M TecTep AirCheck G2 mnsgaeT ogHOTOHarbHble
LLEMYKM, YacToTa KOTOPbIX YBENUYMBAETCA C YBENMYEHUEM YPOBHA curHamna (T.e. no mepe npubnumxeHus K
YCTPOWCTBY).

.

MkoHKa BHELLUHe aHTeHHbl: HaxkumarTe 3Ty KHOMKY, YTOObl BKIIOYMTL I BbIKIHOYATL BHELLIHIO aHTEHHY.
BHeLHsIA aHTeHHa BKITOYeHa, Kora KOHKa 0TobpaxaeTcs B 3arofioBKe aKpaHa, Kak nokasaHo Ha pucyHke 52.

Mcnonb3oBaHue BHELWHEeN HanpaBneHHOW aHTEeHHbI

Ha 6onbmx OTKPbITbIX NJ1oWanKax BHELWWHAA HanpaBfieHHada aHTeHHa cnocobHa nokasaTtb HanpasJieHne Ha
WCTOYHMK curHana 6onee TO4HO, YeM BCeHanpaBlieHHble BHYTPEHHNE aHTEeHHbI TecTepa.

NMPUMEYAHUA:
o Korga nogkniodeHa BHELLHSAS aHTEHHA, OHa paboTaeT ToNbKO Ha aKkpaHax noucka Locate.
e Hwu Ha ogHoMm u3 akpaHoB Locate Tectep AirCheck G2 He ocyluecTBnsaeT nepenavy.
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Kak ucnonb3zoeams eHewH 00 aHmMeHHy Onsi noucka

1 NopcoeanHnTe aHTEHHY K pasbeMy SMA Ha TecTepe (obGpaTutech Kk pasgeny « PyHKLUMOHANbHbLIE 3fIEMEHTHI
Tectepa AirCheck G2»).

&
MpV NOAKMIOYEHUM aHTEHHbl Ha 3KpPaHe MOSIBUTCS MKOHKA aHTEeHHbl  ( ). Ecnun BHeLWHsI aHTeHHa
noaknioyeHa, Tectep 6yaeT Ucnonb3oBaTh ee. [N NepeknioYeHns Mexay BHeLUHen U BHYTpeHHel aHTeHHamu
KacanTecb UKOHKM aHTEeHHbI B MPaBOM HIDKHEM Yriy aKpaHa.

2 Pa3genuTte o6nacTb nomMcka Ha YeTbipe YacTu, Kak nokasaHo Ha pucyHke 55. MNepergnte B ueHTp obnacTu.
3 Haxxmute Locate (Hantn).

4 HaBeaute aHTeHHY Ha Kaxapblv yron obnacTtu nomncka. Ha pucyHke 56 nokasaHo, kak HanpaBnATb aHTEHHY.
5 MepenanTe B cepeuHy CekLmm, UMEIOLLEN CaMblil CUIbHbIA CUrHan.

6 MNosTopsanTe Wwarun 2, 5 n 6, Nnoka He HangeTe YCTPONCTBO.

MPUMEYAHWE: Ecnn ycTponcTBO He 06HAPYXXEHO, MOULLIUTE 3TAXOM BbILLE UMK HNXKE.

Mpu ncnonb3oBaHWM BHELLIHEN aHTEHHbI crieqynTe NpuBeAeHHbIM HXKe pekoMeHgaunsam. (CMoTpuTe pucyHoK

56.):

o [lepxuTe aHTEHHY Ha NOCTOSIHHOW BbicOoTe. Ecnu yaepxuBaTtb aHTEHHY Haf, CTEHKaMU KaBUHOK, MOXHO
nony4nTb 6onee cTaburnbHbIE U3MEPEHUS.

e He n3meHanTe NonoXeHue pyku, HaNnpaenss aHTEHHY B pa3Hble CTOPOHLI. NoBopavmBanTecs, yaoepxmsas
TecTep M aHTEHHY B OHOM MOSOXEHWM.

MepexoauTte B cepeauHy CEKLUM C CambiM CUMbHbBIM CurHan MoxeT GblTb CUMbHEE BbILLIE UMN HUXKE TOYKM
curHarnom, noka He HangeTe TOYKy JocTyna. N3MepeHUsl.

PucyHok 55. Cxema novcka ¢ NnoMOLb BHELLIHEN aHTEHHbI
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PucyHok 56. Kak npaBunibHO HanpasfisaTb BHELLHIOW aHTEHHY

15. NPOBEAEHUE TECTA CETEBOI'O POYMUHTI'A C(.. UTECTA
30HbI MOKPbITUA TOYKU OOCTYMNA s

TecTupoBaHmne ceTeBOro poyMmmHra

TectupoBaHme poymuHra (Roaming Test) mokasbiBaeT, HACKOSIbKO XOpPOLIO CeTb MOAAEPKMBAET POYMUHI
KnueHToB. [Npn nepemelleHMM C MecTa Ha MeCTO BO BpPeMsi TeCTUpOBaHUSA poyMuHra tectep AirCheck G2
oToGpaXkaeT caM MOMEHT NepPeKtoYEeHUs 1 COOTBETCTBYHOLMIA HOBbIN BSSID.

MPUMEYAHUE: nga npaBunbHOM paboTbl TeCTa poyMUHra Heobxoammo BbibpaTh Lenb, KoTopas oTBeYaeT Ha
3anpocsl ICMP Ping. Ecnu uenb HegocTynHa, pe3ynbTaTbl pOYMWHra BCe paBHO MOXHO ByaeT npocMaTpmBaTth,
HO ypoBeHb noTepu 3anpocoB (Ping Loss) 6ygetr 100%, a 3oHa nopkniodeHus (Connection Range) npu
TECTMPOBAHUM POYMUHIa (NTMHENHBbIN rpadmk) 6yaeT «<1%».

Kak Hayamb mecmupoeaHue poyMuHaa

Mocne nogkntodeHunsa Tectepa AirCheck G2 k ceTn B HXHen Yactu akpaHa Connect to Network (MoakniounTses
K ceTun) nosiButcs kHonka Tests (TecTbl) (pucyHok 49).

1 KocHutech kHomku Tests (TecTbl), 4ToOblI OTKPbLITb 3KpaH TUNoB TecTupoBaHus (Test Types).

2 KocHutecb Roaming Test (TectupoBaHue poymunra). Otkpoetcs akpaH Select Target (BbibpaThb Lenb).

3 BuibepuTe uenb.

4 KocHutecb Apply (Mpumenuntb). OTKpoeTcs akpaH Roaming Test (TecTupoBaHWe poymuHra), u ero HauHyT
3anonHATL AaHHble B peanbHoM BpeMeHu. (Ecnn B cnncke uenen 6bino BeliopaHo Enter New Target (BeecTtn
HOBYIO LieNb), CHayana OyaeT npeasniokeHo ykasaTthb Lefb TECTUPOBAHMWS, OTIIMYHYIO OT MMEHOLLMXCS Ha dKpaHe
Select Target.)
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Kak Hacmpoums napamMempbl mecmupoeaHusi POyMuHaa

[Mpw BbINOMHEHNN TECTUPOBAHWS POYMUHIA MOXHO U3MEHSATb €ro HaCTPONKK, YTOObI MUTMPOBaTh NOBeAEHNE B
POYMWHre Opyrux KnueHTcknx yctponcts Wi-Fi. [Ins nsmeHeHus HacTpoek poymMmuHra:

1 Ha rmaBHOM 3kpaHe kocHuTech Settings (Hactporiku).

2 Bbibepute napametp 802.11 Settings (Hactponkn 802.11).

3 Wcnonbaynte napameTp Roam Threshold ([Noporosoe 3HauyeHMe nepeknoyeHns) B HUXKHEN YacTu akpaHa Ans
BblGOpa 3HaYeHUsa MOLLHOCTM curHana, npu kotopom Tectep AirCheck G2 gomkeH HayaTb NOUCK HOBOMW TOYKU

AocTyna Ans nepeknoyYeHus.
4 KocHuTtecb kHonku Apply (MpuMmeHunTb).

Kak ebi6pamb rnosib306amesibCKyH0 Ueslb mecmupoeaHus

1 Buibepute Enter New Target (Beectun HoBy10 Lienb).
2 Boibepute Apply (MpumeHnTb). OTkpoeTcsa akpaH New Target (HoBas uenb) ¢ akpaHHOW KnaBMaTypou.

3 Buibepute BapmaHT BBOAA.

4 C nomolubto knasmnaTtypbl BBeagute |IP-agpec unm nms xocta Lenu.

5 Beibepute DONE ([0TOBO).

AkpaH Roaming Test (TectTupoBaHne poyMmuHra)

Default RATLS (e

< | Foaming Test {ﬁ ?
AP Name Ciscol252-3Cent
Target Default Gateway
Ping Stats 1% Loss | |
Connection Range |E
100

50 B w T o

g Quality Rating: [ 36 %
PHY Data Rate 26 Mbps
Signal Level -71 dBm
Moise Level -06 dBm |

Start Log

Ha okpaHe Roaming Test (TectnpoBaHue
oTobpaxaeTcs cnegyowas nHpopmauus:

pPOyMUHra)

AP Name (Wms Toukm goctyna): lNokasaHo MMsA TOYKM AoCTyna,
K KOTOPOW B HacTOSALMA MOMEHT nogkntoydeH Tectep AirCheck
G2.

MPUMEYAHUE: T[pn nepekniodeHun TecTepa BO BpeMms
nepemelleHns 3gecb oTobpaxaeTcs HoBas Todka [OCTyna.
Ecnn Tectep AirCheck G2 otknioyaetca OT ceTun (HeT
OOCTYNHbIX TOYEK A0CTyNa), a 3aTeM nonajaeT B 30HY AeNCTBUS
TOYKM [OCTyna, OH MOBTOPHO MOAKMOYAETCs K TOYKe JocTyna
BblOpaHHOM ceTn 1 NpoaomkaeT TeCTUPOBaHMe.

Target (Llenb): BbibpaHHas Lenb TeCTUpPOBaHMWs, KOTOPO MOXET
ObITb W3 Mo yMmon4yaHuio, cepsep DHCP, nepBuyHbIA cepBep
DNS, BtopumuHbin cepBep DNS, umsa xocta wnm 3apgaHHas
nonb3oBaTenem Lenb.

PucyHok 57. OkpaH TeCcTUpoBaHNA CeTeBOro poyMuHra

Ping Stats (CtatucTtuka 3anpocoB): [poueHT NoTEePSHHbLIX ping-nakeToB. YTo6bl pa3BepHyTh CreayoLLyto

noapobHyo nHdopmaumo o0 PyHKUUK Ping, HaXKMUTE KHOMKY CO CTPEITKOW ﬂ:

© NetAlly
© UMAT, 2021
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< | Roaming Test m ?

Ping Stats 0% Loss | ™ |
IP Address 52.5.71.222 |
Pings Sent 201
Fings Returned 191
Pings Lost 0
Avg Fing Rsp Time 4.9 ms
Min Fing Rsp Time 46.0 ms
Max Ping Rsp Time 5207 ms

PucyHok 58. CTaTucTuka 3anpocoB TECTUPOBaHUSA POYMUHra

IP Address (IP-agpec): IP-agpec uenu, Ha koTopyto TecTep AirCheck G2 otnpasnsieT nakeTbl 3anpocoB.
Pings Sent (OTnpasneHo 3anpocoB): KonnyecTBo oTnpaBneHHbIX NakeToB 3anpocoB ping.

Pings Returned (Bo3sBpaluleHo 3anpocoB): KonvyectBo BO3BpaLLEeHHbIX MakeToB 3anpocoB ping.

Pings Lost (lMoTepsHo 3anpocos): KonnuyecTBo NoTepsiHHbIX NAkeToB 3anpocoB ping.

NMPUMEYAHMNE: Ha MOMEHT OCTaHOBKM TECTUPOBAHWA pPOYMUHra MOXET eLle OcCTaBaTbCA HECKOSbKO
nepegaHHbIX MakeToB 3anpocoB, KOTOpble elle He ObinvM MoMyYeHbl, U BpeMSA OXuAaHUS KOTOPbIX elle He
NCTEKIT0, YTOObI cuMTaTh UX NOTEPSAHHLIMKU NakeTamu. Takum obpasom, oTobpaxaemoe Ha dKpaHe KONMYEeCTBO
nony4YeHHbIX OTBETOB Ha 3anpocC W KOMMYECTBO MOTEPSHHbIX 3anpoCcoB CyMMapHO MOXET He coBnajaTtb C
obLMM KONMYEeCTBOM OTMpaBneHHbIX 3anpocoB. PasHuuen GygeT KONUUECTBO 3anpoCoB, HaXOAMBLUUXCS B
npouecce nepefavm Ha MOMEHT OCTaHOBKM TecTa. JTO NOKas3aHO Ha pUCyHke 58.

Avg, Min and Max Ping Rsp Time (CpeaHee, MMHMManbHOE 1 MakcManbHOe BpeMs OTBeTa Ha 3anpoc ping):
CpefHee, MyHMManbHoOe, U MakcuMarnbHOe BpeMsi OTBETa Ha 3anpoc ping.

MPUMEYAHME: Ecnu uenbio TECTMPOBaAHUSA POYMUHra SABMsieTCA UMS XOcTa, no kotopomy cepBep DNS He
MOXeT onpegenuTe IP-agpec aton uenu, pesynbTatbl TecTa OyayT oTobpaxaTbecs criegytowmm obpas3om:

Mone Ping Stats (Ctatuctuka 3anpocoB): CTaHOBUTCS KpacHbIM, HO He oTobpaXkaeT HUKaKne AaHHble.
PasBopaunBatowleecs meHio Ping Stats (Ctatuctuka 3anpocoB): NokasaHo IP Address + DNS Failed (Owubka
IP-agpeca + DNS).

Connection Range (3oHa nogkntoyeHus (NMHenHbI rpacduk)) — OTobpaxaeTcsi 30Ha NOAKIIOYEHMSI BO
BpemeHn. PacyeT 30HbI nogknoyeHus npoussogutca no cdopmyne: (CpegHAst npoueHTHas 4ONS MOMyYeHHbIX
OTBETOB BO Bpems Tecta Ping) * (PakTuveckass CkopocTb nepefayn AaHHbix/MakcumanbHO BO3MOXHas
CKOpPOCTb Mepefayn AaHHblX). ATa nNaHenb pasBepHyTa No ymonyaHuio. YTobbl ee CBEPHYTb, HAXXMUTE KHOMKY

CO CTpEenKoun, HanpaBreHHON BBepx| il

Connection Range |_rl |
100
30
0
Quality Rating: [ 100 %

PMC)/HOK 59. 3oHa noakn4veHnst npn TeCTMpoOBaHUN poyMuHra
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NMPUMEYAHWMNE: Korgaa TecTep nNepeknovaeTca Ha HOBYK TOYKYy [OCTyna, B MOMEHT MOAKMOYEHNS
WHCTPYMEHTa K HOBOW TOYKe [OCTyna Ha nuHenHom rpaduke Connection Range (3oHa nopkntodeHms)
oTobpaxkaeTcs 3eneHas BepTukanbHas NMHUS.

PHY Date Rate (CkopocTb nepefaym gaHHbIX PU3NYECKOro YPoBHS): dusnyeckas CKOPOCTb nepenadn AaHHbIX
coeguHeHuns B Méur/c.

MPUMEYAHUE: Ecnn TecTep nepeksitoyaeTcss Ha HOBYK TOYKY OOCTyna Nocfie 3aBepLleHusi TeCTUpOBaHUA
NOAKMIOYEHUS, CKOPOCTb Nepenayvn OaHHbIX OTOOpaxaeTcs Kak «--». JTO o3HavaeT, yuTo Tectep AirCheck G2 B
HacTosiLlee Bpemsl He ocyllecTensieT nepegady AaHHbix Wi-Fi 1 ckopocTb nepefadv LaHHbIX MOMy4YuTb
HEBO3MOXXHO.

Signal Level (YpoBeHb curHana): YpoBeHb curHana coeuHeHus B Abm.

Noise Level (YpoBeHb LLyMOB): YpOBeHb LLYMOB Ha UCMOMNb3yEeMOM KaHarne B Abm.

SNR: OTHOLEeHNe curHan-wym coeanHeHus B aob.

Retry Rate (Mactota nosTopHOWN nepeaayn): NpoueHT NOBTOPHO NepeaaHHbIX KaapoB, KOTOPbIE SIBMSOTCA
noBTopHbIMK Kagpamn Wi-Fi.

[Ina ocTaHOBKM TECTUPOBAHUS HAaXMUTE kHonKy Stop (Cton).

Y1066l NOCMOTPETHL NOAPOBHLIE CBEAEHUSA O NOAKMOYEHUN, HaXXMUTE KHonKy Log (PKypHan).

Tecmposal-wle 30HbI NOKPbITUA TOYKN AOCTYyNa

TecTnpoBaHue 30HbI MOKPbITUSI UCMONb3YEeTCA ANA onpegeneHns adMEKTUBHOIO PacCTOSHUS NOOKMYEHMS K
onpeaeneHHon Todke goctyna. PaccTtosHme nogkmoyeHns nokasbiBaeT BEPOATHOCTb HAWUMYYLIEero coeauHeHns
C TOYKOM JOCTyna 13 onpeaesieHHOro MecTonooXeHus!.

Haunydywee BO3MOXHOEe coefuHeHVEe [OaeT ypoBeHb OTKNMMKOB Ha 3anpoc ping 100% wu makcumansHO
BO3MOXHYIO CKOpPOCTb nepegayn AaHHbiX. [MokasaTenb 30HbI NOAKMYEHUS yMEHblUaeTcs npu yaaneHun ot
TOYkM gocTtyna. B nepBylo oyepeab CHMXaeTCs CKOPOCTb nepefayn gaHHbIx. Ecnn npogomkaTts yaanaTecs oT
TOYKM OOCTynNa, TO YyMEHbLUaeTCa NpoLeHTHast JoNs NofyYeHHbIX OTBETOB BO BpeMs TecTa ping, a coeguHeHune
CTaHOBUTCH HEHALEXHbIM.

Kak Hayamb mecmupoegaHue 30HbI MOKPbLIMUs

Mocne nogkntodeHus Tectepa AirCheck G2 k Todke JocTyna B HWKHen YacTu akpaHa Connect to AP
(MopknounTbCA K TOYKEe AOoCTyna) nosensaeTcsa kHonka Tests (TecTol) (pucyHok 49).

1 KocHutech kHonku Tests (TecTbl), 4Tobbl OTKpbITL 3KkpaH Test Type (Tun TecTupoBaHus).

2 Bbibepute Range Test (TecTnpoBaHme 30HbI NOKPLITUS), NOCNE Yero oTKpoeTcs akpaH Select Target
(BbibpaTthb uernb).

3 BblbepuTe Lenb TecTUpoBaHus.

4 KocHutecb Apply (MpumeHnts). OTKpoeTcsa akpaH Range Test (TecTupoBaHme 30HbI NOKPLITUSA), U AaHHbIEe
HaYHyT 3anoMHATb 3KPaH B PEXMME pearibHOro BpEMEHM.

(Ecnu B cnucke uenen 6bino BeibpaHo Enter New Target (Beectu HOBYIO Lienb), cHadana 6yaeT npeanoxeHo
yKasaTb Liefnb TeCTMPOBaHMWS, OTNIMYHYIO OT MMeloLLMXCH Ha akpaHe Select Target.)

Kak ebi6pamb nonb30eamensCKyr0 yeslb mecmupoeaHusi

1 Beibepute Enter New Target (Beectn HOBytO Lenb).

2 Buibepute Apply (MpumennTb). OTkpoeTcs akpaH New Target (HoBasi Lienb) ¢ 3KpaHHOWM KnaBuaTypoun.
3 BblbepuTe BapmnaHT BBOAA.

4 C nomolpbto knaBmaTtypbl BBeguTte IP-agpec unm nmMsi xocta Lenm.

5 Bbibepute DONE (oToBO).
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3Kpa|-| TecCTupoBaHume 30Hbl NOKPbITUA TOYKN AOCTYyNa

Ha oakpaHe Range Test (TecTupoBaHue 30HbI MNOKPbLITUA)

Sk ® oTobpaxkaeTcs cnegyowasi MHpopmaums:
< | Range Test q ?
e == AP Name (Mima Toukn goctyna): lNoka3aHo nms Touku JOCTyna, K
Target Default Gateway | koTopoi B HacToALMIN MOMEHT noakmnodeH Tectep AirCheck G2.
3l Target (Lenb): BoibpaHHas uens TeCTUpoBaHUS.
Ping Stats 584 Loss |U Ping Stats (Ctatuctuka 3anpocoB): [MpoueHT NoTepsiHHbIX ping-
naketoB. YtoObl  pasBepHyTb  Criegylowyl  nogpobHyto
Connection Range [ ] nHdopmaumio 0 MyHKUUM Ping, HaXXMUTE KHOMKY CO CTPENKOW
[V,
100 ; , :
, _ IP Address (IP-agpec): IP-agpec uenu, Ha KOTopyto TecTep
%0 - AirCheck G2 otnpaBnsieT nakeTbl 3anpocoB.
Pings Sent (OtnpasneHo 3anpocos): KonuyecTso
3 § OTnpaBfieHHbIX NakeToB 3amnpocos ping.
j § T Pings Returned (BosspaweHo 3anpocoB): Konuyectso
Quality Rating: [ 100 % BO3BpAaLLEHHbIX MakeToB 3anpocos ping.
Pings Lost (MoTepsHo 3anpocos): Konuyectso NOTEPSHHBLIX
PHY Data Rate 72 Mbps nakeToB 3anpocos ping.
—— Avg Ping Rsp Time (CpeaHee Bpemsi oTBeTa Ha 3anpoc ping):
Signal Level -45 dBm [ CpefHee BpeMsi 0OTBETa Ha 3anpoc ping.
Min Ping Rsp Time (MuHnmanbHoe Bpemsi OTBETa Ha 3anpoc
Moise Level =98 dBm | | ping): MnHumansHoe Bpems oTBeTa Ha 3anpoc ping.
Max Ping Rsp Time (MakcumanbHoe Bpemsi OTBETa Ha 3anpoc
SNR 53dB/ = ping): MakcumanbHOe Bpems oTBEeTa Ha 3anpoc ping.

Stop Log
PucyHok 60. QkpaH TeCTUPOBaHUSA MOKPbLITUS TOYEK JOCTYyNa

NMPUMEYHAHMNE: Ha MOMEHT OCTaHOBKM TECTUPOBAHUS 30Hbl MOKPbITUS MOXET elle OCTaBaTbCA HECKOSbKO
nepegaHHbIX MakeToB 3anpocoB, KOTOpble elle He Obin MonydeHbl, U BPpeMsi OXMAAHUS KOTOPbIX eLe He
NCTEKIT0, YTOObI CYMTaTb UX NOTEPSHHLIMW NakeTamu. Takum obpasom, oTobparkaemoe Ha 3KpaHe KONM4YecTBO
MOMyYeHHbIX OTBETOB Ha 3anpoC M KONMMYECTBO MOTEPSHHbIX 3anpoCOB CYMMapHO MOXET He coBnagatb C
OOLWMM KONMUYECTBOM OTMpaBfieHHbIX 3anpocoB. PasHuuer OygeT KOMMYecTBO 3anpocoB, HaxOAMBLUMXCS B
npouecce nepegaym Ha MOMEHT OCTaHOBKM TecTa.

MPUMEYAHUE: Ecnu uenbio TECTUPOBaHUSA POYMUHra siBNsSieTCs MMA XocTa, No koTopomy cepBep DNS He
MOXeT onpedenutb IP-agpec aton uenu, pesynbtathl TecTa 6yayT oTobpaxaTrbcsa cneayrowmm obpasom:

Mone Ping Stats (Ctatuctuka 3anpocoB): CTaHOBUTCS KpacHbIM, HO He oTobpaXkaeT HUKaKne AaHHbIe.
PasBopaunBatowleecs meHio Ping Stats (Ctatuctuka 3anpocoB): NokasaHo IP Address + DNS Failed (Owubka
IP-agpeca + DNS).

Connection Range (3oHa nogkntoyeHus (NuHenHbl rpacduk)) — OTobpaxaeTcs 30Ha MNOAKIHYEHUS BO
BpemeHn. PacyeT 30HbI NogkmnoyeHns npomssogutca no gopmyne: (CpeaHas npoueHTHast A0S NonyYeHHbIX
oTBETOB BO Bpemsi Tecta Ping) * (Paktudeckas cKOpocTb nepegayvv AaHHbix/MakcumanbHO BO3MOXHas
CKOpPOCTb Mepeayn AaHHbIX). OTa NaHenb pa3BepHyTa Nno ymonyaHut. Ytobbl ee CBEPHYTb, HAXMUTE KHOMKY
CO CTpEerikomn, HanpaBreHHOW BBEPX.

MPUMEYAHUE: Bo Bpemsi TecTupoBaHuWs 30Hbl NOKpbiTUA Tectep AirCheck G2 He nepekniovaetcsa B
poymuHre. Ecnu Tectep BbIXOAMT U3 30HbI MOKPbITUS CUMIHanma OT TOYKM JOCTyna, OH OTKM4YaeTcs. B momeHT
noTepu NoakmntoYeHns Ha nuHenHom rpaduke Connection Range (3oHa noakntoYeHus) NosiBrsieTcs KpacHas
BepTMKanbHas NuHUsSE (CMOTpUTE pUCYHOK 61), HO MpokpyTKa rpadmka npogormkutcs. Korga tectep AirCheck
G2 BepHeTCS B 30HY MOKPbITUS TOYKM OOCTyNa, OH CHOBA MOAKMIOYMTCA K HEW, U Ha NMHEAHOM rpaduke
Connection Range (3oHa nogkntoyeHus) NosBUTCS 3eneHas BepTukasnbHas NHUS.

PHY Date Rate (CkopocTb nepefaym gaHHbIX U3NYECKOro YpoBHS): Pusanyeckas CKOPOCTb Nepenayn OaHHbIX
coenHeHns B MouT/c.
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MPUMEYAHUE: Ecnn TecTep nepeksitoyaeTcss Ha HOBYK TOYKY OOCTyna Nocfie 3aBepLleHusi TeCTUpOBaHUA
NOOKITIOYEHUS1, CKOPOCTb Nepefayn gaHHbIX OToOpaXaeTcs Kak «--». OTo o3Ha4vaeT, 4To TecTtep AirCheck G2 B
HacTosiwee BpeMsa He ocylwecTenaeT nepegady AaHHblx Wi-Fi 1 CKOpoCTb nepegayn paHHbIX MONyyYuTb
HEBO3MOXHO.

Signal Level (YpoBeHb curHana): YpoBeHb curHana coeuHeHus B Abm.

Noise Level (YpoBeHb LLyMOB): YpOBEHb LLYMOB Ha UCMNOSIb3yEMOM KaHare B gbm.

SNR: OTHOWEHNe curHan-wym coeanHeHus B ob.

Retry Rate (MactoTta noBTopHOM nepegayn): NpoueHT NOBTOPHO NepenaHHbIX KaapoB, KOTOPbIE SIBMSOTCSA
noBTOpPHbIMKU Kagpamn Wi-Fi.

[Ina ocTaHOBKM TECTUPOBAHUS HAaXMUTE kHoMKy Stop (Cton).

YToObl NOCMOTPETL NOAPOOHbBIE CBEAEHUS O MOAKITHOYEHNN, HAXMUTE KHOMKYy Log (PKypHan).

Connection Range |
106
50 ) ,
ﬂ 1
Quality Rating: - =g

PucyHok 61. 'paduk 30HbI NOAKMIOYEHUS ANA TECTUPOBAHNS MOKPbITUS TOYeK AoCTyna

PHY Date Rate (CkopocTb nepegauun gaHHbIX U3NYECKOro YPoBHS): drsmyeckasi CKOPOCTb Nepeaayn gaHHbIX
coenHeHns B MouT/c.

MPUMEYAHUE: Ecnn TecTep nepeksitoyaeTcss Ha HOBYK TOYKY OOCTyna nocfie 3aBepLleHusi TeCTUpOoBaHUA
NOAKMIOYEHUS, CKOPOCTb Nepenayvn AaHHbIX OTOOpaxaeTcs Kak «--». JTO o3HavaeT, yuTo Tectep AirCheck G2 B
HacTosiwee BpeMsa He ocylwecTenaeT nepegady AaHHblx Wi-Fi 1 cKOpoCTb nepegayn faHHbIX MONyyYuTb
HEBO3MOXHO.

Signal Level (YpoBeHb curHana): YpoBeHb curHana coeuHeHus B Abm.

Noise Level (YpoBeHb LWYMOB): YPOBEHb LLYMOB Ha UCMONb3yeMOM KaHare B AbM.

SNR: OTHOLWEeHNe curHan-wym coeanHeHus B ob.

Retry Rate (Mactota nosTopHOW nepeaayn): NpoueHT NOBTOPHO NepeaaHHbIX KaapoB, KOTOPbIE SIBMSIOTCA
noBTopHbIMK Kagpamn Wi-Fi.

16.NMPOBEOEHUE TECTUPOBAHUA MPOU3BOOUTEJNIbBHOCTU
IPERF

IPerf Test — 370 cTaHAAPTM3MPOBAHHLIN WMHCTPYMEHT OMpedeneHns MNpoM3BOOAUTENBHOCTU CETH,
KOTOPbIA NCMNONb3yeTCs AN U3MEPEHUs NPOU3BOANTENBHOCTU 1 NMPOMNyCckHon cnocobHocTn UDP nnu
TCP. Tectep AirCheck G2 moxeT npoBoanTb TecTupoBaHue iPerf, ncnonb3ysi B Ka4ecTBe KOHEYHOM
TOYKM TecTupoBaHus npuHagnexHocTb NetAlly Test Accessory wnu nporpaMmmHoe obecneveHune
cepsepa iPerf, yctaHoBNeHHOe Ha KOMMbIOTEPE.

MPUMEYAHUE: Ecnu B ka4yecTBe KOHEYHON TOYKM MUcnonb3yeTcs cepsep iPerf, ycTaHOBNEHHbIN Ha
nepcoHanbHbIN KOMMbOTEP, Heobxoaumo npunoxeHue iPerf Bepcuun 3.1 unu 6onee Hosown. Ero
MOXHO cka4daTb o agpecy: https://iperf.fr
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Kak sanycmumb mecm iPerf

Mo 3aBepleHun BoinonHeHnsa tectepom AirCheck G2 Tecta Connect to Network (IMogkntounTbca k ceTn) unm
Connect to AP ([NogkniounTbes K TOUKe A0CTYMNa) B HMXKHEN YacTu 3KPaHOB TECTUPOBAHMS NOLKITHOYEHUS K CETU
N TOYKe JocTyna nosiensietcsa kHonka Tests (TecTbl) (pUcyHOK 49).

1 [Ansa nepexoaa Ha aKkpaH Tuna tectupoBaHus (Test Type) kocHuteck Tests (TecTbl).

2 Bbibepurte iPerf. NosiBUTCS akpaH Beibopa cepsepa iPerf (Select iPerf Server).

3 Ytob6bl 3anonHuTb none iPerf Server (Cepeep iPerf), Bpy4yHyto BBeanTe IP-agpec cBoero cepsepa iPerf nnu
BblibepuTe 0OHapPYXEHHYIO NpUHaanexHocTb Test Accessory u3 cnmcka AOCTYMNHbIX YAANeHHbIX YCTponcTB iPerf
(Available iPerf Remotes).

4 Mopoxpaute, noka iPerf Server u ero IP-agpec He oTOGpa3aTCA B BEPXHEM MOfe, 3aTEM KOCHUTECH KHOMKU
Start (Myck) B HWXKHEN YacTu akpaHa Ans 3anycka tecta iPerf. CkaHMpoBaHMe He 00s3aTenbHO AOMMKHO ObiTh
NOMHbIM.

JkpaH Select iPerf Server (BbibpaThb cepsep iPerf)
West Hall | 6% |

< | Select iPerf Server ﬁ'} ?

®

iPerf Server 192,168.0,147 |~ |
Additional Subnet

Available iPerf Remotes

MetAlly:33:0e:88
192.168.0.139 1000 Mbps E

NetAlly:33:0e:a8

192.168.0.147 1000 Mbps E

Angela's Test Accessory S
E' c2

192,168.0.135 1000 Mbps

Settings
PucyHok 62. OkpaH Bblbopa cepepa iPerf (Select iPerf Server)

Mpu oTkpbiTUM 3kpaHa Select iPerf Server (BoibpaTe cepBep iPerf) Tectep AirCheck G2 HauuHaeT
aBTOMaTU4ecKkoe ckaHWpoBaHWe Ha Hanuuve npuHagnexHocten NetAlly Test Accessory, AOCTYNHbIX AnNg
TecTmpoBaHus iPerf. Haigute n BoiGepute COOTBETCTBYIOLLYIO KOHEYHYIO TOYKY TecTupoBaHus iPerf, ncnonbays
cnegyowmne MeTofbl:

e Tekywmn BbibpaHHbIM IP-agpec cepBepa iPerf otobpaxaetcs B BepxHeM none (iPerf Server) gaHHoro
3KpaHa. [insa 3anonHeHus nons iPerf Server BoiOpaHHbIM IP-agpecom kocHUTECHh Mobon M3 0BHapyXEHHbIX
npuHagnexHocten Test Accessory B CnMcKe AOCTYMHbIX yaaneHHbix ycTpowcTs iPerf (Available iPerf
Remotes) Bo BpeMs unun nocne ckaHMpOBaHWS.
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West Hall

iPerf Server 192.168.0.147 |~ |

NetAlly:33:0e:88/

192,166.0.139 _

Angela's Test
192.168.0.135

PucyHok 63. KocHutechb ans Beibopa cepaepa iPerf

Ecnn wnsBecteH |P-agpec nporpammHoro obGecnedeHuss cepsepa iPerf wnu npuHagnexHoctn ans
TEeCTMPOBaHWs, ero MOXHO BBECTU BpyYHYt0. KocHuTech nons IP-agpeca cepepa iPerf (iPerf Server). ng
coxpaHeHust Hooro agpeca Haxmute DONE (F'otoBo).

MPUMEYAHUE: [Ona wncnonb3oBaHUA YCTAHOBMEHHONO Ha KOMMbHOTEPE CEPBEPHOr0 MNPOrpaMmMHOro
obecneyeHus iPerf Heobxoammo BBecTu IP-agpec Bpy4Hyto, KOCHyBLUMCH nons iPerf Server BBepxy akpaHa.

Ecnn Ha TecTepe AirCheck G2 HepaBHO 3anyckarncs TecT iPerf, none iPerf Server aBTomaTtuyecku

| ]
3anonHaeTca nocnegHum  m3BecTHbIM  |IP-agpecom cepsepa iPerf. KocHutecb cTpenku
pa3BopayvMBaloLLErocs cnncka, 4Tobbl BbIbpaTh Opyror HeJaBHO MCMONb30BaBLUMNCA aapec cepsepa iPerf.
B passopaumBatowlemcs cnmcke Tectep AirCheck G2 nokasbiBaeT NATb NOCNEQHUX agpecoB.
Tectep AirCheck G2 ckaHMpyeT CBOI TEKYLLYIO JTOKanbHY NoAceTb U NOACETb NOCEAHEro TECTUPOBAHNUS
Ethernet («TectupoBaHue Ethernet onsa TpaHauta B Touke JocTyna»), UCNONb3ys AN OOCTYMHbLIX CEPBEPOB
iPerf Tekywun sarpyxeHHbin npocunb. ObpaTtutech Kk pasgeny «Kak obHapyxutb Test Accessory c
nomMoLubio Tecta Ethernet».
Takke MOXHO BpydHyl0 BBecTu IP-nogceTb Ons ckaHuMpoBaHuWsi, KOCHyBlIMCb nonsa Additional Subnet
(JononHutenbHasa noaceTb). [ocne BBoAa noaceTu And ckaHWpoBaHWA KocHuTecb Rescan ([loBTopHoe
CKaHUpOBaHuMe).
Ecnn umeeTtca ydyeTHasa 3anucb obnadHon cnyx6sl Link-Live, koTopas B HacTosLee BpeMsi HacTpoeHa Ans
nonyyeHus pesynbtatoB TecTupoBaHus, Tectep AirCheck G2 3anpawwusaer y Link-Live Bce
3aperncTpupoBaHHble NpuHaanexxHoctTn ans tectuposaHusa (Test Accessory) n oTobpaxaeT ux B CrnMcke
OOCTYMHbIX yaaneHHbIx ycTporcTs iPerf (Available iPerf Remotes).

NMPUMEHAHNA:

Ecnn ana napametpa Link-Live Connection (CoeanHeHune ¢ obnayvHon cnyx6onm Link-Live) B meHio Device
Settings (HacTporikn yctponctsa) > Link-Live Settings (HacTtpoiwkn cnyx6bel Link-Live) ycTtaHoBreHo
3HaveHve Off (BbiknioveHo), Tectep AirCheck G2 He 3anpalwimvBaeT AaHHble NpUHaanNexHocten ans
TectupoBaHus (Test Accessory) B obnayHon cnyxbe Link-Live. OBpatuTtech k pasgeny «Link-Live Settings
(HacTporikun cnyx6sl Link-Live)».

Ecnu ans npuvHagnexHocTM And TecTUpOBaHMSA BOCCTAHaBNMBAETCH 3aBoackas KOHurypauus no
ymon4anuio, npexae dem Tectep AirCheck G2 cmoxeT cHoBa 0OGHapyxuTb ero u3 cnyx6bl Link-Live,
HeobxoOuMO OTMEHUTb perncTpaumto yctponctea Test Accessory B cnyxbe Link-Live n noBTOpHO ero
3apervcTpupoBarhb.
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Cnucok aocTynHbIX yaaneHHbIX yctponcTB iPerf (Available iPerf Remotes)

B aTtom cnucke otobpaxatotcsa cepsepbl iPerf, koTopbie 6binmM obHapyxeHbl TectepoM AirCheck G2 ¢ nomoLubo
yKasaHHbIX Bbllle MeToaoB. Kaxapln cepep npusoautcs co cesoum MAC-agpecom vnm MMeHeM 13 cryxbbl
Link-Live, IP-agpecom, NMHERHONM CKOPOCTbLIO, a Takke ypoBHEM 3apsaa 6atapen unu coctosiHnem PoE.

e VIkoHka GaTapewu nokasblBaeT YypoBeHb 3apsiga OGaTtapeu nnm coctosiine PoE npuHagnexHocTn ans
TECTUpPOBaHMS.
e lkoHka obnaka - oTmeuaeT 3aperncTpupoBaHHble MPUHAANEXHOCTU, KOTOPble BbiNM OBHapYXeHb! B

obnayvHon cnyxbe Link-Live.

e YpaneHnHble ycTtpoictea iPerf, koTopble nokasaHbl Ha CepoM (OHE M UMelT cuMBJR=, SABNAIOTCSH
NpUHaANEXHOCTAMN ONsi TECTUPOBaHUA, KOTOpble GbiNu paHee obHapyxeHbl TecTepom AirCheck G2 u3
Link-Live, Ho He Gbinn oBHapyXeHbl BO BPeEMsI MOCNEAHEro CKaHMPOBaHWS.

Ons nepesanycka CKaHMpoBaHuaA I'IpMHaJJ,J'Ie)KHOCTeVI ana TeCtTupoBaHUA KOCHUTEChb Rescan.

IOna pgoctyna k Hactpovikam iPerf (iPerf Settings) kocHuTecb kHomku Settings (HacTpolku) B HDKHEN YacTu
akpaHa Select iPerf Server (BoibpaTtb cepBep iPerf). 310 Te xe HacTpounku iPerf, koTopble oTobpaxatTcsa Ha
rmaBHOM 3KpaHe HacTpoek Tectepa AirCheck G2. Obpatuteck k pasgeny «iPerf Settings (Hactporiku iPerf)».

Kak o6Hapyxumb Test Accessory ¢ nomow,br0 mecma Ethernet

YUTtobbl nomoudb TecTepy AirCheck G2 obHapyxuTb npuHagnexHocTb Ang TectnpoBaHusa (Test Accessory),
3anyctute TecT Ethernet B Ton e noaceTtwn, rae nnaHupyeTcs nogknioumTtb Test Accessory.

1 Mogkntounte Tectep AirCheck G2 k cBoeln nogceTu, UCNonb3ys TOT e NopT kKommyTaTopa Ethernet, koTopbi
nnaHMpyeTCcsl MCNONb30BaTh A8 NOAKIIOYEHNST NPUHAOEXHOCTM A58 TECTMPOBaHMS.

2 Ytobbl 3anyctutb TecT Ethernet, Ha rmaBHoM akpaHe Tectepa AirCheck G2 kocHuTecb Ethernet Test (Tect
Ethernet).

3 Tlocne 3aBepweHus Tecta Ethernet otknmounte Tectep AirCheck G2 ¥ nOBTOPHO MNOAKMHOYMTE
NPUHaANEXHOCTb ANsl TECTUPOBAHUSA K TOMY e NopTy KOMMyTaTopa.

4 TMopgkntounte Tectep AirCheck G2 k cooTBeTCTBYHOLLEN CETM UMM TOYKE OOCTyna, 3aTteM BbldoepuTe iPerf Test
B HWKHEN YacTm akpaHa Connect to Network/AP (MogkniounTbesa K ceTU/ToUKe JocTyna).

5 MNopxnioveHHas NPUHAANEXHOCTb AN TECTUPOBaHMSA AOMMKHA NosiBUTLCS B crnivcke Available iPerf Remotes
(OocTynHble yoaneHHble ycTpowncTBa iPerf), rae yctponctea otcoptupoBaHbl no IP-agpecy. KocHutecb cTpokm
NpuHaOnexHOCTN ang TecTUpoBaHUA B cnucke, Ytobbl BBecTn ero IP-agpec B BepxHee none iPerf Server, n
KocHUTeCh kHonku Start (Myck), 4To6LI HavaTb TecTupoBaHue iPerf.

NMpocmoTp pesynbTtaToB TecTa iPerf

Ha oakpaHe iPerf oToGpaxaloTca criegyolime M3MepeHusi, HeKoTopble C pesynbTaTamu [OAeH (3eneHbin),
HeropgeH (kpacHbin) unm MNpegynpexaeHne (KenTbi):

MPUMEYAHUE: [na HacTpowku noporoBbix 3HaveHun «lopeH/HerogeHn», TCP/UDP u pgpyrux napameTtpoB
TecTa iPerf nepengnte B mMeHwo Settings (Hactporiku) > iPerf Settings (HacTtpowiku iPerf) Ha cBoem TecTepe
AirCheck G2. ObpaTuTtecn k pasgeny «iPerf Settings (HacTtpowiku iPerf)».

YTobbl 3anycTuthb ele oauH TecT iPerf Ha Tom e cepBepe iPerf, kocHutech Start (IMyck).

Bcerpa BKnO4YeHHbIe pe3ynbTaThl

BSSID: WaeHTudukatop BSSID ceTu.

SSID: peHTndukatop SSID ceTu.

iPerf Server Address (Agpec cepsepa iPerf): IP-agpec koHeuHoI ToukM iPerf.

Upload Results to Link-Live (Bbirpyxatb pesynbtaTtbl B cnyxby Link-Live): lNoka3biBaeT, Oyaet nu Tecrtep
MMETb BO3MOXHOCTb BbIrpYXaTb TeKyllue pes3ynbTaTbl TecTa B y4yeTHyto 3anucb Link-Live. Obpatutech k
pasgeny «Hayano pabotbl ¢ o6navHomn cnyx6om Link-Liver.
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PHY Date Rate (CkopocTb nepegayn [AaHHbIX (OU3NYECKOro
= ypoBHS): Pusmyeckas ckopocTb nepefaum pAaHHbix Wi-Fi B

-1 Mbwur/c.

BSSID 18:64:72:Ffh:c5:10 Signal Level (YpoBeHb curHana): YpoBeHb curHana B ceTu B
abm.

=4{a) ARUBA_QA Noise Level (YpoBeHb LLYMOB): YpOBEHb LLUYMOB B ceTU B ABM.
SNR: OTHoLleHne curHan-wym B cetu B Ab.

iberf Server Addrass 10.250.3.171 Retry Rate (Mactota noBTopHON nepegayn): MNpoueHT NOBTOPHO
nepefaHHbIX KagpoB, KOTOPblE ABMAAIOTCA MOBTOPHBbIMW Kagpamu

Ava, ;LI'piE' h Wi-Fi.

Max Up Speed 43.3 Mbps Tonbko pesynbTatbl TCP

m+mm wﬂm Avg. Up Speed: CpeaHsas CKOPOCTb BbIFPY3KU B CETU.

Max Up Speed: MakcumanbHas CKOPOCTb BbIrPy3Ku B CETU.

Max Down Speed 50,0 Mbps i Avg. Down Speed: CpefHsasa CKOPOCTb 3arpy3ku B CETHU.
L : _I'| Max Down Speed: MakcumarnbHas ckOpoCTb 3arpysku B CeTu.
Uﬂmﬂkﬁumamﬁi% NPUMEYAHVE: @ Sra  ukomka yKasblBaeT, 410

oGopy,qosaHl/le MOXeET orpaHn4mBaTb U3MepeHune MaKkCUMarsbHOM

PHY Data Rate 175 Mbps ckopocTu.

Signal Level -33dBmi Tonbko pesynbTtatbl UDP

Moise Level -92 dBm | Upload Speed: CpeaHsisi CKOPOCTb BbIrPy3Ku B CETU.
Upload Jitter: amepeHHbI XUTTEP BbIrPy3Kku B CETU.

SNR 59 dg T Upload Loss: [IpoueHT nakeToB, MOTEPSIHHLIX BO BpeMms
BbIFPY3KM.

Retry Rate 19 | Download Speed: /lamepeHHasi CKOPOCTb 3arpy3ku B CETH.

21 Download Jitter: \amepeHHbIN JXXUTTEp 3arpy3kn B CETU.

“ Download Loss: NpoueHT nakeToB, NOTEPsIHHbIX BO BpeMs
3arpysku.

PucyHok 64. Pesynbtatbl TCP TecTa iPerf

17. COXPAHEHUE CEAHCOB TECTUPOBAHUA, 3AXBATOB
NMAKETOB U CHUMKOB 3KPAHA

CoxpaHeHue channoB ceaHCOB U 3aXBaTOB MNakeToB

Kacanue kHonku L4 (CoxpaHuTb) Ha niobom akpaHe, kpome AirMapper, npuseneT K NosSBMEeHWI0 3kpaHa Save
Session (CoxpaHUTb ceaHC) ¢ napameTpaMy CoxpaHeHust dhanna ceaHca. (AirMapper no3BoOnsieT COXpaHATb
AaHHble 0b6crneaoBaHNsA BMECTO AaHHbLIX ceaHca.)

dann ceaHca BKNOYAET CreayoLLyo MHpopMaumio:

e PesynbTaTbl aBTOMaTU4eCKOro TectupoBaHus (AutoTest) (ecnu coxpaHsitoTes npu Beixoae 3 AutoTest).

o  UHdopmauuns 06 oBHapyxeHun ceTen, ToHeK JOCTYNa, CBA3aHHbIX KITMEHTOB, MICTOYHUKOB NMOMEX U KaHanoB
(He BkrtovaeT rpadukn).

e PesynbTaTbl TECTUPOBAHNA NOLKITIOYEHUS K CETU N TOYKE A0CTYNa, BKMoYasa TecTbl iPerf u xxypHanbl
NOAKMIOYEHUS.

e PesynbTaThl TecTupoBaHus Ethernet, Bkniovas xxypHansl DHCP.

Tectep AirCheck G2 HakannmBaeT faHHble ceaHca A0 Tex Mop, Noka oHW He ByayT cTepTbl C MOMOLLbIO OOHOMO

M3 criedyloWwmux AeNCTBUM: BbIKMIOYEHNE WHCTPYMEHTA, Nepesarpyska MHCTPYMEHTa, HaXaTue KHOMKM It

(OBHOBUTBL) MM BXOA Ha 3KpaH \/ AutoTest unu Bbixog u3 Hero. Tectep AirCheck G2 coxpansieT go 100
pe3ynbTaToB TECTOB.
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Kak coxpaHumb ceaHC mecmupoeaHusi

= |
< | Save Session "L?‘ ? 1 Haxwmute 11 (CoxpaHutb). TecTep OTKpbIBaeT aKpaH
Save Session (CoxpaHuTb ceaHC) € nocnegoBaTenbHbIM

Filename Session0042.acsx nmMeHeM anna no ymonyanmo «Session0000.acsx».
2 YT06bl M3MEHUTb uUMSA danna no yMOSYaHWUI, HaXMUTE
. —1| Filename (Mma cpanna) n ¢ NOMOLLBIO 3KPAHHOW KnasuaTtypbl
Destination Link-Live |i! BBeOMTE HyxHoe wums. [lo okoHyaHum Haxmute DONE
(FoToBO).
Add Job Comment U of M Psych
NMPUMEYAHUE: NmeHa ainnoB ceaHCoOB MOTYT UMETb HE
Add Session Comment Room 201 6onee 32 cumBornos, 6e3 yyeTta paclupeHust daina.

3 KocHuTeCb KHOMKM pasBopayMBaloLLEerocss MeHw psgom C
Destination (MecTo Ha3HaueHwus1), YTOObI NepeknovaTtb MECTO
coxpaHeHusi dpavina ceaHca wmexay Link-Live wnu Local
(JlokanbHo). Ecnn B kayecTBe MecTa HasHayeHus BbibpaHa
obnayHas cnyxba Link-Live, dann Bbirpyxaetcs B criyxby
Link-Live npu cnegytowem nogkntodeHun tectepa AirCheck
Capture Filenrame  Session0042.pcap G2 k aKTMBHOI NPOBOAHOM UnNu GecnpoBoaHol ceTn. Ecnu xe
MECTOM Ha3Ha4yeHusi SBMNSIETCS JoKanbHas namaTb, dann

Save Packet Capture

Destination Local

Capture File Size 32 MB'Vi COXPaHSIETCA Ha YCTPOWCTBE, WU €ro MOXHO 3arpy3vTb Ha
KOMMbloTep Mo coeanHeHuto USB ¢ nomouiblo npunoxeHus
Space Remaining 818 MB AirCheck G2 Manager.

PucyHok 65. SkpaH Save Session (CoxpaHuTb ceaHc)
Cancel Save

4 [Mpu xxenaHmm moxHo HaxaTb Add Job Comment (Jo6aBuTb KOMMEHTapUIA K 3a4aHUI0), YTOObI OTKPbITh AKPaH
Job Comment (KommeHTapui k 3agaHuio) u BBECTU UNU OTPEAaKTUPOBaTb KOMMEHTaAPUN K 3aaHUI0, KOTOPbIN
BbIrpyXaeTca B obnadvHylo cnyxBy Link-Live BmecTe co BcemMu BbIrpyxaembiMW pesyrnbTataMmyu TECTOB U
davinamu. KommeHTapuin 0 3agaHumn CoxpaHsaeTcs B cnyx6e A0 MOMEHTa ero yaaneHus unv peaaktupoBaHus.
Tarke KOMMEHTapUI K 3agaHuio MOXHO co3faTb, Bblbpas Settings (Hactponku) > Link-Live.

5 Mpu xenaHun moxHo Haxatb Add Session Comment (Job6aBuTb KOMMEHTapU K ceaHcy), 4Tobbl BBECTU
HOBLI KOMMEHTapuUin U NPUKpenuTb ero k canny ceaHca B cnyxbe Link-Live. KommeHTapuii K ceaHcy He
COXpaHsieTCs Mocre Hayana HOBOro TecTa Uin CoOXpaHeHnst HOBOToO danna.

6 Ecnn HeobOxogumo coxpaHutb ¢harin 3axeaTa nakeToB (.pcap), KOCHUTECH NMepekmntovaTens Ans BKIYEHUS
(On) dpyHkuum Packet Capture. O6paTtuTech k pasgeny «Kak coxpaHuTb 3axBaT nakeToB ¢ dhainiom ceaHcay.

7 Mo 3aBepLueHun kocHNTechb Save (CoxpaHnTb) AN coxpaHeHus: danna ceaHca.

[ns npocmoTpa coxpaHeHHbI dhailn ceaHca MOXHO nepefaTb Ha KOMMNbIOTEP U OTKPbITb B MPUNOXKEHUM
AirCheck G2 Manager (obpatutecb K pasgeny «YnpasreHue npodunsMyM KU ceaHcaMu Ha KOMMbOTEPE C
nomMousto npunoxerHus AirCheck G2 Manager») unu BbirpyauTs B obnavnyto cnyxby Link-Live (o6patutech k
pasgeny «Kak Bbirpy3autb hannel B criyx0y Link-Liver).

Kak coxpaHumb 3axeam nakemoe c ¢haliJioM ceaHca

B atom pa3gerne onmcbliBakoTCA BapuaHTbl COXpaHEeHUA MONMHOro 3axsaTa nakeTtoB OAHOBPEMEHHO C CbaI7IJ'IOM
CceaHca.

MPUMEYAHMUE: Takke MOXHO HadaTb 3axBaT NakeToB 0e3 coxpaHeHus danrna ceaHca U3 3KpaHOB CBELEHWN

O KaHarne, To4Yke OOCTyna WIu KIUeHTe UNu 4Yepe3 MeHKo Settings (Hactpowku) > Capture (3axsarT).
O6patutech k pasgeny «CosgaHue aBTOHOMHOMO 3axBaTa NakeToBy.

BecnpoBoaHble nakeTbl, nonyvaemble Tectepom AirCheck G2 Bo Bpemsi oGHapy)XeHWUsl, 3axBaTblBAOTCS U
coxpaHsitoTcs B Oydhepe 3axBarta. [Npu 3anonHeHumn Oydepa cnenyrolmnin 3axBayeHHbIN MakeT 3aMeHseT
nepBbin naket B Oydepe m Tak ganee. Haxatne kHonkm Refresh (O6HOBWTL) oumwaet Oydep 3axearta u
nepesanyckaeT NpoLecc 3axsaTa NakeToBs.

3axBayeHHble NaKeTbl COXPaHAIOTCA KaK OTAEeNbHLIN danin B AononHeHne K danny ceaHca. MimeHem danna
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3axBaTa (Capture Filename) Bcerga siBnsetcs nms danna ceanca (Filename) ¢ paclwumpeHunem .pcap.

1 Haxxmute LI (CoxpaHuTb). TecTep oTKpbIBaeT aKpaH coxpaHeHus ceaHca (Save Session) (pUcyHOK 65).
2 KocHuTtech nepekntoyatens psgom ¢ Save Packet Capture (CoxpaHutb 3axBaT NakeToB), YTOObI
nepekntoynTb ero Ha On (BkroveHo). Ha gvcnnee nosiBATCA AONOMHUTENbHBIE NOSS, CBA3AHHbIE C3axBaToOM.

MN3-3a Gomnbworo obbema M HeobXoOMMOCTWM WCMONb30BaHMSA MNPOBOAHONO COEOWHEHUSA ONiS BbIrPy3KM B
obnayHyto cnyxby Link-Live dannbl 3axBaTa MakeToOB BCErga COXPaHATCA JoKanbHO Ha YCTPOWCTBE,
He3aBMCMMO OT Bbibopa HacTpoviku Link-Live unu Local gns napameTtpa Destination gnsi dpanna ceaHca. YtoObl
BbIrpy3uTb painnbl 3axBaTa B cnyx0Oy Link-Live, nepeniante B meHio Settings (Hactponkn) > Manage Files
(YnpaeneHwue cdarnnamn).

3 lMNpn HeobxoauUMOCTM MOXHO BbliOpaTb Apyron pasmep danna 3axsaTa, KOCHYBLUMCb KHOMKW CO CTPErnkon
passopauuBatoLLeroca cnucka psgom ¢ Capture File Size (Paswep canna 3axsarta). Mo ymonyaHuio BelbpaHo
32 MB.

B none Space Remaining (OcTaBlueecs MecTo) noka3aH o6bem AOCTYNHOro NPOCTPaHCTBA ANs XpaHeHus
AaHHbIX Ha TecTepe AirCheck G2 13 BblgeneHHoro st annos 3axBaTa obbema.

4 o 3aBepLIEHNN KOCHUTECH KHOMKM Save (CoxpaHutb), YTOObI COXpaHUTL doans ceaHca v dhann 3axsarta.

MPUMEYAHUE: Mpun coxpaHeHun ¢pbannoB ceaHCa W 3axBaTa HaBurauus No 3KpaHy oTkmnoyeHa. dannbl
BonbLuero pasMepa CoxXpaHaTCs AorbLue.

[ns npocmoTpa cHavana nepeHecuTe 3axBayeHHble nakeTbl Ha USB-HakonuTens unu BbIrpy3nte uX B
obnayHyto cnyxby Link-Live, a 3atem OTKpoWTe Ha KOMMbKOTEPE WM MNaHWeTe C NpUNoXeHnem And
NPOCMOTPa 3aXBaYeHHbIX MaKeTOB.

O6patutech k pasgeny «Kak akcnoptupoBath dannel Ha USB-Hakonutenb».

O6patutech k pasgeny «Kak Bbirpy3ntb hainbl B cnyxoy Link-Live».

Co3gaHMe aBTOHOMHOrO 3axBaTa nakeTtoB
B oaTtoM pasgene onucbiBalOTCA  BapuaHTbl  CO34aHUS

| (]
< | Capture {I} ? WHAMBUAOYaNbHOrO 3axBaTta NnakeToB Ha BbiIOpaHHOM KaHarne.
Filename cap_20180913_172543 MPUMEYAHUME: 3axBaT nakeToB, COAepXallMh [OaHHble
| obHapyxeHusl, TaKkKe MOXHO COXpaHWTb BMeCTe C (Daifiom
File Size 10 MB | -~ || ceaHca. Ob6patutecb Kk pasgeny «Kak coxpaHuTb 3axeaT
-| nakeToB C dannom ceaHcay.

Channel 1 [~
HocTtyn k akpaHy 3axBaTta Capture MOXHO NONMy4UTb U3 3KpaHa
BSSID/MAC None Channel Details (CBep,eHM_ﬂ o] KaHane), AP Details (CBegeHus
o Touke poctyna) unm Client Details (CBegeHusi o knveHTe)
Control Frames ‘,E UNu B pasaene MeHI Settings (Hactpoiku) > Capture
(BaxeaT). lNpwu nonyvyeHuMM [ocTyna K 3KpaHy 3axBaTta W3
Data Frames On 3KpaHa CBEAEHWI O KaHane, TOuYKe [A0CTyna WnuU KneHTte
- cootBeTcTBytowme nons Channel w/unn BSSID/MAC
Management Frames On 3aMnonHSAITCA aBTOMaTUYEeCKN, U B HUX BBOAWUTCH KaHamn wnu

afpec yCTponcTea, BbIOpaHHOro Ha aKpaHe CBe4EeHUN.

PucyHok 66. SkpaH Capture (3axsaT) (HacTpouka)

1 Bbibepute MeHto E Settings (Hactpowku) > Capture (3axsaT) nnu nepemgure K SKpaHy CBeOeHUn o
KaHane, KMMeHTe MWNU TOYKe AocTyna W kocHuTecb kHonku Capture (3axBaT) B HWXKHEW 4acTu 3SKpaHa.
OTtkpoeTcs akpaH Capture.

2 Yto6bl n3MeHUTb UMsI hanna no ymonyaHumio, Haxmurte Filename (Mmsa ganna) n ¢ NOMOLLbI 3KpaHHOM
KnaeBuaTypbl BBEQMTE Nosib3oBaTtesnbckoe ums. Mo okoH4YaHum Haxxmmute DONE (FoToBo).

3 Kacaritecb KHOMOK pa3BopaymBatoLLerocsa MmeHto psgom c File Size (Pasmep danna), Slice Size (Pasmep
dparmeHTa) 1 Channel (KaHan), YToGbl yCTaHOBUTL HYXXHbIE 3HAYEHNSI MapaMeTpPOB:

o File Size (Pasmep danna) - 370 MakcMManbHbIN pa3Mmep Bcero davna 3axsata. Korga cdawn gocturaet

Ctp. 77 u3 107

© NetAlly ALanTMPOBaHHI NepeBof Ha pycckuii S3blk - komnanus UMAT. KonvpoBaHue 1 nHoe BocrnpousseaeHme nobsiM cnocobom
© UMAT, 2021 [aHHOro AoKyMeHTa 1 ero yactel 6e3 paspellenns UMAT 3anpeluerbl. Komnadum NetAlly n UMAT ocTtaBnsitoT 3a cobor
npaeo 6e3 yBegOMIEHNSI BHOCUTb M3MEHEHUS B OMNMCaHNE NPOAYKTOB.



3TOro pasmepa, npouecc 3axeaTa OCTaHaBfMBaeTCHa aBToOMaTuyecku. Mo ymonyaHuto pasmep ¢amna 100
M6awr.

e Channel (Kanan) — 3To kaHarn, U3 KOTOPOro 3axBaTbIBAlOTCA NakeTbl. [TakeTbl 3axBaTbIBAOTCA MO KaHanam
wupuHon 20 MIu. Ecnn gocTtyn K 3TOMy 9KpaHy 3axBaTa MOSlydeH U3 3KpaHa CBEAEHUN O KaHane, To4ke
JocTyna vunu KnNueHTe, COOTBETCTBYIOWMIA kaHan 6yaeT BblibpaH aBToMaTtuyecku. o ymonyaHuio BbiGpaH
KaHan 1.

MPUMEYAHWE: Pasmep 3axBayeHHOro coparmeHTa Bceraa paBseH 4096 bant.

4 lMpn Heobxogumoctn BbliGepute none BSSID/MAC, utobbl oTKpbiTh 9kpaH Device BSSID/MAC u BBecTtu
appec yctponcTBa. Ecnv gaHHbIM 3KpaH 3axBaTa OTKPLIT C 9KpaHa CBEAEHUN O TOYKe JOCTyna Wu KNneHTe,
cootBeTtcTBytowmn BSSID/MAC yxe Gynet BBeaeH. Ecnu xe ocTtaButb 3710 none kak None (Hert), Tectep
AirCheck G2 6ynet 3axBaTbiBaTb BCE NakeTbl HA BbIBpaHHOM kaHane.

5 Kacantecb nepekntodatena On/Off (BknoyeHo/BeiknioveHo) cnpasa ot nonen Control (YnpasneHue), Data
(OanHble) 1 Management Frames (Kagpbl ynpaBneHus), 4tobbl npy HEO6XOAMMOCTU BKMOYUTL UIN UCKMOUYUTD
Ka>kObI TUN Kagpa 13 3axBaTa.

6 BbibepuTte Start ([yck), 4yToObl HA4YaTb 3axBar.

lMocne Havana 3axBaTta nosiBnsieTca akpaH Capture, Ha kKOTOpoM oTOGpaxaeTcsa crnegytowas nHdopmaums o
3anyLLeHHbIX UMW 3aBePLUEHHbIX 3axBaTax:
Filename (Mma daina): Uma danna, B KOTOPOM COXpaHATCS
2 e ~ A 9 TeKyLume 3axBaTblBaeMble JaHHbIE.
\ | Capture DR Frames (Kagpbl): Konnyectso 3axBaveHHbIX Kaapos.
File Size (Pasmep ganna): Tekywmin pasmep danna 3axsaTa B
Filenarne cap_20180821_220714 M6aiiT.

Disk Space Used (Mcnonb3oBaHHOE OUCKOBOE MPOCTPaAHCTBO):

Frames 3253 OGbeM npocTpaHCTBa [ONS XPaHEHUs OaHHbIX,  KOTOPbIN
Tectep AirCheck G2 ucnonb3oBan gnsi dawnoBs 3axeaTa, U

Eile Size 1.000/1 MB BENUYMHA NoKa eLle AOCTYNHOro AMCKOBOro NPOCTPaHCTBa.

Disk Space Used 513.‘:2591 MB 3axBart npoaomKaeTca A0 TeEX Nop, noka d)a|7|na He OOCTUrHet

pasmepa, BblOpaHHOro Ha Noka3aHHOM Bblllie 3KpaHe HacTpoek
3axBaTta. YT1obbl OCTaHOBWUTL 3axBaT OO TOro, Kak dawnn
[OCTUrHET 3Toro pasmepa, Bolbepute Stop (Cton).

Uto6bl HayaTb HOBbLIN 3axBaT MO 3aBepLlUEHUMM TeKyLLero
3axBaTa, Haxmute New Capture. Ytobbl BbIrpy3uTs annbl
3axBaTa B 06nayHyto cnyx0y Link-Live unm coxpaHutb nx Ha
USB-HakonuTene, kocHutecb Manage Files (Ynpaenatb

New Capture Manage Files tarinamm).

PucyHok 67. SkpaH Capture (3axBaT) (3aBepLUEeHO/OCTaHOBMEHO)

Tarke no3gHee MOXHO nepenTn B MeHio Settings (Hactporikun) > Manage Files (YnpaBnaTe davinamu), 4Tobbl
nepenMmeHoBaTb, yaanuTb Unu BeIrPy3nTb COXPaHEHHbIE hanrbl 3axBaTa.

O6patutech k pasgeny «YnpasneHue cannamu Ha Tectepe AirCheck G2».

CoxpaHeHue hannoB CHUMKOB IKpaHa RO

< Sand SOreen
daiinbl CHMMKOB 3KpaHa MOXHO 3arpy3vTb Ha KOMMbKTEP C
nomotubto npunoxeHuns AirCheck G2 Manager unu BbIrpy3nTb | Filename Screenshot0091.png
B obnayHyto cnyx0y Link-Live, n cBsi3aTb C KOHKpPETHbIMU =—
pe3ynbTaTamu TECTUPOBAHMWS UK Apyrumn annamm. Destinatian Link-Live [~ |

UToObl COXpaHuUTb Uu30bpaxeHne TekyLero oTobpakaemoro
§ ) Upload to Last Result |~ |

3KpaHa, YyOepXuBamTe naneL Ha WKOHKe CcrpaBku M B

TeYeHne OAHOM cekyHAbl. MpuU COXpaHEHMU CHUMKA 3SKpaHa | add Screen Comment

TecTep NogdacT OAMH 3BYKOBOW CWUrHam, U Ha 3kpaHe Save

Screen (OkpaH COXpaHEHUs1) MOSIBATCA OMUMUM COXPaHEHUS n | Add Job Comment ur

BbIrpy3ku charina nsobpaxxeHus.

Ha okpaHe Save Screen npeacTaBneHbl crneaywowme
napameTpbl:
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Filename (Mmsi dhanvna): Beibepute none, 4tobbl OTKpPbITb 3KpaH Screen Filename (Umsa dpanna skpaHa),

3ameHuTe ums anna no ymon4aHuo yHukanbHelM nmeHem v Bblbepute DONE (FoToBO).

Destination (MecTto HasHayeHus): HaxmuTe KHOMKY pasBopadvBaloerocs MeHio And Bblbopa MecTa

coxpaHeHus danna akpaHa mexay Link-Live n Local (JlokanbsHo).

e Ecnu mecTom HasHaudeHus siBrisieTcs obnadHasa cnyxba Link-Live, dain Beirpyxaetca B Link-Live npu
cnepyouwem nogkntoveHun Tectepa AirCheck G2 k akTMBHOM NPOBOAHOM M BeCnpoBOAHON CETH.

e Ecnun xe BblbpaHO nokanbHoe (Local) mecTo HasHadeHus, panin COXpaHseTCss Ha YCTPOWCTBE.
CoxpaHeHHble Ha YCTPOMCTBE CHUMMKM 3KpaHa MOXHO nepeHectn Ha USB-HakonuTenb Ha akpaHe Settings
(Hactporikn) > Manage Files (Ynpaenate annamu) unu 3arpysntb KMX Ha KOMMNbIOTEP C MNOMOLLbIO
npunoxeHus AirCheck G2 Manager.

PucyHok 68. SkpaH coxpaHeHusi (Save Screen)

MapameTpbl BbIrpy3ku B o6nadHyro cnyxoy Link-Live

Upload to (Bbirpy3nTb B): Hakmute KHOMKy pasBopayvMBaloLLErOCsl MEHI0, YTOObI NEPEKITIYNTE MECTO BbIFPY3KM
tbanna akpaHa Ha Link-Live.

e Onuma Last Result (MocnegHun pesynbTaT) NO3BONSAET MNPUKPENUTb CHUMOK 3KpaHa K pesynbTatam
nocnegHero Tecta. Ytobbl NpukpenuTb n3obpaxeHne akpaHa K pesynbraTy Tecta, HeO6XOAMMO 3anyCTuTb
aBTOoMaTuyeckoe TectupoBaHue (AutoTest), TectupoBaHue nopkniodeHus (Connection Test) unu Tect
Ethernet (Ethernet Test) Bo Bpems TekyLuero ceaHca.

e Onuma Uploaded Files (BbirpyxeHHble ¢annbl) MO3BOMSET BbIrpyXaTb U300paxeHUs Ha CcTpaHuuy
Uploaded Files (BbirpyxeHHble dannbl) B cnyxbe Link-Live ©e3 ux npukpenneHuMss K KOHKPETHbIM
pesynbTatam TectupoBaHus. OgHako No-npexHeMy MOXHO ByaeT rpynnupoBath annsl n/vnu pesynbtaThl
B cnyx6e Link-Live, ncnonb3ysa ogHy n3 dyHKLMI BBOAA KOMMEHTapUEB.

Add Screen Comment ([Jo6aBuTb KOMMEHTapui k 3akpaHy): KocHutecb 3TOro nons, 4tobbl BBECTU HOBLIN
KOMMEHTapWi 1 NPUKPENUTL ero K cpainy cHMMKa akpaHa B obnayvHon cnyxbe Link-Live. KommeHTapuin skpaHa
He COXpaHsAeTCs Nocne Havana HOBOro TecTa Ui cCoXpaHeHust HoBoro phanna.

Add Job Comment (Jo6aBuTb kOMMeHTapun Kk 3agaHuio): KOCHUTECh 3TOro nons, Ytobbl OTKPbITh 3KpaH Job
Comment, 1 BBeauUTe UnNn OTPeaaKTUPYNTE KOMMEHTaPUIN K 3a4aHuI0, BbIrPY>KEHHbIA B 06nayHyto cnyxby Link-
Live co BceMu BbIrpyXeHHbIMU pesynbTataMmu 1 dannamm TectoB. KOMMEHTapuin K 3agaHunio coxpaHseTcs Ao
yOaneHus unu pegaktupoBaHus. Takke 3TOT KOMMEHTapun MOXHO BBECTM M3 MeHio Settings (HacTporniku) >
Link-Live n gpyrux akpaHos.

[na coxpaHeHus carina cHuMmKa akpaHa Bbibepute Save (CoxpaHuTb), a ANs BO3BpaALLEHUs Ha npeabiayLmn
3KpaH 6e3 kakoro-nnbo ganbHenwero Bbibopa Bbibepute Cancel (OTMEHUTD).
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18.YNPABJIEHUE ®AUNTAMU HA TECTEPE AIRCHECK G2

Ha akpaHe Settings (HacTtpownkn) > Manage Files (YnpaBnsatb chavinammu) npuBogamTCcsa CNmMcok Bcex hainos
ceaHcoB (.acsx), CHUMKOB 3KpaHa (.png), 3axBaTta nakeToB (.pcap) n AirMapper (.amp), COXpaHeHHbIX B NamATH
Tectepa AirCheck G2. 3gecb Takke MOXHO NEPENMEHOBLIBATb, yaansaTb, COXPaHATb U BbIrpyaTb danbl B
obnaynyto cnyxoy Link-Live.

Mo ymonyaHuo B 0CHOBHOM YacTu akpaHa Manage Files (Ynpaenate dannamm) otobpaxaroTcs doannbl ceaHca

. . . kY
(.acsx). Ons nepeknoyeHns Mexay TMnamm (ainoB KacalTecb KHOMKM CO CTPENKOM J psSiAOM € TUMOM
danna (Type).

Kak nepeumeHoeamsb unu ylanumse ¢halin

1 Bbibepute MeH0 E Setting (HacTtpownkun) > Manage Files (Ynpaenate cdannamm). Ha akpaHe nosiBuTCS
CMUCOK COXPaHEHHbIX (hannos.

. . . LY
2 [na nepeknoveHns mexay Tpems Tunamu aninoB KacamTeCb KHOMKU CO CTPENKOW J pSAOM C TWUMNOM
danna (Type).
]
e Yt06bl NepermeHoBaTb (oaisl, KOCHUTECH MKOHKM KapaHdallua g pagoM C u3aMeHsieMblM MeHeM dharina, ¢
MOMOLLIbIO 9KPaHHOW KraBuaTypbl BBeauTe HoBoe umsi u kocHutecb DONE (oToBo).

e Yt06bl yoanutb aiin, KOCHUTECH NKOHKM X psOoM C MMeHeM yaansemoro dpanna, 3atem Haxmute Yes
(da) B none nogTeBepXaeHus.

( !Manage Files "":."i ?

Kak  akcnopmupoeamb  ¢hatnbl Ha  USB-

HakKornumeJsb
Type  Session {(.acsx) | ™
Session {.acsx) | 1 BcTaBbTe USB-HakonuTene B oanH 13 noptos USB Ha TecTtepe
AirCheck G2.

Screenshot (.png) E

2 Bblbepute MeHio Setting (HacTtponkn) > Manage Files
(YnpaBnate  cpavinamn). Ha  akpaHe nosiBUTCA  CMMUCOK

COXPaHEHHbIX halinos.

Capture (.pcap)

1(2/3)

SessionD042

v 7 XK

204 KB
2018-08-21 20:59:52

Session0041

L7 K
102 KB
2018-08-21 20:43:03

Session0036

S
205 KB
2018-08-17 22:09:15

3 Ha askpaHe Manage Files (YnpaBnate dannamm) kacantecb

i a
KHOMKW C HanpaBlieHHOW BHW3 CTPENKON anst  Bblbopa
¢annos Session (CeaHc), Screenshot (CHuMok akpaHa), Capture
(BaxsaT) unu AirMapper (cmoTpuTe pucyHok 69).
4 lNocTaBbTe METKM B MOMsAX crpasa OT (hannos, KOTOPbIE HYXHO
coxpaHuTb Ha USB-Hakonutene.
5 Yto6bl nepeHectn dannbl Ha USB-HakonuTenb, KOCHUTECH
Save to USB (CoxpaHutb Ha USB-Hakonutene) B HWXHEN 4acTu
3KkpaHa Manage Files (YnpaBnsTb charinamn).

MPUMEYAHNA:

e [lpn coxpaHeHnn Ha USB-Hakonutene cannel He ygansitoTcs
n3 Tectepa AirCheck G2.

e [lognepxuBatoTca ToNbKo Hakonutenu ¢opmata FAT32 unu
exFAT. Hakonutenun OTG (On-the-Go) He nogaepxmBaroTcs.

e [lpu coxpaHeHnn cannos Ha USB-HakonuTene sakpaHHasi
HaBUraums OTKIHOYEHa.

PucyHok 69. QkpaH Manage Files (YnpaensaTb cdannamm)

Kak eblepyxamb ¢halinibl 8 ob6n1a4Hyro cnyx6y Link-Live

Ona cannos Session (CeaHc), Screenshot (CHumok akpaHa), Capture (3axsat) u AirMapper ata yHKLMSA
CTaBUT COXpaHeHHble annbl B odepedb BbIrpy3ku B obnadHyto cnyx0y Link-Live. Boirpyska 6yaet BbinonHeHa

npn OOCTYNHOCTWU CeTeBOro noAKIo4YeHndA

(npoBogHoro coeguHeHua Ethernet unu npu  BbinonHeHun

TECTUPOBaAHMNA NOOKIMOYEHNA K CETU UM TOYKe p,OCTyI'la).
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© UMAT, 2021
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dannbl 3axBarta 3arpyxatoTcs B crnyxby Link-Live HemeaneHHO TONbKo Yepes akTMBHOe coeauHeHne Ethernet.

1 BbibepuTe MeH0 Setting (Hactporikun) > Manage Files (YnpaBnate dannamm) ons otobpaxeHus akpaHa
Manage Files co cnuckom Bcex coxpaHeHHbIX hannos.

2 B none Type (Tvn) KOCHUTECHL KHOMKW CO CTPESKOM -i, 4yTObbI BbIOpPATL TMN Ganna. (CMOTpUTE PUCYHOK
69).

3 YcTaHoBMTE METKM B NONSAx cnpasa OT (pansoB, KOTOpble HEOOXOAMMO 3arpy3utb B obnayHyto cnyxoy Link-
Live.

"]
4 (OononHutenbHo) KocCHUTECb WKOHKM (KommeHTapwuin), 4tobbl OTpegakTMpoBaTb KOMMEHTapUA K
TectupoBaHuio (Test Comment) unu kommeHTapun k 3agaHuto (Job Comment), koTopbii GyQyT BbIFPY>XEHbI B
cnyx6y Link-Live n npukpenneHbl k cneayoLwemy Boirpyxaemomy danny (dpavnam). Obpatuteck K pasgeny
«[JobaBneHne KOMMeHTap1eB».
5 KocHuteck Upload (BbirpyauTb).

MPUMEYAHUA:

e [1ns BbIrpY3KM pannoB 3axBaTa (.pcap) B cnyxby Link-Live Heobxoanmo akTmBHoe coeanHeHue Ethernet.

o [pu Bbirpyske B cnyx0y Link-Live dannbl ns namatu tectepa AirCheck G2 He ygansioTcs.

o CoeguHeHune Ethernet saBnsetca cambim GbiCTpbiM cnocobom BbIrpy3kn B cnyxby Link-Live 6onblumnx
dannos.

e UYTt06bl BbIrpy3uTb annbl CHUMKOB 3KpaHa MpsiMO B KOMMbloTep, oTkponTe npunoxeHuve AirCheck G2
Manager Ha KomnblOTEpPE M UCMNOMB3YWTE ero uHTepdenc ana nepepaym cannos no kabenwo USB. B
npunoxeHun AirCheck Manager nepeviante B Device Info (MHdopmauua o6 yctponctse) > Transfer
AirCheck G2 Screen Captures ([Nepenaya cHMmkoB akpaHa AirCheck G2).

e Takke nocne nposeneHunss obcnenoBaHnst AirMapper MoXHoO Bbirpy3utb dannsl AirMapper. ObpaTtutech K
pasgeny «lNpoBefeHue obcrnegoBaHus nnowagku ¢ nomoubio AirMapper».

Kak yanamb o6em docmynHoul naMsimu mecmepa

Bbibepute MeHo E] Settings (HacTpowku) > About (MHpopmaums 06 ycTporictee). lNocneaHne aga nons
oTobpaxatot obuyto (Total Flash Memory) n ceobogryto (Free Flash Memory) namaTb MHCTpymeHTa.

Ucnonb3oBaHue yaaneHHoro nHtepdenca

MPUMEYAHUE: YganeHHbin nHTepderic (Remote Interface) npegHasHayeH TONMbKO ANS OEMOHCTPALMOHHbBIX
uenen 1 He obnagaeT NOMHBIMU PYHKLMOHANBHBIMU BO3MOXHOCTSMMU.

UHTepdeinc yoaneHHoro nonb3oBatens (Remote User Interface) nossonsiet otobpaxaTb U nony4atb AOCTYN K
nonb3oBaTtenbckoMy nHTepdency AirCheck G2 ¢ HoyTbyka Mo nokanbHon cetn ¢ ucnonb3dosaHneMm VNC. (Ha
KOMMbloTepe AomkHa bbITb ycTaHoBNeHa nporpamma npocmotpa VNC.)

1 Moakntounte Tectep AirCheck G2 c nomowpbto kabensa Ethernet Kk Tonm xe nokanbHOWM ceTn, K KOTOPOW
NOOKITIOYEH KOMMLIOTEP.

2 B pasgene [‘] Settings (HacTpowiku) Boibepute Device Settings (HacTtpowku yctporncTsa), 3atem Remote
User Interface (MIHTepdenc yaaneHHoro nonb3osartens).

3 CnepyiiTe UHCTPYKUMAM Ha 3KpaHe, 3aTeM BblbepuTte Apply (MpumeHuTs).

4 3anycTtuTe Ha koMnbloTepe nporpammy npocmoTtpa VNC.

5 Beegute IP-agpec, ykasaHHbIi B TecTepe AirCheck G2.

Mo 3aBepLUEHUN yOaneHHoro ceaHca Heobxo4MMO BbIKTIOUMTE M CHOBa BKNoUMTbL TecTtep AirCheck G2, 4yTobbl
BEPHYTb €ro B HOpMarbHbIA pPeXum padoTsbl.
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YnpaBneHue npocunamMm M ceaHcaMmM Ha KOMMbKHTEpPe C MNOMOLYbLIO
npunoxeHusa AirCheck G2 Manager

MHTepakTMBHag cnpaeka npunoxeHus AirCheck G2 Manager coaepXvt 4ononHUTENbHbIE
WHCTPYKLUMUM MO ero UCMofb30BaHuIo.

Kak nepedasamb u npocmampueamb ceaHCbl MmMecmupoeaHuUsi C [MOMOWbIO
npunoxeHusi AirCheck G2 Manager

1 Y6egutecnb, 4TO Ha KOMMNbIOTEPE YCTAHOBMEHA NOCneaHAs Bepcus nporpaMmmHoro obecneyeHus AirCheck G2
Manager. (MoxHo ckayatb ¢ https://app.link-live.com/downloads.)

2 3anycTtute nporpammMmHoe obecnedeHue.

3 BkntounTe TeCcTep U NOOKMIOYUTE €r0 K KOMMbIOTEPY.

4 B npunoxenun AirCheck G2 Manager LWenkH1UTe KHOMKOW Mbllin Ha Session Data ([JaHHble ceaHca) B MEHIO
Ha fIeBOM CTOPOHE 3KpaHa.

5 Ha akpaHe Session Details (CBegeHus o ceaHce) Haxmute kHornky Transfer (Mepepatk), 4TOObI OTKPbITh
ananoroBoe okHo Transfer Sessions ([epeaatb ceaHchl).

PucyHok 70. KHonka Transfer Sessions ([Mepegatb ceaHchbl)

6 [Ins uameHeHus nankn HasHa4YeHus Mo yMmonyaHuio Haxmute Browse (HanTtn) n BoibepuTe gpyroe mecTto ans
COXpaHeHMs halnroB ceaHca.

i

Transfer Sessions from ArCheck G2

Save To. (ChUsersho hares\Docuse ishrThe o G2 WanzagenSeson Brovie

henign
&  Sesdcnd0ld
= Seysond(?
== Secsian(O0n
e Emmunnld0f

= Lecnandl

= 4 Canesl

PucyHok 71. nanorosoe okHo Transfer Sessions (Mepegatb ceaHchbl)

7 YtoObl Nnepenath davnbl CeaHCOB Ha KOMMNbIOTEP U MPOCMOTPETL OAMH BblOpaHHbIN ceaHc, HaxmuTte OK B
ananoroBoM okHe Transfer Sessions ([Nepeaatb ceaHchl).

8 UToObl MPOCMOTPETL JOMNONHUTENBHbIE CEaHCbI, HAXXMUTE Ha akpaHe Session Details (CBegeHus o ceaHce)
KHOMKy Browse.

9 YUtobbI 3arpy3unTb Apyron ceaHc us cnucka B pasgene Session Details (CBegeHus o ceaHce), Bbibepute nmsi
danna ceaHca.

10 YT106bI NPOCMOTPETL NOAPOBHYI0 NHGOPMALMIO O KaXXOO0M U3 3arpy>KeHHbIX halnnoB CeaHCcoB, LLenkanTe Ha
HUX KHOMKOW MbILLIN,
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Kak nepedasamb u npocmMampueams rnpoghusiu ¢ nomowbro npusioxeHust AirCheck
G2 Manager

1 Bkntounte Tectep M NOAKNIOYUTECH K KOMMbIOTEPY.

2 B npunoxeHumn AirCheck G2 Manager wenkHute kHomnkon Mbllin Ha Profile Setup (Hactpoiika npocduns). Ha
neson naHenu AirCheck G2 Profiles otobpaxatotca npocdunu, coxpaHeHHble Ha Tectepe AirCheck G2.

3 Urtobbl nepepatb Npodunb U3 Tectepa B nokanbHble npodunu (Locale Profiles) npunoxerns AirCheck G2
Manager, nepetawute nma npoduns ¢ NeBon NaHenu Ha npasylo.

Kpome Toro, npodunu MoxHo co3gaeath B npunoxeHnm AirCheck G2 Manager n nepefaBsartb UX Ha TecTep
AirCheck G2. O6paTutecn k pasgeny «Kak nepegatb npodusb C KOMMNbIOTEPA Ha TECTEPY.

Kak 3a2py3umb HogeUwulU criucok npeguxKcos nocmasu,uKkos

1 3anyctute Ha cBoeM koMmnbloTepe npunoxeHue AirCheck G2 Manager.

2 MopgknioymTe TecTep K KOMMbIOTEPY U BKIIOYUTE €rO.

3 B npunoxeHun AirCheck G2 Manager Boibepute Device Info (MHdbopmauusa o6 ycTponcTse), 3aTeM HaXMUTe
kHonky Update AirCheck G2 Vendor MAC Prefix File (O6HoBuTb thaiin npedukcos MAC-agpecoB NOCTaBLUNKOB
Ha Tectepe AirCheck G2).

4 llenkHuTe kHonkow Mbiwn Ha Update from file (O6HoBUTL 13 carna).

5 BbibepuTte dann npedumkcos (oui_abbr.txt) B kaTanore cdannos.

6 LLlenkHute kHoMkom Mbiwn Ha Open (OTKpbITD).

Ecnn Heobxoammo p[obaButb npedumkebl NocTaBLMKOB B oui_abbr.txt BpyuHylo, ucnonb3dynte Microsoft
WordPad v coxpaHute nons ¢ pasgeneHvem tabynsumen.

000008 ron OMRON TATEISI ELECTROMICS

LOO00E Matrix MATRTY CORPCRATICH

ooooac MomA ¢ pasgensHres |[EMS, INC.

oooooo Tiﬁ'!p"J'I-F-II-'Eﬁ ADNICE LTD

o0oldE Fujtau ¥ FOJITEU LIMITED

PucyHok 72. ®ain oui_abbr.txt
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19. BCE HACTPOWKU TECTEPA AIRCHECK G2

Default* Ona  M3MEHEHWst HaCTPOeK KOCHUTECb  KHOMKM E} Settings
¢ | Settings 2 (HacTponkn).
Ons nony4yeHuss 4ONONHUTENbHON MHAOPMALMM KOCHUTECH KHOMKU
- ?
Frofiies M (CnpaBka) Ha TecTepe, 4TOOblI OTKPbITb pas3gen cnpasBku And
T TEKyLLEero akpaHa.
Access Points Profiles (Mpocunn)
Link=Live OkpaH Profiles (Mpodunu) npegoctaBnsieT UHCTPYMEHTbI A
4 ynpaBneHus npocunsamu.
802.11 Settings O6patutecb Kk pasgeny «Wcnonb3oBaHwe npodunen  ans
yrnpaBneHust HaCTPOMKaMM U YY4ETHLIMWU AaHHbIMU 6€30MacCHOCTUY.
Thresholds
: Networks (CeTn)
Interferer Settings
AutoTest Settings OkpaH HacTpoek ceTu no3songaeT JobasnATb, peAakTupoBaThb U

yaanntb cet N nx y4eTHble AaHHbIe.
O6paTI/ITer TakKkKe K pasgeny «BBeog YYETHbIX OaHHbIX ceTeBoM

Test Targets
©e3onacHoOCTUY.

Ethernet Settings

iPerf Settings

Capiure

PucyHok 73. QkpaH meHto Settings (Hactporiku)

Kak 0dobaeumb cemb u Hacmpoumsb ee napamempsbl

1 Beibepute Add Network ([lo6aBuTb ceTh), 4ToObI OTKPbITL 3kpaH Configure Network (HacTtpoutb ceTb).

2 Bblibepute SSID, 4TOObI OTKPLITH 3KpaH BBOAA TEKCTA, rae C NOMOLLbIO KraBuaTypbl MOXHO BBecTu SSID
cetun. 3atem kocHuTecb DONE (I'oToBO).

3 Ecnu cetb HaxoguTcsa 3a noptanom ayteHTudukaumm (Captive Portal), yctaHoBUTE nepekntovartens B
nonoxexHne On (BkntoveHo), YTobbl BKITOUNTE HacTpolky Captive Portal.

4 KocHUTECb KHOMKM CO CTPENKon ﬂ B none Authentication (AyTeHTudukaumsa) u Bblbepute B
pas3BopayMBaoLLEMCA MEHIO U HACTPONTE TUM ayTeHTUDUKaALUN.

5 BeeauTte BCce HeobxoauMmble OnA ayTeHTUdUKaAUMM yveTHble AaHHble 6e3onacHoOCTU CeTu, TakMe Kak Tun
wudposanusa (Encryption Type), kmtoun (Keys), Tun EAP (EAP Type), uma nonb3osatens (Username) wn/unu
naponb (Password).

e Twunbl ayTeHTUpukauun WPA Enterprise n WPA2 Enterprise no6asnsatoTt none TLS Version (Bepcusa TLS).

s
KocHutech cTpenku J B rnone v BbldepuTe Bepcuio TLS 13 pa3BopadnBatoLLErocs CrMcKa.

6 Ecnu B kauecTBe pexnma IP-agpeca Heobxoaumo ncnonb3oate DHCP, octaBbTe doyHkumio DHCP
BKJTFOYEHHOW. [1n19 ncnonb30BaHMs CTaTMYECKOro agpeca HyXXHO ykasaTb creaytoLee:

e Cratnueckun IP-agpec

Macky noaceTu

LLnto3 no ymonyaHuto

MepBuyHbIn cepsep DNS

BTopuuHbin cepeep DNS

7 Ona noaTBepxaeHns KoHdpurypaumm cetu Bolbepute Apply (MprumeHnTb).
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Kak pedakmupoeamb cemb

1 Bbibepute MKOHKY 4 (MsmeHuTb).
2 BHecuTe xenaemble U3MEHEHMS.
3 Beibepute Apply (MpumeHnTb).

Kak ydanumsb cemb

1 BblbepuTe MKOHKY x (Ymanutb).
2 Bo BcnnbiBalLeM OkHe MoATBepXaeHns Bbibepute Yes ([Ja).

Access Points (Touku goctyna)

OTK HaCTPONKM No3BONAT J06aBNATE, peAakTUpoBaTh M yAansaTb TOYKM OCTYNa N COXPaHEHHY ANs HUX
KOHpurypaumto.

Kak dobaeumb moyky docmyna u Hacmpoumsb ee napamempsbl

1 YToObl oTKpbITL 3KpaH Configure AP (HacTtpouTb Touky goctyna), Beioepute Add AP ([o6aBuTb TOUKY
aocTyna).

2 Bbibepute SSID, 4ToObI OTKpPbITL 3KpaH BBOAA TEKCTA, I4e C MOMOLLbIO KraBuaTypbl MOXHO BBeCcTM SSID
To4YkM goctyna. 3atem kocHutecb DONE (FoToBo).

3 Buibepute Alias Name ([ceBgoHMM), YTOObI OTKPbITh 3KpaH BBOAA TEKCTA, rAe C NMOMOLLbIO KNaBmaTypbl
MOXHO BBECTM MMsi ToukmM gocTtyna. 3atem kocHutecb DONE ([oToBO).

AV o
4 KocHuTeCb KHOMKM cO CTpenkom —— B none knacca astopusaunm (Authorization Class) n Beibepute
aBTOpM3aLMIo ANg TOYKM A0CTyna.

5 Yt06bI COXpaHuTb KOH(Urypaumio, Bbibepute Apply (MpumeHnTs).

6 Ecnn Heobxogumo f06aBUTb ONONTHUTENbHBIE TOYKM OOCTYNa, NoBTOpUTE Warn ¢ 1 no 4.

Kak pedakmupoeamb mo4ky docmyna

1 BbibepuTe MKOHKY 4 (N3meHUTB).
2 BHecuTe xernaemMble USMEHeHUs.
3 Bbibepute Apply (MpumMeHuTs).

Kak yoanutb TOuKy goctyna

1 BuibepuTe UKOHKY x (Yoanutb).
2 Bo BcnnbiBaloLleM OkHe NoATBepxaeHuns Boibepute Yes (Ja).

HacTtpounku obna4yHomn cnyx6bl Link-Live

OkpaH HacTpoek Link-Live (Link-Live Settings) nossonseTt BknoyaTb UNu OTKMNOYATb COEANHEHNE CO crnyxbou
Link-Live n none pesynbTaToB TECTUPOBAHUSA, PErMCTPMPOBATL NN OTMEHATL pernctpauuio Tectepa AirCheck
G2 B obnayvHou cnyxbe Link-Live n o6HOBRATL BepCcuo NporpamMmHoro obecneyeHus Tectepa.

UTtobbl Mcnonb3oBaTtb yHKuuio Link-Live, yctaHoBuTe ansa napametpa Link-Live Connection (CoeguHeHue c
Link-Live) Ha TecTtepe AirCheck G2 Hactporiky On (BkntodeHo). Kpome TOro, Tectep [AO/MKEH ObiTb
3aperncTpupoBaH B obnayHon cnyxbte. Obpatutech k pasgeny «Havyano pabotbl ¢ obnadHon cryxbown Link-
Live».

MPUMEYAHME: MMocetute 6asy 3HaHum Link-Live, B KkOTOpoi wuMelTCA cTaTbM, OMNUCbIBAKOLME, Kak
ncnonb3oBaTtb 0bnayHyto cnyxoy Link-Live.

Ctp. 8513 107

© NetAlly AfanTMpoBaHHbIV NepeBof Ha pycckuii A3blk - komnanus UMATR. KonvpoBaHue n nHoe BocrnpoussegeHue niobbim cnocobom
© UMAT, 2021 [aHHOro AoKyMeHTa 1 ero yactel 6e3 paspellenns UMAT 3anpeluerbl. Komnadum NetAlly u UMAT ocTtaBnsitoT 3a cobor
npaeo 6e3 yBeJOMIEHNS BHOCUTb M3MEHEHUS B OMNMCaHWNE NPOAYKTOB.



Default* L7 165 MAC Address (MAC-agpec): MokasaH MAC-agpec TecTepa

< | Link-Live Settings i AirCheck G2. _ o ]
' Link-Live Connection (CoeguHeHue c Link-Live): Bkniovante

MAC Address (On) wnu BbikmovanTe (Off) aTo None AnA BKMAYEHMA UIK
OTKIMIOYEHMST  aBTOMATMYECKOW  BbIFPY3KM  pe3ynbTaToB

GO R P r i TECTMPOBaHWs U3 TecTepa B 00nayHyto cnyxoy Link-Live.
MPUMEYAHUE: Ecnu pgaHHbin napameTp BblkntodeH (Off),
Check for Software Update Tectep AirCheck G2 He BygeT ckaHMpOBaTb UNW oToBpaxaThb
NPUHAANEXHOCTN Ans TeCcTupoBaHusa u3 cnyxobl Link-Live Ha
Unclaim Unit akpaHe Select iPerf Server (Bwuibpath cepsep iPerf) ans
A TectupoBaHus iPerf. ObpaTtutech k pasgeny «OkpaH Select

Job Comment umM iPerf Server (BbibpaTb cepBep iPerf)cepsepa iPerf».

Web Proxy Off || Check for Software Update (MposepsiTb Hannine oGHOBrEHNI
e —— nporpamMmHoro obecneyeHus): Ecnn TecTtep
_ 3aPErVICTpUPOBaH, KOGHUTECH BTOTO Mone, UTobbl yaHaTb o
CERVE OOCTYMHbIX oBHOBEHNE nporpamMmmHoro
Urit is claimed. obecneyeHns, KOTOpble MOXHO 3arpy3vTb W YCTaHOBWUTb U3
Unit Name: Andy's AirCheck G2 - 352635 cnyx6bl Link-Live. Ecnn obHoBneHue [oCTymnHO, MNOSBUTCSH
Organization: Networking Company B BCMMbIBalOlLlee [ManoroBoe OKHO C HOMEPOM Bepcun MU

Email: andy.networkpro@companyb.com npeanoXeHneM NoaTBEpANTb XKernaHne ero yCTaHoBUTb.
Claim Unit (3apernctpupoBaTb yCTPONCTBO): [aHHYK KHOMKY

HeobxoOuMMO HaxaTb BO Bpems mpouecca perucrpauum
Tectepa B obnayHom cnyx6e Link-Live. O6patutech kK
pasgeny «Hayano paboTbl ¢ ob6navHomn cnyxbom Link-Livey.

PucyHok 74. SkpaH HacTpoek Link-Live (Link-Live Settings)

Mocne ycnewHown pernctpaumm Tectepa AirCheck G2 B o6nadyHom cnyxbe kHonka Claim  Unit
((BapeructpupoBaTtb yCTpOMCTBO) MaMeHuTca Ha Unclaim Unit (OTMeHUTb permctpauuio ycTponcTea), KOTOpyto
MOXHO HaaTb [Ofs OTMEHbl perucrpauum yctponctea B cnyxbe Link-Live. B HwkKHel 4actm 3TOro skpaHa
oTobpakaeTcs HasBaHWE YCTPOWCTBa, opraHm3dauus Link-Live, B KOTOpoM OHO 3aperMctpupoBaHO, U NEPBLIN
CBSI3aHHbLIN apec 3MNEeKTPOHHOW MOYThI, HA KOTOPbLIN NepefarnTcs pesynbTaTbl TECTUPOBaHUA. [Na nsmMeHeHus
UMEHN YCTPOWCTBA M agpeca 3MEKTPOHHOM no4yTbl obpaTutech Ha cTpaHuuy Units (YcTporictBa) Beb-canTa
Link-Live.com.

Job Comment (KommeHTapun k 3agaHuio): KocHutecb atoro nonsi, 4tobbl JobaBuUTbL MnM OTpedakTUpoBaThb
KOMMeEHTapui K 3agaHuio. BBeeHHbIN 30ecb KOMMeEHTapuin Beirpyxaetca B cnyxby Link-Live n cBssbiBaeTcs
CO BCcEMU OyayLLMMKU BhIrpy>KaeMbiMU pesynbTataMu TeCcToB M (pannamn. KommeHTapuii Kk 3agaHuio U gpyrue
TUMNbl KOMMeHTapueB (KoMMeHTapumn kK TECTY, CeaHCy UM 3KpaHy) MOXHO MCNONb30BaTb AN aBTOMATUYECKOro
pacnpeeneHuns pesynstaToB TECTUPOBaHUA 1 balnoB No nankam B obnayvHoun cnyxbe Link-Live n obneryeHus
nx noucka B byayuiem. KommeHTapun K 3agaHuio CoxpaHsaeTcs, noka He 6yaeT yaaneH unu otpeaaktupoBaH Ha
akpaHe Link-Live Settings (HacTtpoiiku Link-Live) nnu ¢ gpyroro akpaHa (Hanpumep, Save Session (CoxpaHuTb
ceaHc) unn Comments (KommeHTapun)) Ha Tectepe AirCheck G2. OgHOBPEMEHHO aKTMBEH TONbKO OAWH
KOMMEHTapW K 3agaHutio.

Web Proxy (Mpokcu-cepsep): [OaHHas onumsi NO3BONISIET BbIrpyXaTb pe3ynbTaTbl TECTMPOBAHUSA B YYETHYHO
3anucb Link-Live 4yepes npokcu-cepep. Mo ymonyaHuto nogdepkka npokcu-cepeepa oTkiodveHa (Off).
KacanTecb nepekntodarenst anga sknoveHms (On) unu Boikntouvenus (Off) pyHkumm Web Proxy.

Kak Hacmpoumb napamempsi cnyx6bi Link-Live Onsi npokcu-cepeepa

1 Ansa BBoga IP-agpeca npokcu-cepBepa kocHuTech IP Address. Mo 3aBepeHun kocHutecs DONE (ToToBO).
2 lNpwu HeobxogumocTn KocHuTech Port (MopT), 4To6bl N3MEHWUTL HOMEpP MOPTa MO YMOSTYaHUIO.

3 Bbibepute Username, 4tobbl BBECTM MMS NONb30BaTENS NPOKCU-cepBepa, U Password, 4ToObl BBECTU
naporb.

4 [1na coxpaHeHus nameHeHumn kocHutecb Apply (MpumeHuTs). YTOo6bI NOKUHYTHL 3TOT 3KpaH 6e3 coxpaHeHus
n3MeHeHun, kocHuTecb Cancel (OTMeHUTD).
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802.11 Settings (HacTtpownku 802.11)

OTN HaCTPOMKKN yNpaBngalT TeM, Kak TECTEp CKaHUpyeT, oTobpaxaeT U nepefaeTt ceTeBble JaHHbIE.
MPUMEYAHUE. Ina coxpaHeHns M3MEHEHUI KaXXOoro napameTpa Ha 9TOM 3KpaHe 0b6s3aTenibHO KOCHUTECH

Apply (MpuMeHUTb).

MapameTp 802.11

OnucaHue

CBsizaHHble
¢hyHKuMN TecTepa

Channels and Bands
(Kananbl n
AnanasoHbl)

Mo3BonseT BbiOpaTh, KAaKOW YaCTOTHbIV AuanasoH (guanasoHbl)
n/unu kakon kaHan (kaHanbl) ckaHupyeT Tectep AirCheck G2,
4YacToTy, Ha KOTOPOW OCYLUECTBMSETCS CKaHMpOBaHWe, W
NPOAOMMKUTENBHOCTE  CKAHMPOBAHMS  KaXXOOro  KaHana B
BblOpaHHOM Auana3oHe (guanasoHax).

Networks (CeTn),
Channels
(Kanansi), Access
Points (Toukm
poctyna) u Clients

MPUMEYAHUE: OTtkniodeHne ckaHMpoBaHus guanasoHa u/vnu | (KnueHThbl),
kaHana BnusieT Ha TecTbl Air Quality (KayectBo cBs3n) u | AutoTest
Network Tests (CeTeBble TecTbl). (ABTOMaTUyeckoe
TECTUpOBaHme)
Combine Utilization | O6beanHaeT ncnonb3oBaHUE KaHANOB CUrHaNammu ctaHgapTa Channels
(KombBuHupoBaHHoe 802.11 n He ctaHgapta 802.11 B ogHo obuwee usmepeHue | (Kananbl),
NCnonb30oBaHue) ucnonb3oBaHuda. [Onsi TOYHOrO uM3MepeHus wucnonb3oBaHusa | AutoTest Air
kKaHana B cpepax ¢ Tpadwukom 802.11ax Bknouute 3Ty | Quality
HacTpowky (On). (ABTOMaTM4eckoe
TecTupoBaHue

Ka4yecTBa CBSA3M)

MAC Address Format
(PopmaTt MAC-
agpeca)

Mo3sonseT Bbibpatb popmat MAC-agpecoB, oTobpaxaeMbix B
nonax MAC n BSSID. KocHuTecb KHOMKN CO CTPENKOWN,

|
BHU3 —,

HanpaBeHHOWN YTOObI

crnegyoLwero:

e OUIl B koMnakTHOM chopmaTte ¢ ABOETOUNSIMU, HaNpuUmep,
MocTtaBwnk:33:44:55. 370 HacTporika Mo yMOYaHuio.

e MAC-agpec B dopmaTe C [OBOETOUMSIMM, Hanpumep,

00:11:22:33:44:55.

BblOpaTb OOHO U3

Access Points
(Toukn poctyna) u
Clients (KnneHTbl)

SSID Filtering
(PunbTpaumna SSID)

[Mo3BongdeT BkNOYaTb UNU oOTKMYaTb GunbTpaunio SSID un

BblbupaTh, kakne SSID cnenyet counbTpoBaTh.

e Ecnn oata dyHkuma BknoveHa (On) u BbIGpaH
nepekntoyatens Show Listed SSIDs ([MokaseiBate SSID B
CruCKe), 3axBaTbiBalOTCA M oTobpaxatoTca Tonbko SSID B
crnmcke 1 Tovku goctyna ans atmnx SSID.

e Ecnn xe oata dyHKkuma BknoveHa (On) u  BbliGpaH
nepekntoyatens Exclude Listed SSIDs (MckniounTte SSID B
cnucke), 3axsaTtbiBaloTca 1 otobpaxarotca sce SSID, kpome
SSID B cnucke u Todek gocTtyna ang atux SSID.

Networks (Cetun) u
Access Points
(Toukn goctyna)

Signal Level Filtering
(PunbTpaums no
YPOBHIO CUrHana)

MosBonset BkMounTb (ONn) unu BbikNtounTb (Off) dunbTpaymio
no ypoBHi curHana (Signal Level Filtering) n ycTtaHoBuTb
MUHMMarbHbIA YPOBEHb CUrHamna yCTponcTB, KOTOpble TecTep
AirCheck G2 6yaget HaxoauTb 1 oTobpaxaTs.

Networks (CeTu) un
Access Points
(Toukn gocTtyna)

Group Virtual APs
(F'pynnupoBaHne
BMPTYarnbHbIX

goctyna)

TO4YeK

Mo3BonsieT BKMOYATb UMW BbIKIMOYAaTb PYHKUMIO rPYyNnMpoBaHus
BUPTYamnbHbIX To4yek pdoctyna. WpeHtudpumkatopel BSSID,
KOTOpble nepefalTcs C OAHOro pPaaModacTOTHOrO  MOAyns
TOYKM OOCTyMa, CHMTATCA BUPTyarbHbIMW TOYKaMu AOCTyna v
rpynnupyloTca Tak, 4Tobbl CUMTATbCA OAHOM TOYKOW AocTyna.

Mo ymonuyaHuio paHHasa yHkuma BkaoyeHa (On). YTobbl

OTKNIOUMTb DYHKUMIO, YyCcTaHoBUTEe nepekntoyatens On/Off B

nonoxexwne Off.

e Toukm poctyna rpynnupytotcss no wabnoHam BSSID Ha
OCHOBE COBMageHnsi MragLunx YeTbipex buToB.

e Touykm gocTyna C OAMHAKOBbIM MMEHEM Masfka U B O4HOM
YaCTOTHOM [AmanasoHe rpynnuMpyloTCa He3aBUCUMO OT UX
noeHTndpmkatopos BSSID.

e Touykm gocTyna Ha KaHamne, LWMPOKOBeLlATEmNbHbIE Kapbl
Masika KOTOPOro cofepxat COOTBETCTBUE HeobsizaTenbHbIM

Networks (CeTn),
Access Points
(Toukn gocTtyna) un
Channels
(Kanansi)

© NetAlly
© UMAT, 2021
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anemeHTam AP Name (Mims Toukmn goctyna).
e To4ku JOCTyna u3 pasHblX YAaCTOTHbLIX AMANa30HOB He

rpynnupyrTCS.
Inaudible Devices | lNo3BonsieT pewuntb, kKak Tectep AirCheck G2 0©Oygert | Discovery
(HeoGHapyxuBaemble | obpabaTtbiBaTh paHee 0OHapyXeHHbIE YCTPOMCTBA, KOTOpbIE (OBHapyxeHue)
YyCTpOWCTBA) N Eva
fonblue He obHapyxuBaeT. HaxMmMTe KHOMKY CO CTPENKON ——
1 BbIbepuTe OaMH U3 creayLwmx BapmaHToB:
e Gray (BareHutb) —  YcTponcTea, KOoTopble  He
obHapyxuBaloTCcs, OTOOpaxalTcs cepbiM LBETOM. 3TO
3Ha4YeHVe No YMOJTHaHWIO.
e Hide (CkpbITb) - YcTpolicTBa, KoTopble He
obHapyXxuBatoTcsi, 6yayT CKpbITHI.
Custom Signal | lNo3BonseT HacTpouTb oToBpaxaemyto MOLLLHOCTb curHana ans | Discovery
Adjustments BCEX YaCTOTHbIX [AuanasoHOB MWNM OTAenbHbiX kaHanoB. | (OBHapyxeHue),
(Monb3oBaTenbckne YCTaHOBMNEHHbIE HA 9TOM 3KpaHe 3HaYeHUs NPUMEHSIIOTCS ANg Networks (Cetn),
PErynMpoBKM CUrHamna) | HaCTPOMKMN BCEX UCMOSb3yeMbIX M3MEPEHUI MOLLHOCTU curHana, | Channels

KOTOpble 0TOGpa)arTcs Ha YCTPOMCTBE U COXPAHSIOTCS B
dannax ceaHcoB. HacTpanBaeMble 3eck 3HadeHua HE snusioT
Ha n3MepeHnst oTHoeHus curHan-wym (SNR) unu wymos
(Noise), u He wucnonb3ywTCa Ha 9KpaHax Locate AP
(Onpegenutb MecTononoxeHue Todkn goctyna) n Locate Client
(Onpepenntb MecTononoxeHue knueHta). Ecnu saHaveHve
YPOBHS CUrHana perynmpyeTcs Ha OCHOBE 3TON HAaCTPOWKMY,
pSOOM C HMM nosiBNSeTcs 3Be3goyka (*).

(KaHnanbl), Access
Points (Touku
poctyna) n Clients
(KnueHThI),
AutoTest
(ABTOMaTM4eckoe
TecTupoBaHume)

Transmit Probes
(Mepepava
CKaHMPYHOLLMX

3anpocoB)

[Mo3BongdeT BKMOYUTL WUNU  OTKMOUYMTL  PYHKUMIO Transmit

Probes (MNepepaya ckaHupytowmnx 3anpocoB). [laHHasa yHKUNS

no ymonuyaHutoo BkodeHa (On). [Ona ee OTKIOYEHUS

nepesegute nepekntovatens On/Off (BkntoueHo/BbikntoyeHo) B

nonoxexue Off (Bbikno4eHo).

Ecnn cyHKUMA nepefadn CKaHMPYHOLMX 3anpocoB BKIHOYEHA,

Tectep AirCheck G2 6ypeT nepefaBaTb YHMBepcalrbHble

CKaHupyloLue 3anpockl A4ns nobbix ceTen ana 6onee ObicTporo

HaxoXOEeHMS CKPbITbIX CeTen M OoBHapyXeHust ToYek OOoCTyna,

4YeM npu NpocnyLInBaHNM KagapoB MasikoB. B aTux ycnosusx:

e Tectep AirCheck G2 He GyaeT BbINOMHATL Nepeaady, ecnm
HaxogouTcs Ha akpaHe Locate Access Point (Hantm Touky
poctyna) unu Locate Client (Hantu knneHTa).

e Tectep AirCheck G2 6yaeT nepepaBaTb CKaHUpylOLne
3anpocbl TOMbKO ONS  KaHarnoB, KOTOpble  3aKOHHO
MCMNONb3YyTCA B CTpaHe, 3aaHHOM Ha AaHHbIA MOMEHT B
€ro HacTponkax.

e Tectep AirCheck G2 OypeT nepegaBaTb CKaHMpyloLLne
3anpocbl TOMbKO B KaHarmbl, r4e OH OBHapyXunm OgHy wnu
HECKOJNbKO TOYEK JOoCTyna.

e Tectep AirCheck G2 6yaeT nepepaBaTb CKaHUpylOLLne
3anpocbl C YPOBHAMM  MOLLHOCTW, KOTOpble 3aKOHHO
MCMNonb3yloTCs B CTpaHe, 3adaHHOW Ha AaHHbIi MOMEHT B
€ro HaCTponkKax.

Discovery
(OBHapyxeHue)

Default AP
Authorization

(ABTOpUM3aLMS TOYKM
gocTtyna no

YMOMYaHu1io)

lMo3BoNsAeT M3MEHUTL KIacc aBTopu3auumn Todku goctyna (AP
Authorization Class) no ymonyaHuto, Ha3Ha4eHHbIN BCEM TOYKaM
poctyna 6e3 nHaMBMAyanbHOro, HasHa4Yaemoro nosb3oBaTenem
BPYYHYIO Kracca aBTopusaumu.

KocHuTecb cCTpenku pasBopayMBaloLLErocs cnucka, YTobbl
nepekntountbcs ¢ None (Het) Ha Authorized (ABTOpu3oBaHO)

v,, €CNKN XOTUTE, YTOObI BCE TOYKU 0ocTtyna nMvenun Knacc

aBTopM3auumm no ymonyanuto, nnu Unknown (HensBecTHO) ?,
€CInu XoTuTe, YTOObI BCE TOYKM JOCTyna OoTobpaxkanuch Kak
HEN3BEeCTHbIe, €CMU Y HUX HET UHANBUOYaNbHOIrO Ha3HaYeHHOro
Knacca.

Access Points
(Touvkun gocTyna)

Roam Threshold
(MoporoBoe 3Ha4YeHune

(Ons ucnonb3oBaHWs 3TOro NapameTpa
J0IKeH GbITb NOAKMNI0YEH KaK KINEeHT

Tectep AirCheck
Wi-Fi.) Tossonset

Access Points
(Touku goctyna)
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pOyMMHra)

yKkasaTb ypoBeHb curHana (B Abm), HmXKe KOTOpPOro yCTpOMCTBO
nonbiTaeTcAd MEpPeKNioYMTbCA Ha Apyryl TO4YKy QJocTyna c
coBnagawowen wuaeHtndukaunen SSID.
MOXHO MCMOMNb30BaTb MPY BbINMOMIHEHUN C MOMOLLLID TecTepa
AirCheck G2 tectuposaHusa poymuHra (Roaming Test) ans
UMUTaLUKN POYMUHIA APYTUX KIMEHTCKuX yctponcts Wi-Fi.

HaHHyto  dyHKUMIO

Thresholds (lMoporoBbie 3Ha4YeHUA)

OkpaH noporosbix 3HavyeHun (Thresholds) no3BonsieT yctaHaBnNMBaTb MOPOroBble 3HAYEHUs, KOTOPble TecTep

oynet

ncnonb3oBaTtb AnA

OUEeHKM Ka4vecCTBa pa6OTbI nnn

O6CJ'Iy)KMBaHI/IF|. KaTeFOpMI/I Ka4yecTBa:

rogeH/npegynpexaeHne/HerogeH Wnn 3eneHbInSKenTbln/kpacHbin. Mo cBoemy BblIGOpY MOXHO HACTPOUTb
OnanasoH 3Ha4yeHu, COOTBETCTBYIOLUX 3EMEHON, XXENTOW U KpacHOW oueHke. Hanpumep, MOXHO MOSIHOCTbIO
WCKMIOYNTB XXEeNThIV AnanasoH, yBENMUMB AUanasoHbl U 3Ha4YeHNs 4115 3eMEeHOro U KpacHoro.

HacTtpowka
noporoBoro
3Ha4YeHus

OnucaHue

CooTBeTCTBYIOLWME IKPaHbI TecTepa

Signal Thresholds (lMoporoBbie 3Ha4YeHUsA cUrHanoB)

Signal Strength | Onpegensiet nHamkaumio | Networks List (Cnucok ceten) n Network
(MowwHocCTb 3eneHoro/xentoro/kpacHoro  uBetoB  ans | Details (Ceepenna o cetu), AP List
curHana) N3MepEHNsT MPUHMMAEMOoro oT Toukn goctyna | (Cnucok Touek pgoctyna) m AP Details
curHana. (CeepgeHusa o Ttoukax goctyna), Channel
3710 noporosoe 3HayeHue Takke | Details (CBegeHus o kaHane), Client List
ucnonb3yeTcs Ans LBEToBOM oueHkn ypoBHs | (Cnucok knmeHToB) u  Client Details
curHana (Signal Level). (CBepenua o «knueHte), Connect to
Network (MopkntounTteca K ceTn) u
Connect to AP (MNogkntounTbCs K TOUKe
gocTyna)
Noise (Lym) Onpegensert nHamkaumio | Network Details (CBegeHusa o cetu), AP
3eneHoro/kentoro/kpacHoro  uBetoB  Anga | Details (CBegeHus o Toukax pgoctyna),

M3MEPEHNSI YPOBHSA LUYMOB Ha KaHane TOYKu
focrtyna.

Connect to Network (Moaknounteca K
cetn) n Connect to AP ([NogkntounTtbes K
TO4YKe JocTyna)

SNR (OTHOLWeEHME
CUrHan-wym)

Onpepenser
3er1eHoro/)kenToro/kpacHoro  LBeToB  ANis
OTHOLUEHMSI CUrHan-lyMm, OCHOBaHHOro Ha
N3MepPEHHbIX YPOBHSAX CUrHana u wyma.

NHAVKaLUIO

Networks List (Cnucok ceten) n Network
Details (CeegeHnss o cetn), AP List
(Cnmcok Touek poctyna) u AP Details
(CeepgeHusa o Ttoukax gocrtyna), Connect
to Network (Moakntountbes k cetun) n
Connect to AP ([MogknountbCst K TOYKe
goctyna)

Air Quality Thresholds ([NoporoBbie 3Ha4yeHUs1 4N KayecTBa CBA3N)

Channel  802.11 | lNpoueHT ncnonb3oBaHus KaHana Bcem Tpacukom | AutoTest Air Quality
Utilization WLAN 802.11. (ABTOMaTUYECKOE TecTupoBaHue
(Mcnonb3soBaHue KayecTBa CBA3N)
KaHana curHanammu
802.11)
Channel non- | MMpoueHT NCronb30BaHuUs KaHana Bcemu | AutoTest Air Quality
802.11 Utilization | nomexamu He 802.11. 310 MOryT ObITb UCTOYHMKM | (ABTOMATMYECKOE TecTupoBaHue
(Ucnonb3oBaHue nomex, He oTHocswmecs K WLAN. KadecTBa CBA3N)
KaHana curHanamm
He 802.11)
Channel Utilization | MNpoueHT obLero ncnonb3oBaHUs kaHarna. AutoTest Air Quality
(Ucnonb3oBaHue Ecnu B Settings (Hactponkn) > 802.11 Settings | (ABTOMaTU4eckoe TecTupoBaHue
KaHana) (Hactporkn 802.11) BkntoueH napametp Combine | kadyecTBa cBsA3N)

Utilization (KombuHupoBaHHOE WUCNONb30BaHKE),

Ha 3TOM 3KpaHe He ByayT pasaeneHbl NOporoBble

3HayeHus wucnonb3oBaHus ans 802.11 u He

802.11, a noka3aHO TONbKO NOPOroBoe 3Ha4YeHne

ans obLiero Mcnonb3oBaHus.
Co-Channel KonuuyecTtBo Touek JOCTyNa Ha OQHOM KaHare. AutoTest Air Quality
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Interference OTn e NoporoBble 3HaYeHUs UcnonbayTea ansd | (ABToMaTtuyeckoe TECTMpOBaHMe
(Momexm B | nomex OT cocegHux kaHamnoB (Adjacent Channel | kayecTBa cBsI3M)

COBMELLLEHHbIX Interference) B ananasoHe 2,4 Iy,

KaHanax)

AP Signal Level | MuHUManbHbIA ypoBeHb CurHana, npu kotopom | AutoTest Air Quality
(YpoBeHb curHana | JOmKHa M3MepATbCA  Todyka [AocTyna, u4Tobbl | (ABTOMaTMdeckoe TecTupoBaHue

TOYKM JocTyna)

Y4YnTbIBaTbCA B N3MepeHnax nomMmexax B
COBMeLLEeHHbIX KaHanax U oT coceHNX KaHasoB.

KayecTBa CBA3N)

Network Quality Thresholds ([loporoBbie 3HayeHns KayecTBa ceTu)

Network Coverage
(MokpbiTHe cetn) n
AP Signal Level
(YpoBeHb curHana
TOYKM JocTyna)

KonuuectBo TOYek AocTyna M MUHUMAIbHbIN
YPOBEHb CurHana, npu KOTOpPOM OHU OyayT
yuuTbiBaTbCcs. PekomeHayeTcsa B KaXaom mecTe
CeTu UMETb KaK MUMHUMYM [BEe TOYKM AocTyna C
CcUrHasnom Bbiwe -67 obM Ha pasHbIX KaHanax.

AutoTest Network
TecTbl npu
TeCTUpOBaHUN)

Tests (CeteBble
aBTOMaTU4ECKOM

Co-Channel
Interference
(Momexm B
COBMELLEHHbIX
kaHanax) un AP
Signal Level

(YpoBeHb curHana
TOYKM JocTyna)

KonuyectBo Touyek [gOocTyna U MUHUMATbHbIN
YPOBEHb CWUrHamna, npu KOTOPOM OHM GyayT
YUYNTBIBATLCS, HA TOM XK€ KaHare, YTo U CeTb.

AutoTest Network
TeCThl npu
TECTMPOBaHUM)

Tests (CeteBble
aBTOMaTU4ECKOM

Network Connection

Thresholds (lMoporoBbie 3Ha4YeHUs1 CETEBOIO NOAKITIOYEHUS)

Retry Rate | KonnyectBo noBTOpHO nepefaHHbix kaapoB B | AutoTest Network Tests (Cetesble
(YactoTta NPOLIEHTHOM OTHOLLEHMM OT 0bLlero KonuyecTsa | TeCTbl npu aBTOMaTU4EeCKOM
NMOBTOPHbIX nepegaHHbIX KaapoB BO BPEMS MOAKIOYEHNS K TeCTMPOBaHUM)

MOMbITOK) ceTn.

Connected PHY | CkopocTb nepepadm  aaHHbix  usudeckoro | AutoTest Network Tests (CeteBble

Rate (Punsnyeckas
CKOpPOCTb
NOAKMoYeHUS)

YPOBHSI CETEBOro MOAKMYEHUS B MpoLeHTax oT
MaKkcMMarnbHOW CKOPOCTU Nepeaadn OaHHbIX
M3MYECKOro ypoBHS, NOAOEPKMBAEMOW TOYKOW
Joctyna.

TecTbl npu
TEeCTUpOBaHUN)

aBTOMaTU4ECKOM

iPerf Thresholds (IMoporosble 3Ha4yeHus iPerf)

TCP  Bandwidth
(MponyckHas
crnocobHocTb TCP)

CkopocTtb Tpadmka ot Tectepa AirCheck G2 «k
cepBepy iPerf/npuHagnexHocTn ansi
TectnpoBaHuss (Test Accessory). [lossonsieT
oueHutb Avg. Up Speed (CpegHioto CKOpPOCTb
nepegaun) m Avg. Down Speed (CpeaHioo
ckopocTb npuema) ana Tecta iPerf ¢
ucnonb3oBaHuem npotokona TCP. (Tonkko
"opeH/3eneHbin n HerogeH/KpacHbii)

iPerf Test (Tecr iPerf)

ubDP Loss | MNpoueHT kagpoB, koTopble MoryT ObiTe notepsHbl. | iPerf Test (TecT iPerf)
Percentage OTO MOpOroBoe 3HayeHue MNPUMEHHAETCS TOMbKO

(MpoueHT noTepb npu TectupoBaHum iPerf ¢ npotokonom UDP.

UDP)

ubP Jitter | CpeagHee u3meHeHMe 3agepxkkum kagpa. Oto | iPerf Test (Tect iPerf)

(DxutTep UDP)

NMoOpOroBoe 3Ha4YeHNE NPUMEHSIETCSI TONbKO NPU
TectupoBaHum iPerf ¢ npotokonom UDP.
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Interferer Settings (HacTponku ansa ncroyHuka nomex)

OTW HACTPONKM ONPEaEnsaioT METOA U MOMEHT OBHapyXeHUs1 LICTOYHUKOB MOMEX:

Scan 2.3 GHz Band (CkaHupoBaTtb AgnanasoH 2,4 'Tu): HaxnmanTe KHOMKy nepeknioyaTens Ans BKNIOYeHNs
WNW BbIKITIOYEHUST CKAHWPOBaHUSA UCTOYHMKOB MOMEX AN BCEX KaHanoB B AvanasoHe 2,4 Ty,

Scan 5 GHz Band (CkaHupoBaTb AvManasoH 5 [Tu): Haxxumante kHonky nepekntodatens Ans BKAYEHUs Unu
BbIKIMIOYEHWS CKaHMPOBAHWUS NCTOYHUKOB NOMEX AN BCeX KaHanos B AvanasoHe 5 [Tu.

Interferers Only Scan (CkaHupoBaTb TOMNbKO UCTOYHUKM NOMEX): HaxxmMuTe KHOMKY nepeknoyarens ans
BkntoveHus (On), ytobel TecTep AirCheck G2 uckatb TOJIbKO ncTouHMKN nomex.

MPUMEYAHUE: Ecnn agna napametpa Interferers Only Scan (CkaHupoBaTb TOMbKO WCTOYHUKM TOMEX)
yCTaHoBreHa HacTtporika On (BkntodeHo), Tectep AirCheck G2 He ByaeT oGHapyxmBaTb Unmn otobpaxartb ceTw,
TOYKM OOCTYyNa, KIIMEHTOB UMW NCMOJSIb30BaHNE KaHasoB.

Inaudible Interferers (HeoGHapyxuBaemble WCTOYHUKM nNomex): Haxmute KHOMKY C HanpaBfeHHOW BHU3
cTpenkon, 4tobbl BbiOpaTbh, Byger nu Tectep AirCheck G2 otoGpaxaTb cepbiM LBETOM unn He Oyaet
oTobpaxaTb TUMNbl YCTPOWCTB, ABMSIOLLNXCA UCTOYHMKAMU NOMeEX, KOTOpble OH Borblie He MOXeT 0OHapyXuTb
yepes 30 cekyHa. [No ymonyaHuio yctaHoBneHa Hactporika Grey Out ([oka3sbiBaTb cepbim).

AutoTest Settings (HacTponkn aBTomaTtnyeckoro TeCTupoBaHus)

OkpaH AutoTest Settings (HacTporkun aBTOMaTM4eCcKOro TECTMPOBaHMS) MO3BONSET HACTPOUTbL criegylolme
napamMmeTpbl:

Channel Scan Cycles (Lluknbl ckaHupoBaHusi kaHanoB): [o3BoONSAeT ykasaTb KONMMYECTBO LMKITOB CKAHUPOBaHUS
KaHanoB BO BpeMsi aBTOMAaTM4EeCKOro TECTUPOBaHMSA. 3HadyeHne Mo yMOIYaHui 2, HO, UCMOMb3ys KHOMKN CO
CcTpernkamu, HanpasfeHHbIMW BNEBO W BNPaBO, MOXHO YCTaHOBUTL Ntoboe 3HayeHre oT 1 un 10.

Rogue AP Test (TectupoBaHMe HeaBTOPWU3OBaHHbIX TOYek gocTyna): [lo3BonsieT ykasaTtb, OyayT num npwu
BbINONMHEHUN aBTOMaTMYECKOro TECTUPOBAHUA MOEHTUULMPOBATLCS M BKIOYATLCS B CMMCOK TOYKM OOCTYNa,
KoTopble  ObinM  HacTpoeHbl  nonb3oBaTenem kak Flagged (lMomeyeHHble) wnu  Unauthorized
(HeaBTopusoBaHHble) ansa Authorization Class (Knacc aeTopusauwn). Knacc aBTopusauum Toyek AocTtyna
MOXHO NpocmaTpuBaTb U M3MeHATb Ha akpaHe Details (MogpobHocTn).

Network Tests (CeTteBble TecTbl): M03BONSAET BKHOYATL MMM UCKIIOYATb HACTPOEHHbIE CETEBblE TECTbI, Kak
yacTb aBTOMaTtumyeckoro TectupoBaHusa (AutoTest), noctaBuB MeTKM B MONAX TeX CETeN, KOTOpble HYXHO
npoTecTupoBaThb.

NMPUMEYAHME: [Ona npocmMoTpa cnucka ceTel Ha 9KpaHe HacTpoeK aBTOMaTU4YeCKOro TeCcTUpOoBaHUA
(AutoTest Settings) ceTu yxxe JomkHbl ObiTb HAacTpoeHbl. CeTu M TOYKM JOCTYyNa MOXHO 000aBnATb B MEHHO
Settings (Hactpoiikun) unu Beidpae Connect (Mogkntountbcs) Ha akpaHe Network Details (CBegeHus o cetu)
unu AP Details (CBegeHusa o Touke goctyna).

O6patuTech k pasgeny «BBoa y4yeTHbIX aHHbIX 6e30MacHOCTM CETUY.

Kak Hacmpoumb napamempbl asmomMamu4yecko2o mecmuposaHusi (AutoTest)

1 Hactponte napametp Channel Scan Cycles (KonnyectBo LUKNOB CKaHUPOBaHWS KaHanNoB).

2 BkntounTe unu uckntounte ceteBble TecTbl (Network Tests). Ecnn pelueHo BKITIOUNTL CETEBbIE TECTDI,
NnocTaBbTe METKY B Nofe KaXgon M3 TeCTUpyeMbIX CeTEN.

3 [1na coxpaHeHus nameHeHu kocHutecb Apply (MpumMeHuTb).

Test Targets (Llenn TectupoBaHus)

Llenn TtectnpoBaHus asnstoTcs vactblo TectoB Connect to Network (MogkntounTteea k ceTtn), Connect to AP
(Mogkntountecss Kk Touke poctyna) u  AutoTest Network Tests (CeTeBble TecCcTbl aBTOMaTM4eCcKoOro
TecTupoBaHus). WHCTpymeHTbl Bblbopa, [Aob6aBneHusi, U3MEHeHWss W yaaneHus uenen TeCcTUpOBaHUS
npeactasneHbl Ha akpaHe Test Targets (Llenn TectupoBaHus).
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=
-

{ | Test Targets {

Add Test Target

DHCP Server |
Default Gateway =l
DNS 1 -
DNS 2 =

www.google.com

v 2 KR
etsy.com 4 A K

Cancel Apply

PucyHok 75. QkpaH Test Targets (Llenun Tectnposanus)

O6patutecb Takke k pasgeny «OnpepeneHve uenen TectupoBaHus ana Tecta Ping m TCP Port Open
(OTkpbITHE TCP-nopTOB)».

Ha Ttectepe AirCheck G2 yxe HacTpoeHbl onpefensiemble CeTbl Lenn TeCTUPOBaHuA. Hwke npuBedeHbl
3agaBaeMble CETbIO LeNin TECTMPOBaHMS, KOTOopble oToOpaxaroTcsa Ha akpaHe Test Targets:

Default Gateway (LLUnto3 no ymonyaHuio)

DHCP Server (Cepsep DHCP)

DNS 1

DNS 2

Tectep AirCheck G2 wcnonb3yeT 3T Lenu TecTupoBaHus Ans BbinonHeHus TectoB ICMP Ping. Kaxpgas
onpegensemasi ceTbl0 WM MOMb30BaTeNneM UeNb TeCTMpPOBaHUs oTobOpaxaeTcs nonem Bblbopa, koTopoe
no3gonsieT BblbpaTb 3Ty Uenb ANs MCNONb30BaHWS BO BPeMsi NMPOBEPOK MOAKMYeHus. Mo ymonyaHuio npu
OTKpbITUM 9KkpaHa Test Targets (Llenn TectupoBaHus) BeiOpaHbl BCe Lieny TECTUPOBaHUS, 3a4aBaeMble CETbIO.
[na oTmeHbl BbIGopa nobon 13 Lenern ybepnte MeTky U3 COOTBETCTBYHOLLIETO MOSIS.

Kak dobaeumb 3ad0asaemyro nosib3ogamersieM yesib mecmuposaHusi

Ha pucyHke 75 nokasaHbl 3aaBaeMble NOMb30BaTENEM LienM TECTUPOBaHMSA kak www.google.com u etsy.com.
Tect ¢ 3anpocom Google BkMYeH Mo ymonyaHuto; Takke Obin gobaesneH TecT 3anpoca Etsy. C nomolbio
cneayioLlen npoueaypbl MoxHo AobasuTb A0 10 nonb3oBaTeNbCKUX Lernen TeCTUPoBaHus:

1 Yt06bl OTKPLITE 3KpaH Configure Target (Hactpoutb uenb), Boibepute Add Test Target (Job6aBuTtb uenb
TEeCTUpOBaHMS).

2 Ha akpaHe Configure Target (Hactpoutb uenb) Bbibepute Target (Llenb). OTkpoetca akpaH Test Target
(Uenb TectnpoBaHus).

3 Beegute IP-agpec vnu nms xocTa Lenu tectupoBaHus, n Boibepnte DONE (0T0BO).

. Y % .
4 3aTem KOCHUTECH KHOMKN CO CTPEITKOW , bl BbIOpaTh xenaembii TuN tecta (Test Type).

MPUMEYAHME: Mo ymonyaHuto B kadecTBe Tuna TecTa yctaHoBneHo ICMP Ping. Ecnn Bbi6paHo TCP Port
Open (OtkpbiTve TCP-nopToB), Heob6xoaMMO BbibpaTb oTKpbiBaeMbli nopT (Port) Ha akpaHe TCP Port, ykasaTb
Homep nopta TCP, a 3atem kocHyTbca DONE (IotoBo). CHoBa oTkpoeTtcs akpaH Configure Target (Hactpontb
uenb).

5 Y1066l 06aBUTL Lienb TecTupoBaHus, BolbepuTte Apply (MprumeHnTsb).

6 Onsa pobaeneHunsa oo 10 uenen TectnpoBaHna nosTopsnTe warn ¢ 1 no 5.

7 lNo 3aBepLueHnn gobasneHus Lenen tectupoaHus Bolbepute Apply (MpUMeHUTL) B HUXHEN YacTu aKkpaHa
Test Targets (Llenun TectnposaHus).
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o
Llenn TecTMpoBaHMs Takke MOXHO pedakTUpoBaTb M yaansTb, UCMOSb3yst UKOHKK 4 (N3meHnTB) 1 A
(Ymanutb).

Ethernet Settings (HacTtpouku Ethernet)
[aHHble HacTponkn No3BonaT ynpaenAaTh dyHkunen Ethernet Test (TectupoBanne Ethernet):

PoE Test (Tect nutaHus PoE): No3BonsdeT BKNOYMTL UK UCKMNoUUTL TecT PoE B TectupoBaHue Ethernet. Mo
ymonyanuio Tect PoE BkrtodeH (On). Ecnn xe Heobxogmmo uckniounTb TecT POE 13 TectuposaHuns Ethernet,
KOCHUTeCh nons aAnsa nepeknodeHms Ha Off (BbikntoyeHo).

DHCP IPv4: lNMos3sonseT HacTpouTb cTatudeckun IP-appec (Static IP Address). o ymonuyaHuto napametp
DHCP IPv4 skntoyeH (On). Ecnn anga coeanHerns Ethernet Heobxogumo ucnonb3osaTte ctaTnyeckun IP-agpec,
KOCHUTECb KHOMKM nepeknioyatens Ans u3MeHeHus Hactponkm Ha Off (BbikntoveHo). lMpu BbikNOYEHUM
napametpa DHCP IPv4 nosiBsatcs nonsa Static IP Address (Ctatuueckun IP-agpec), Subnet Mask (Macka
noacetn), Default Gateway (LLUnto3 no ymonuanumio), DNS 1 n DNS 2. Kacantecb kaxgoro nonsi ansi BBoga
npaBunbHOro agpeca.

(Network Test Target) (Llenb onsi ceTeBoro tectmpoBaHus) — IP-agpec unm mmsi Xocta OOHOW 3aJaBaeMoM
nonb3oBaTteneM uenu TecTupoBaHus. [lo ymonuaHnuio pgobaBneHa v BblIbMpaeTca Uenb TeCTUPOBaHWSA
www.google.com.

e Ecnu He HyXHO BbIMONMHATL TECTUPOBAHME LIENN Kak YacTb Kaxgoro Tecta Ethernet, cHumuTe meTky cuenw.

o
e Yt06bI yKasaTb LeNib Mo CBOEMY BbIOOPY, KOCHUTECH KHOMKM (ﬁsmeHMTb).

Kak Hacmpoumb yenb mecmupoeaHusi 05151 mecmoe Ethernet

h ]
1 KocHutech KHOMKK (ﬁameHMTb), 4yTOBbI OTKPBITL 3KpaH Configure Target (HacTtpouTb uens).
2 Yto6bl BBECTM IP-agpec unu nms xocta xxenaemon uenu anga tecta Ethernet, kocHuteck Target (Lenb).

MPUMEYAHUE: Ona TectupoBaHusa Ethernet MoxHO BbIOpaTb TONMLKO OOHY LeNb, MO3TOMY CO34aHWE HOBOM
Lenu npuBedeT K aBTOMaTMYECKOM 3aMeHe HAaCTPOEHHOW MO YMOSYaHUI0 Uy niobon Opyron NMetoLLencs uenm
TECTUPOBAHMUS.

3 [Onsa BosspalleHnss Ha akpaH Configure Target (HactpouTb uens) nocne BBoga agpeca kocHuTecb DONE
(FoToBo).
4 [lo ymonyaHnuio B kayecTse Tuna Ttecta (Test Type) BoibpaHo ICMP Ping. MNMpu HeobxoanmocTu

. kY
nepekntounTbcst Ha TecT TCP Port Open KOCHUTECH KHOMKN CO CTPENKOMN .— |

5 Ecnu B kayecTBe TuNa tecta (Test Type) BbibpaHo TCP Port Open, MOXHO nameHuTs Homep nopta (Port) no
ymonuyanuio (Hanpumep, Port 80 ana www.google.com), KOCHYBLWIMCb MONSA ANs MOfydeHust gocTtyna K
undpoBon knaemaTtype. Beegute Homep nopTta, no 3aBepLueHmmn kocHutecb DONE (IFoToBo).

6 YtoObl NMoaTBEpPAUTL HACTPOMKY LEenvM TEeCTMPOBaHUS M BEPHYTbCA Ha 3KpaHy HacTpoek Tecta Ethernet,
Bbloepute Apply (MpUMeHUTD).

7 Ona noaTBepxaeHmsa koHdurypaumm Tecta Ethernet HaxxmuTte Apply (MpumennTs) ele pas.

iPerf Settings (Hactpouku iPerf)
OkpaH iPerf Settings (Hactporiku iPerf) nossonseT ynpasnate ocobeHHocTaMM dhyHKuum iPerf Test.

Protocol (MpoTokon): [Ans nepekntodeHns mexay npotokonammu TCP n UDP anst tectupoBaHus iPerf kocHuTech
KHOMKW pa3BopavmBatoLLierocs cnmcka. o ymonyanuto yctaHosneH npotokon TCP.

Port (MopT): KocHutecb nonsa Port (MopT), 4ToObI BBECTU Opyron Homep nopTta. [nsi coxpaHeHus HOBOro
Homepa nopTta kocHuTecb DONE (FotoBo). YTOGLI BOCCTAHOBMTbL HOMEP MNOpTa MO YMOMYaHWKO,  Ha
BMpTyanbHoOW knaesmaTtype akpaHa Port (MopT) HaxxmuTe Knasuwy Bo3BpaTa ANs OYUCTKM MONS BBOAA, a 3aTem
HaxmuTe DONE ([oTOBO).

Test Duration (sec.) (MMpogomkutenbHOCTbL TecTa (cek.)): MNMokazaHa BbibpaHHas NPOAOIKUTENBHOCTb BCErO
TecTta iPerf ¢ NonoBuMHOW BpeMeHM Ha TECTUPOBAHWE BbLIFPY3KM U MOMOBUHOW BPEMEHW Ha TeCTUpOBaHWE
3arpysku. Ytobbl BeIGpaTb APYryro NPOAOIMKUTENBHOCTD TECTA, HAaXXMUTE KHOMKY pasBopadvBaroLLerocs crnmcka.
Mo ymonuaHuio anga tecta iPerf yctaHoBneHa npogomkutensHocTb 20 cekyHa.

Bandwidth (MponyckHas cnocobHocTb) (Tonbko UDP): MNokasaHa xxenaemas uenesas NpornyckHas cnocobHoCTb
ana tecta iPerf ¢ ucnonb3oBaHvem npotokona UDP. [nsg HacTpounku TpebGyemown nonockl NponyckaHus B
M6uT/c KacanTecb KHOMOK CO CTPenkaMu, HarnpasneHHbIMW BNEBO Y1 BNPago.
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Accessory Battery Type (Tun BcnomoratenbHon 6atapen): [Ina nameHeHus Tuna 6arapen B COOTBETCTBUM C
GaTapesmu NpuHagnexHocTen ans TectupoBaHus (Test Accessory), KOTOpblE UCNOb3YOTCS NPU NPOBEAEHUN
TecToB iPerf, KOCHUTECH KHOMKN pa3BopayvMBaloLLErocs CnmMcka. OTa HacTporika no3sonseT Tectepy AirCheck
G2 oTobpaxaTb YpoBeHb 3apsiga 6atapen Ha akpaHe Select iPerf Server (BoibpaTth cepsep iPerf). Ecnn
NCMNONb3yeTCst HECKONbKO NpUHaAnexHocTen Ang TeCTupoBaHus, BoibepuTe Hanbonee pacnpoCcTpaHeHHbIN TUM
GaTtapeun. STOT NapaMeTp He BaXeH, ECNU MPUHAANEXHOCTU AN TECTUPOBaHWSA NCMNONb3YT NuTaHue PoE.
Thresholds (MoporoBbie 3Ha4YeHUs): [JaHHasa KHOMKa NO3BOSISET NOYYNTb BLICTPLIV AOCTYN K 3KpaHy Settings
(HacTporikn) > Thresholds ([MoporoBkie 3Ha4eHUs1) 1 NoporoebiM 3HaveHusaM iPerf (iPerf Thresholds).
KocHuTech, 4TobbI OTKPbITE HACTPOWMKM NOPOroBbIX 3Ha4eHun (Thresholds).

[Ina coxpaHeHnss nsMeHeHun HacTpoek kocHuTecb Apply (MpUMeHUTb).
Capture (3axBar)

O6patutech k pasgeny «CosgaHue aBTOHOMHOMO 3axBaTa NakeToBy.
AirMapper Settings (Hactpouku AirMapper)
O6patutech k pasgeny «M3meHeHne HacTpoek obcneaoBaHUs».
Manage Files (YnpaBnatb dannamm)

O6patutech k pasgeny «YnpasneHue cannamu Ha Tectepe AirCheck G2».

Manage Certificates (YnpaBnaTtb ceptudnkaramm)

OkpaH Manage Certificates (YnpaBnsitb cepTucmkatammn) no3BonseT MMNOPTUPOBaTh LindpoBble cepTudmrkaTthl
¢ USB-Hakonutens. UMnopTupoBaHHble cepTudmKaTbl COXPaHATCS B aKTUBHOM npodure.

Tectep AirCheck G2 nogaepxuBaeT cnegytowme Tunbl pannos cepTuduKaToB:

e .pem
o .pl12
o .pfx
o _cer
o .crt

YTto6bl nmnopTupoBaTth ceptudukat ¢ USB-HakonuTens, BCTaBreHHOro B oAMH u3 noptos USB Ha TecTepe
AirCheck G2, kocHutecbk kHonku Add Certificate ([JobaBuTb ceptudukar).

MPUMEYAHUA:
e Tectepy AirCheck G2 Heobxoanmo, UTobbl cepTudmkaT 1 KoY BbINu coxpaHeHbl B 0gHOM channe.
o [Ins pacumdpoBku krnova 60mnbLUIMHCTBY hopMaToB cepTudmKaToB TpebyeTcs naponsb.

[ns yoaneHus MMNopTUPOBaHHOTO cepTudmkaTa KOCHUTECH MKOHKU -~ (YpanuTb) cnpaBa OT ero MMeHW.

Device Settings (HacTpouku yctponcrtea)

Ha akpaHe Device Settings (HacTponkn yctpoinctea) npeactaBneHbl NpuBeAeHHbIE HUXE NHCTPYMEHTbI
HaCTPOWKM YCTPOUCTBA.

MPUMEYAHUE: [Ona HacTporku KocHUTeChb napameTpa. HekotopbiMu onuuamu (Hanpumep, Number Format
(Popmart umcna), Audio (3Byk), Brightness (ApkocTb), Restore Factory Defaults (BocctaHoBneHne 3aBofCcKMX
HacTpoek no ymonyaHuio) n Export Log (3kcnopTrpoBaHue xxypHana)) MOXHO ynpaBnsTb HEMNOCPEACTBEHHO Ha
akpaHe Device Settings (HacTtpoikun yctporctea). Ona gpyrux onuuid OTKPbIBaOTCH OTAErNbHbIE 3KpaHbl C
WHCTPYMEHTaMM 4Ns1 HACTPONKM 3TUX NapameTpoB.

Date and Time (Oata u Bpems): [Mo3BonseT HacTpouTb Aaty u Bpems Tectepa AirCheck G2.

Language (A3bIk): MNo3BonseT yctaHoBUTL A3bIK TecTepa AirCheck G2. ObpaTtuTtech k pasgeny «Kak nsmeHntb
A3bIK TECTEPaAY.

Number Format (®opmat umcna): lNo3BonsieT nepekntoyaTbes Mexay dopmatamm otobpaxeHms umcen 0.0 n
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0,0. Mo ymonuaHuto B Tectepe AirCheck G2 ncnonbsyetca dopmat 0.0 (¢ Toukon). Ero MmoxxHo namennts Ha 0,0

y . A -
(c 3ansTon) (unu HaobopoT), KOCHYBLUMCE KHOMKKU CO cTpenkon —— . BeibpaB HOBbIN hopmart, kocHuTecb Apply
(MpumeHuTb).

Audio (3Byk): NossonseTt BkntodaThb (On) unu Beikodats (Off) 3BYK, KOTOPBLIN UCNONL3YeTCs NPU NONCKE TOYEK
OOCTyMa UNn KIMeHToB.

USB Headset Volume ("pomkocTb rapHuTypbl USB): [No3BonsieT yBenuumsaTb UNn ymeHblUaTb (POMKOCTb
rapHuTypbl USB, nogkntoueHHom k Tectepy AirCheck G2.

MPUMEYAHME: Korga k Tectepy AirCheck G2 nogkntoyeHa rapHutypa USB, 3ByK aBTOMaTU4ECKM
nepeksoyaeTcs Ha Hee.

Brightness (ApkocTb): No3BonseT yBennuneaTb UM YMEHbLIATb SPKOCTb 3KpaHa.
MPUMEYAHUE: CHmxeHMe ApKOCTM 3KpaHa No3BonsieT NpoAnuTb Cpok crnyxbbl baTapew.

Auto-Shutoff  (ABTOoMaTudeckoe  oTkntoveHue): [lo3BonseT  BKAYUTE MM OTKIIOYUTL  OYHKLMIO
aBTOMaTU4eckoro oTkmnoyeHus tectepa AirCheck G2 nocne yctaHoBneHHoro nepuoa 6e3gemncraus.

MPUMEYAHUE: Mpu noaknioyYeHnn Tectepa K ceTn nepemMeHHOro Toka yHKUNA aBToMmaTU4eCcKoro
OTKIMIOYEHMS BbIKIOYaeTCs.

Remote User Interface (UHTepdeic yaoaneHHoro none3osatens): ObecneynsaeT JOCTYN K NONb30BaTENLCKOMY
nHtepgency Tectepa AirCheck G2 ¢ yganeHHoro komnbetoTepa ¢ yctaHoBneHHbIM knneHToM VNC. O6patuTtech
K pasgeny «/cnonb3oBaHue yaaneHHoro uHTepdgenca.

Restore Factory Defaults (BocctaHoBuTb 3aBofckuve HacTpoviku): [lo3BonseT BOCCTAHOBUTbL Ha TecTepe
AirCheck G2 3aBoackve HacTpOnKM MO YMONYaHUIo U cTepeTb Bee AaHHble. ObpaTtutech K pasgeny
«BoccTaHoBneHne 3aBOACKMX HACTPOEK MO YMOSTYaHUIOY.

BHumaHue
BoccTaHoBneHne 3aBoOCKMX HACTPOEK MO YMONYaHuo ctupaeT ¢ ycTponctBa AirCheck G2 Bce coxpaHeHHble
JaHHble TECTUPOBaHMUS, CHUMKM 3KpaHa, hannbl XXypHanos U npodunu.

Export Troubleshooting Log (3kcnopTupoBaTb >XypHanm YyCTpaHeHus HeucnpasHocTen): [lo3sonsieT
akcnopTupoBatb pannbl XypHana Ha USB-Hakonutenb Ans npegocTaBrneHust B CNyx0y TexHu4eckoun
noanepXkn n nonyyeHusa nomoum ¢ tectepom AirCheck G2.

Clear Browser Cookies (Ouuctute dannbl cookie ©paysepa): [lossonser yganuTe U3 nopTana
ayteHTudukauumm (Captive Portal) Bce cainnel cookie Be6-6paysepa, koTopble Obiniv coxpaHeHbl Ha YCTPONCTBE
BO BpeMsl NOAKMIOYEHUE K CETU UMK TOYKe J0CTyna.

Location Settings (HacTtponku mectononoxeHus)

OkpaH Location Settings (HacTponkm mecTononoxeHusi) no3BonsieT BbiOMpaTb WM U3MEHSATb HACTPOWKM
mMecTtononoxeHnusa Tectepa AirCheck G2, onpegenstolime 3akoHHOCTb kaHanoB Wi-Fi B BbIbpaHHOM cTpaHe unu
pernoHe. KaHanbl, 3anpelleHHble B BblOpaHHOW cTpaHe, oTobpaxatotcs B TecTepe AirCheck G2 kpacHbim
uBetoMm. Tectep AirCheck G2 He nepegaetr nakeTbl ckaHupytowlero 3anpoca Wi-Fi no kaHanam, He
NCMNONb3yEMbIM B TEKYLLEN BbiIOpaHHOM CTpaHe.

O6patutech k pasgeny «Kak uaMeHUTb HaCTPOMKN MECTOMOSTOXKEHUS.
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About (O6 ycTpoucrse)

Ha akpaHe About (O6 ycTponcTtse) oTobpaxaeTtca cnegytollas uHgopmaums o Tectepe AirCheck G2:
CepuiiHbIn Homep

MAC-agpec WLAN

MAC-agpec Ethernet

Bepcus obopyposaHus

Bepcusi nporpammHoro obecneveHus

O6bwas dnaw-namaTb

CeobogHas dnaw-namMmsitb

20. OBCITY)XXUBAHUE
& MpeaynpexaeHuve A

Bo n3bexaHve BO3ropaHusi, NOpakeHUst 3NeKTpMYeckMM TOKOM, NOMyYeHNst TPaBM UNn NOBpEXAeHNst TecTepa:

o He oTKpbIBanTe KOpnyc ycTponcTsa. BHyTpn Hero HeT getanen, peMOHTUPYEMbIX UIU 3aMeHAEeMbIX
nonb3oBaTenem.

e lcnonb3ynte TONbKO T€ 3anacHble YacTu, KOTopble 0406peHbI NPOM3BOAUTENEM.

e B cny4yae yctaHOBKe feTanen, He ykasdaHHbIX B Ka4eCTBE 3anacHbIX YacTewn, yCTPONCTBO MOXET CTaTb
OnacHbIM B UCMONb30BaHWUW, a rapaHTUiHble 0693aTenbCcTBa NPOM3BOAUTENS MOTYT BbITb OTMEHEHbI.

e (Ob6palantech TOMNbKO B CEPBUCHbIE LIEHTPbI, 000OPEHHbIE MPOM3BOAUTENEM.

Ouucrtka Tectepa

[ns ounctkm gncnnes I/ICI'IOJ'II:SyI;ITe Oo4nCTUTEND ONA JIMH3 N MATKYKO TKaHb, HE OCTaBlAKOLWYO BOpCa. Ons
OYUCTKN KOopnyca I/ICI'IOJ'Ib3yIZTe MArKyt0 TKaHb, CMO4Y€HHYI0 B BOAE U B cnabom MblfIbHOM pacTBope.

BHumaHue
He ncnonb3ayiiTe pacTBoOpUTENM UM abpasnBHbIE Matepuarbl, YToObl He MOBPEAUTL ANCMIEN NN KOPMNYC
yCTpOKnCTBA.

O6HoBneHue npowwnBku Tectepa AirCheck G2

Hauunasa c¢ Bepcum 3.0 Tectepa AirCheck G2 cyuiecTByeT AgBa BapuaHTa OOHOBMEHWst npowumBku. lepBbin
3aKNtoYaeTCs B 3arpyske yCTaHOBOYHOro doanna ma obnadHon cnyxoObl Link-Live, a BTopor B 0GHOBNEHUN C
nomotubto npunoxenusi AirCheck G2 Manager.

Kak o6Hoeumb npowueky 4epe3s cnyxby Link-Live

Korpga Tectep AirCheck G2 6yaget 3apeructpupoBaH B obnayvHon cnyxode Link-Live, kocHuTecb kHomku Check
for Software Update (MpoBeputb 0OGHOBNEHWUst nporpammHoro obecneveHus) Ha skpaHe Link-Live Settings
(HacTtporiku Link-Live), 4ToGbl y3HaTL, 4OCTYNHO N OGHOBMEHME NPOrpaMMHOro obecnedeHns Onsi 3arpy3ku u
yCTaHOBKM 13 cnyx0bl Link-Live. Ecrniv obHOBNeHMe OOCTYMHO, MNOSIBUTCS BCMIbIBAKOLLEE OUANOroBoe OKHO C
HOMepOM BepcuK, B KOTOPOM ByaeT npeanoXeHo NOATBEPANTL €ro YCTaHOBKY.

O6patutech k pasgeny «BeeaeHne B obnadHyto cnyxoy Link-Livey.

O6patutecs k pasgeny «Link-Live Settings (Hactporiku Link-Live)».

Kak o6Ho8umb npowueky ¢ nomow,bro npusioxxeHuss AirCheck G2 Manager

1 Barpysute dann obHoBneHus Tectepa AirCheck G2 c¢ BeG-canta NetAlly (NetAlly.com/AirCheck) wnu
obpatuteck B komnaHuto NetAlly ans nonyyeHus obHOBNEHMUS.

2 CoxpaHuTte ¢hann Ha CBoeM KOMMbIOTEpPE.

3 YbeauTech, 4TO Ha KOMMNbIOTEPE YCTAHOBIEHA NOCIEeAHASA Bepcus nporpammHoro obecnedeHusi AirCheck G2
Manager. (3arpysute u3 cBoen y4yeTHOM 3anucu B obnayHon cnyxbe Link-Live no apgpecy https://app.link-
live.com/downloads.)

4 3anyctute npunoxeHue AirCheck G2 Manager Ha cBoeM KoMnbloTEpE.

5 BkntounTe TecTep.

6 C nomoLLbto BXxogsLLero B KoMnnekT kabens USB nogknoumte TecTep K KOMMbIOTEPY.

7 B npunoxenumn AirCheck G2 Manager Bbibepute Device Info (MHdopmauusa o6 yCcTponcTBe) U LENKHUTE

Ctp. 96 u3 107

© NetAlly ALanTMPOBaHHI NepeBof Ha pycckuii S3blk - komnanus UMAT. KonvpoBaHue 1 nHoe BocrnpousseaeHme nobsiM cnocobom
© UMAT, 2021 [aHHOro AoKyMeHTa 1 ero yactel 6e3 paspellenns UMAT 3anpeluerbl. Komnadum NetAlly n UMAT ocTtaBnsitoT 3a cobor
npaeo 6e3 yBeJOMIEHNS BHOCUTb U3MEHEHUS B OMNMCaHWNE NPOAYKTOB.



KHOMKoW Mbiwn Ha kHonke Update AirCheck G2 Firmware... (O6HoBUTb npowwmneky Tectepa AirCheck G2).

NMPUMEYAHNA:

e OOGHoBreHMe He ByaeT 3anyLleHOo B criyvae HU3Koro 3apsga 6arapeun tectepa AirCheck G2. 3apsigute ee
nepen o6HOBNEHNEM, MOOKMOYMB TECTEP K CETU NEPEMEHHOIO TOKa.

¢ Bo Bpemsi 06HOBREHNSI NPOrpamMMHOro obecrneyeHms KHoMka BKIIOYEHNS MUTAHWUSI OTKITHOYaeTCs.

8 Hanmgute Ha cBoem komnbioTepe tann obHoBneHus (.acfx) n otkporTte ero.

Mocrne nonydYeHus dainoB TecTep OTKMOYAETCA OT KOMMblOTepa, YycTaHaBnuBaeT OGHOBMEHUA WU
nepesanyckaetcs. B npouecce o6HoBMNeHuss TecTep oToGpaxaeT cooblieHns o cocTosHun. [Mocne
nepesarpysku Tectepa NosBUTCA MaBHbIA 3KPaH, U TECTEP rOTOB K UCMOMNb30BaHWIO.

JKcnopTUpoBaHUeE XXypHara ycTpaHeHUs HencnpaBHOCTEN

NMPUMEYAHUE: USB-HakonuTenb fomkeH 6biTb oTchopMaTtupoBaH B dannoson cucteme FAT32 nnn exFAT.
Cuctema NTFS He ByaeT npaBunbHO paboTtaTsb.

1 NoacoeanHnte USB-Hakonutenes k nopty USB 3 Ha TecTepe AirCheck G2 (cmoTpute pucyHok 1).

2 MNepengnte B MeHI0 E] Settings (Hactpowikun) > Device Settings (HacTponkn ycTpoincTsa).
3 KocHutecb Export Troubleshooting Log (QkcnopTupoBaTh XXypHan yCTpaHeHUst HEUCNPaBHOCTEN).

BoccTtaHoBneHue 3aBOACKUX HACTPOEK no YMON4YaHUo

BHumaHue

BoccTtaHoBneHne 3aBOACKMX HACTPOEK MO YMONYaHUIO NPUBOAUT K YAAneHU BCEX COXPaHEHHbIX AaHHbIX U
HaCTpOeK TecTUpoBaHus, annoB CeaHCcoB, CHUMKOB 3KpaHa, (pannoB XypHanoB v npodunen ¢ ycTpomcTea
AirCheck G2, n Bo3BpallaeT Bce napameTpbl Ha HACTPOWKM MO YMOSTYaHUIO.

1 Ha rmaBHOM 3kpaHe Bbibepute [‘] Settings (Hactponku).

2 Bbibepute Device Settings (Hactpoikun yctponcTsea).

3 KocHuTecb Restore Factory Defaults («BocctaHoBUTE 3aBOACKME HACTPONKM MO YMOMYAHUIO).

4 [Ina npogomkeHnst kKocHuTech Yes ([1a) Bo BchnbiBatoleM okHe Reboot Required (TpebyeTtcs nepesarpyska).

Mocne nepeasarnycka Tectepa BOCCTaHaBJ1MBaKOTCA 3aBOACKME HaCTPOWKM No YMOJT4aHUIO.

MPUMEYAHWNE: [Ons npogormkeHua BbIFPY3KM WM NPOCMOTpa pes3ynbTatoB  HOBbIX TeCTOB  nocre
BOCCTaHOBMEHUS 3aBofckux HacTpoek TecTepa AirCheck G2 HeobxogumMo OTMEHWUTb ero perncrpaumio B
obnayHon cnyxbe Link-Live n 3aTem NOBTOPHO ero 3apernctpnpoBaThb.

MpocmoTp nHhopmauumm o6 yctponcrtee
Ha rnaBHoM 3kpaHe BbibepuTe E Settings (HacTpoiiku), 3atem About (O6 ycTponctse).

e Serial Number (CepuiiHbii HoMep): Takke CepUnHbIA HOMep OTobpaXKaeTcsa Nog akKyMynsiTopoMm.

e  WLAN MAC (MAC-agpec WLAN): Agpec ynpaBneHusi OCTYMNOM K cpeae nepegadn. YHuKanbHbIN agpec
TecTtepa B cetn WLAN.

e Ethernet MAC (MAC-agpec Ethernet): YHukanbHbIN agpec TecTepa 411 NPOBOLHOIO COEAUHEHNS.

e Hardware Version (AnnapaTtHas Bepcus): Homep annapatHoOn Bepcumn Tectepa.

e Software Version (Bepcus nporpammHoro obecnedeHus): Homep Bepcumn NnporpaMMHOro obecneyeHmst
TecTepa.

e Total Flash Memory (O6wuin o6bem cdnaw-namatn): OOwmn o6beM NamaTh yCTPONCTBa.

e Free Flash Memory (CBo6oaHas dpnaw-namsitb): O6beM naMaTn, JOCTYMHbIA AN COXPAaHEHUS AaHHbIX Ha
YCTPOMCTBE.

YcTtpaHeHue HeucnpaBHocTel: Ecnu Tectep He BbIKNOYaeTcs

Ecnu Tectep He BblKNMK4YaeTcAd, yuepmMBaVlTe KHOMKY MNUTaHUA B HaXaTOM [MOJIOKEHNN B Te4yeHue
I'IpVI6]'IVI3VITeJ'IbHO YyeTblpeX CeKyHa Ana NnpuHyanTesribHOro BbIKIIO4YEeHNUA.
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BHumaHue

He HaxxumaliTe 1 He yaepXXmMBanTe KHOMKY NMTaHUSA BO BpeMsa 0OHOBMEHUs nporpaMMHOro obecneveHums. 3to
MOXET NPUBECTU K NOBPEXAEHMIO (haNnoBON CUCTEMBI.

21. TEXHUWHECKUE XAPAKTEPUCTUKU U COOTBETCTBUE

XapaKkTepuCTUKMN OKpyXaloLwei cpenbl

Paboyas Temnepatypa

Ot 0°C po +45°C
NMPUMEYAHWE: Ecnn BHYTPEHHAS TeMmnepaTypa TecTepa npesblllaeT
50°C, akkymynaTop 3apsbkatbcs He byaerT.

OTtHocutenbHas  BnaxHocTb  npu | 90% (o1 10 go 35°C)

akcnnyaTaumu (B % 6e3 | 75% (o1 35 0o 45°C)

KOHAEeHcauum)

Temnepatypa npu xpaHeHuu Ot -20°C go +60°C

Ynapbl un Bubpaums McnbiTaHne Ha nageHue ¢ BbICOTbl 1 METP, cryvarHble Bubpaumu, 3,89
(cpenHekBagpaTudeckoe 3HayveHue), 5 'y - 500 Ny (knacc 2)

BesonacHocTb IEC 61010-1:2010: YpoBeHb 3arpsisHeHus 2

BbicoTa Haa ypoBHEM Mopsi Mpu akcnnyataumn: 4000 meTpos; Npu xpaHeHuun: 12000 meTpoB

oMC IEC 61326-1:2013: basoBas anekTpomarHutHas cpega; CISPR 11:
rpynna 1, knacc A
O6opynoBaHue rpynnbl 1: YCTPOWCTBO HAaMEPEHHO TeHepupyeT w/unu
UCMNomnb3yeT 3SMNEeKTPUYECKM CBHA3AHHYI0 pPaguoyacTOTHYK SHepruio,
HeobxoaMMyto Ans PyHKLUMOHMPOBAHWSI CaMoro yCTPONCTBA.
O6opynoBaHve knacca A: 3710 obopygoBaHve, noaxofsilee Ans
NCNONb30BaHUA B NOObLIX MOMELLEHUNAX, 33 UCKITIOYEHUEM XUMbIX U TeX,
B KOTOPbIX MUTaHWE OCYLLECTBMSETCA HanpsiMyld OT HU3KOBOSbTHOM
3NeKTpoceTH, npeAHasHayeHHoW Ans >XunblX 3gaHun. ObecnedeHue
3NEeKTPOMarHMTHON COBMECTUMOCTM B APYruX YCIOBUSAX MOXET BbITb
3aTPYLAHEHO U3-3a KOHAYKTUBHbLIX U U3NyYaeMblX NOMeX.

O6LwwKre xapaKTepucTuKn

[abapuTHble pasmepbl 9,7cmx 19,6 cm x 4,1 cm

Macca 0,51 kr

AkkymynsaTopHasa 6aTtapes Moasapshkaembln IMTUEBO-NOHHBIN akkymynaTop (3,6 B, 6 A4, 21 B1y)

Bpemsi aBTOHOMHOW paboThI Tunosoe Bpems aBTOHOMHOW paboThl 4,5 yaca. Tunosoe Bpemsi
3apa4Kku 7 4acos.

BHewHnn apantep nepemeHHoro | Bxoa nepemeHHoro Ttoka 85 - 264 B, 47 - 63 Iy,

TOKa/3apsifHOe YCTPOWCTBO Bbixog noctosHHoro toka 15 B, 2 A

Oucnnen 5,0-groimoBbln - uBeTHon XKK-gmucnnen ¢ eMKOCTHBIM CEHCOPHbLIM
akpaHoM (480 x 800 nukcenen)

Knasnatypa 1-kHONo4YHas, anactomepHasi (TONbKO KHOMKa NUTaHUN)

OcHoBHoW nHTEpPEenc

OpauH nopt micro USB tuna B

[ononHuTtenbHbIV MHTEepdenc

[Ba nopta USB 2.0 Tna A

CraHpapt PoE

802.3af, Tun 1, knacc 0

BbecnpoBoagHas aHTeHHa

Tpu BHYTPEHHUX

MopT ons NOAKNOYEHNA BHELLHEN
AHTEHHbI

Tonbko Bxof,. Pasbem SMA obpaTHOI NONSpHOCTM.
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XapakTepucTukm 6ecnpoBOgHON CeTu

CooTBeTcTBME crielndukaLum

IEEE 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac

MopgkntoyeHne k Wi-Fi

802.11a, 802.11b, 802.11g, 802.11n, 802.11ac

Pabouyne yacToThl

MPUMEYAHUE: 310 ueHTpanbHble
YacTOTbl KaHaNoB, NoAaepPXKUBAEMbIX
Tectepom AirCheck G2.

YacToTbl KaHanoB npuema

NMPUMEYAHWE: TecTep ocyLuecTBNsET NPpUEM Ha BCex 4acToTax B
KaXKown CTpaHe.

OunanasoH 2,4 Tu: 2,412 - 2,484 Ty (kaHan 1 - kaHan 14)

Ovanason 5 Mu: 5,170 - 5,320 Mwu, 5,500 - 5,700 Mwu, 5,745 - 5,825
IMu (kananel 34, 36, 38, 40, 42, 44, 46, 48, 52, 56, 60, 64, 100, 104,
108, 112, 116, 120, 124, 128, 132, 136, 140, 144, 149, 153, 157, 161,
165)

YacToTbl KaHanoB nepegayu:

MPUMEYAHUE: TecTep ocyliecTBNAET nepeaady ToMnbKo Ha YacToTax,
paspelleHHbIX B CTpaHe, Ans KOTOPOM OH B HACTOSAWMUA MOMEHT
HaCTPOEH.

OnanasoHn 2,4 Ty,

802.11b: 2,412 — 2,484 Ty (kaHansbl ¢ 1 no 14)

802.11g/n, wupwuHa kaHana 20 My (HT20): 2,412 - 2,472 Ty (kaHan 1
- kaHan 13)

802.11n, wupuHa kaHana 40 MI'y (HT40): 2,422 — 2,462 Ty (BkntovaeT
BCE KOMBUHaL MM JOMYCTUMbIX, CBA3aHHbIX Nap KaHarnoB)

OnanasoHn 5Ty

802.11a/n, wupwuHa kaHana 20 Mly (HT20): 5,180 - 5,320 Iw, 5,500 -
5,700 T, 5,745 - 5,825 Ty (kaHanbl 36, 40, 44, 48, 52, 56, 60, 64,
100, 104, 108, 112, 116, 120, 124, 128, 132, 1, 36, 140, 144, 149, 153,
157, 161, 165)

802.11n, wupuHa kaHana 40 My (HT40/VHT40): 5,190 - 5,310 Mw,
5,510 - 5,670 Ty, 5,755 - 5,795 Ty (BknoyaeT BCe kKOMOBUHaALMK
OOMyCTUMbIX, CBSI3aHHbIX Nap KaHanos)

802.11ac, wupuHa kaHana 80 MIy (VHT80): 5,210 — 5,290 M, 5,530 —
5,690 [ITu, 5,775 [Ty (BkMo4yaeT Bce KOMOWMHaLMM [OMNYCTUMbIX,
CBsI3aHHbIX Map KaHasnoB)

HopmaTtuneHble TpeboBaHust

MexxgyHapoaHbIN pexnm

BHellHAs HanpaBneHHas aHTeHHa
YacToThbl
CoeanHuTtenb

[unanasoH yactototr 2,4 o 2,5Mymnor4,90059I0Ty
MwuHumansHoe ycunenue 5,0 abn B gnanasone 2,4 My 1 7,0 abu B
ananasoHe 5Ty,

LLitekep SMA obpaTHol nonsipHOCTH

AHTeHHBbI Wi-Fi

BHyTpeHHWne aHTeHHbI Wi-Fi

Tpu BCcTpoeHHble: 2,4 ITu, makcumym 1,1 abu; 5 U, makcumym 3,2
nbu.

BHewWwHAa HanpaBneHHasa aHTeHHa

AHTEeHHa, ananasoH vYactot 2,4 -2,51n4,9-591Tu.
MuHumansHoe ycunerue 5,0 obu (Mmakcumym) B ananasoHe 2,4 My n
7,0 pbu (makcumym) B gnanasoHe 5 .

Pa3sbem ansa nogknioyeHusi BHELLHEN
aHTeHHb!'

Ob6paTHbIn SMA

1. MNopT BHELUHEN aHTeHHbI NpeHa3Ha4YeH TONbKO ANsi npuema (He ons nepegayn).
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ApanTtep Wi-Fi

Nma 3aasutens

NetAlly

HassaHue obopyanoBaHus

Yctponcteo ans Tectupoanmsa Wi-Fi

Homep mogenun

WA7-43460AC

"oa/mecsay npomnssoacTea 2015/06
lMpounssoguTterb Universal Global Scientific Industrial Co. (USI)
CTtpaHa npouncxoxaeHus TarBaHb

CkopocCTb Nepefayn AaHHbIX

802.11a: 6/9/12/24/36/48/54 M6ut/c

802.11b: 1/2/5,5/11 M6éuT/c

802.11g: 6/9/12/24/36/48/54 M6ut/c

802.11n (20 MI'y): MCS0-23, go 216 M6uT/c

802.11n (40 MI'y): MCSO0-23, go 450 M6uT/c

802.11ac (80 MI'y): MCSONSS1-MCS9NSS3 (nonoca nponyckanus 20,
40 n 80 MI'u), o 1300 Méut/c

Pabouas yactoTta

2,400~2,484 Ty (ouana3oH Ana NPOMbILUIIEHHbIX, HAYYHbIX 1
MEeAMLIMHCKUX Lienemn)
5,170~5,825T1Ty

BesonacHocTb

64/128-6uTtHbI KMtod WEP, WPA, WPA2, 802.1X

BbixogHas MowWHOCTL  nepepayn’

(norpewHocTb: £ 2,0 abm)

802.11a: 12 pbm +2 abm npu 54 M6uT/c
802.11b: 17 gbm 2 obm npn 11 M6uT/c
802.11g: 16 abm £2 gbm npu 54 Méut/c
802.11gn HT20: 16 abm £2 agbm @ MCSO
802.11gn HT20: 15 obm £2 gbm @ MCS7
802.11gn HT40: 15 gbm +2 gbm @ MCSO0
802.11gn HT40: 14 obm £2 gbm @ MCS7
802.11an HT20: 15 abm £2 agbm @ MCSO
802.11an HT20: 12 gbm +2 gbm @ MCS7
802.11an HT40: 14 obm +2 gbm @ MCSO0
802.11an HT40: 11 gbm £2 gbm @ MCS7
802.11ac VHT20: 13 gbm +2 npbm @ MCS8NSS3
802.11ac VHT40: 13 gbm +2 npbm @ MCS9NSS3
802.11ac VHT80: 11 gbm +2 npbm @ MCS9NSS3

UyBCTBUTENBHOCTb
(norpewHocTb: £ 2 obm)

npvema

802.11a: -81 pbm 2 gbm npu 54 M6ut/c
802.11b: -92 nbm 2 gbm npu 11 M6ut/c
802.11g: -82 npbm 2 gbm npu 54 Méut/c
802.11gn HT20: -79 pbm +2 npbm @ MCS7
802.11gn HT40: -76 pbm +2 npbm @ MCS7
802.11an HT20: -78 npbm +2 npbm @ MCS7
802.11an HT40: -74 pbm £2 npbm @ MCS7
802.11ac VHT20: -64 obm +2 npbm @ MCS8NSS3
802.11ac VHT40: -63 nbm +2 nbm @ MCS9NSS3
802.11ac VHT80: -60 obm +2 nbm @ MCS9NSS3

1. HaCTDOﬁKa MaKCMMarbHOW MOLLHOCTM 3aBMCUT OT KaHana u 3akoHogaTenbCcTea KOHerTHOVI CTpaHbl.

CepTudukatbl U COOTBETCTBUE

CooTBeTcTBYET AeNCTBYOLWNMM aupekTBam EBponerickoro Cotosa.

€
A

CootBeTtcTBYET

OEeNCTBYIOLLNM
3EKTPOMarHMTHON COBMECTUMOCTMN.

aBCTpanuCcKUM  CcTaHgaptam  GesonacHocTn U

CepTtnduumuposaHo CSA Group no ctaHgapTam 6esonacHocTn CeBepHOM AMEPUKN.

F@G

CootBeTtctByeT TpeboBaHusam 47 CFR vactb 15 denepanbHon kommnccum no ceasu CLUA.

iii)ANATEL

CepTtuduumupoBaH HaunoHanbHbIM areHTCTBOM arnekTpocessu (Anatel).

CooTtBeTcTBYET  OENCTBYIOLLNM HO)KHOKOPEMNCKUM cTaHgapTam 3MNeKTPOMarHUTHoOM
COBMECTUMOCTH.
[ononHntenbHasa nHGopMaLMs O HXXKHOKOpPEeNCcKux ctaHgaptax EMC
OnekTpoMarHuTHas COBMeCTUMOCTb. [lpumeHsaeTcs Tonbko npu  wucnonb3oBaHun B HKOxHou Kopee.
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O6opynoBaHue knacca A (lMpombiwneHHoe obopyaoBaHme Ansi CBA3N U pagnoBellanns) [1]

[11 [OaHHbin nNpoAaykT cooTBeTcTBYeT TpeboBaHWAM MpPOMbILNEHHOro (knacc A)  3neKTpOMarHUTHOro
obopynoBaHua ¥ npogasBeL, unM nonb3oBaTenb [OOMKEH WMeTb 3TO B Buay. [aHHoe obopyaoBaHue
npeaHasHadYeHoO Ans UCMONb30BaHWUS B MPOMbILLNIEHHOW cpefe. Ero npumeHeHue B AOMaLLHMX YCNOBUSIX
3anpeLeHo.

3asiBneHMe o cooTBeTCcTBUM TpeboBaHuamM deaeparibHOM KOMUCCUU MO
cBsA3u u MuHuctepcTBa npombiwsieHHocTM KaHaabl B OTHOLLEHUN nomMmeX

OT10 obopygoBaHue GbINO NPOTECTUPOBAHO M MPU3HAHO COOTBETCTBYIOLUM HOPMaM Ans UMdPOBbIX YCTPONCTB

Knacca B, cornacHo yactu 15 Mpaeun FCC u IC. 3Tu HopMbl NnpegHa3HayeHbl ans obecnedyeHnss agekBaTHON

3alWMTbl OT HEOONyCTUMbIX MOMEX MpuM YCTaHOBKe 0OOpydoBaHWs B KUMbIX MoMelleHusax. [aHHoe

obopygoBaHue reHepupyeTt, MCNOMb3yeT M MOXET M3ny4aTb paguoyacToTHYK dHepruio. [Npu HapylweHun

YCIOBUIN MOAKITHOYEHNST U SKCNIyaTaumm, ONMCaHHbIX B HACTOSILLUX UHCTPYKUUSAX, aHHOe obopydoBaHe MOXET

oKasblBaTb HegonycTumble nomexu paguocBasn. OgHako HEeT rapaHTMn OTCYTCTBUS MOMEX B KOHKPETHbIX

yCnoBusIX ycTaHoBKkW. Ecnu aTo 06opyanoBaHue NpuMBOAUT K BO3HWMKHOBEHMIO NMOMEX NMPUEMY PaaMoYacTOTHbIX

WNN TENEBM3UOHHbIX CWUrHamNoOB, YTO MOXET OblTb OMNpedeneHo nyTeM €ero BKIOYEHUS U BbIKIHOYEHMS,

Nnonb30BaTenNo CneayeT NonbITaTbCs YCTPAHUTL MOMEXM OOHUM U3 yKa3aHHbLIX HUXeE Cnoco6oB.

e /3MeHWUTb HanpaBreHne UM MecTo YCTaHOBKN NMPUEMHOM aHTEHHBI.

e YBENUUUTbL paccTosiHue Mexay 000opyLoBaHMEM U MPUEMHUKOM.

e [MopkntounTb 06opyaOBaHME K PO3ETKE 3NIEKTPOCETU, OTIIMYHOW OT TOW, K KOTOPOW NOAKIIOHEH MPUEMHUK.

e OOpaTnTbCs 3a NOMOLLLIO K NPOAAaBLY MW KBanM@ULMPOBaHHOMY CrieLManucTy no paguoTeneBnsmMoHHOMY
obopynoBaHuio.

MpeaynpexaeHne PepepanbHon komuccum ceasm CLUA. BHeceHne wuameHeHun unm moamdumkaumss 6e3

crneumanbHOro ogo0OpeHnsi Co CTOPOHbI KOMMaHUW, OTBETCTBEHHOW 3a cobnogeHue atux TpebosaHui, mMoryT

MPMBECTM K MMLLEHMWIO NOMb30BaTENS NpaB Ha JKCMnyaTaumio JaHHOro obopyaoBaHuS.

9710 ycTtponctBo cootBetcTByeT 4vactn 15 lMpaeun FCC un IC. Mpu akcnnyatauum [OMKHbI cobntogaTtbes

cnepylwoLine yCcrnoBus:

(1) OTO YCTPOMCTBO HE JOMKHO CO34aBaTb HEAOMYCTUMbIX NMOMEX, U (2) 3TO YCTPOMCTBO AOIMKHO AOMYCKaTb

nodble NpUHMMaeMble MOMEXM, BKIHOYAs MOMEXU, CMOCOOHbIE BbI3BaTb HEHaANexalee yHKLMOHNPOBaHME.

[aHHOe yCTpONCTBO COOTBETCTBYET CTaHAapTam MuHMcTepcTBa NpombineHHOCTM KaHaabl B OTHOLIEHWN

HenuueH3npoBaHHbIX ycTponcts RSS. MNpu skcnnyataumm Heobxoammo cobniofeHne cneayowmx yCnoBumm:

(1) YcTponcTtBo He AOMKHO OblTb MICTOYHUKOM MOMEX.

(2) Yctponctso gomkHo pabotaTtb C y4eToM NobbiX NOMEX, BKMNoYas nomexu, Bbl3biBaloLmMe HeHaanexatlee

PYHKUMOHUPOBaHUE YCTPOUCTBA.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de

licence. L'exploitation est autorisée aux deux conditions suivantes:

(1) I'appareil ne doit pas produire de brouillage, et

(2) I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est

susceptible d'en compromettre le fonctionnement.

B cootBeTcTBUM C HOPMAaTUBHbLIMU Tpe6OBaHI/IF|MM MMHMCTepCTBa NPOMBbILLUITEHHOCTH KaHagbl, OaHHbIN
pagunonepeaatTymnk MOXET UCNOoNb30BaTbCA TOJIbKO BMeCTe C aHTEHHOM COOTBETCTBYHOLLEro Tuna, ycuneHue
KOTOpOI;I He npesBblllaeT 3Ha4YeHnsA, yTBepXX4eHHOro MMHMCTepCTBOM NMPOMBbILLUITEHHOCTA Kanagbl.

[N CHWXeHMa BO3MOXHbIX paguornomMex Ans APYrux yCTPOWCTB, HEOBXOAMMO MCNonb3oBaTb MOAXOASLLYIO
a@HTeHHy, 9KBMBaneHTHasi M30TPOMHO M3nydyaemass MOLHOCTb (e.i.r.p.) KOTOpPOW He MpeBbIaeT 3HayeHwus,
HeobxoguMble A5t HopMmaribHOM paboTbl yCTPONCTBA.

Conformément a la réglementation d'Industrie Canada, le présent émetteur radio peut fonctionner avec une
antenne d'un type et d'un gain maximal (ou inférieur) approuvé pour I'émetteur par Industrie Canada.

Dans le but de réduire les risques de brouillage radioélectrique a l'intention des autres utilisateurs, il faut choisir
le type d'antenne et son gain de sorte que la puissance isotrope rayonnée équivalente (p.i.r.e.) ne dépasse pas
l'intensité nécessaire a I'établissement d'une communication satisfaisante.
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BaxHoe 3ame4yaHune. 3aaBneHune o cooTBeTcTBMM orpaHnvyeHnam FCC n IC
Nno BO3AeMUCTBUIO U3NYYEHUS

9710 obopynosaHune cooTBeTcTBYET orpaHmdeHnsam FCC n IC no BO3AeNCTBUIO U3NYyYEHUs], YCTaHOBMEHHbIM Ans
HEKOHTponupyemoro obopyanosaHus. 1o obopyaoBaHMe OOMKHO YCTaHaBNMBATLCA U 9KCNyaTMpoBaTbCs Mpu
YCNoBUU NOAAEPXKAHUSA PacCTOSHUN He MeHee 20 cMm Mexay usnydaTenem v Balum TEMNOM.

Mepenatynk He JOMKEH COBMELLATLCH UMM SKCNIyaTUpOBaTbCA B COMETaHUM ¢ Niobow Apyron aHTEHHOW Unu
nepegaTynKoM.

Mcnonb3oBaHue B gnanasoHe 4YactoT 5,15 — 5,25 Ty gonyckaeTcs TONbKO B NOMELLEHNSX.

[OCTYNHOCTb HEKOTOPbIX CneunasnbHbIX KaHanoe u/vnm paboymx AnManas3oHOB 4acTOT 3aBUCUT OT CTpaHbl M
HaxoauTCa BHE KOHTPONSA KOHEYHOro nonb3osarens.

Bo3gencTBue paaMo4acToTHOU 3HEprumn

JAHHAA MOJENb YCTP_OVICTBA COOTBETCTBYET TPEBOBAHVAM CLWA 1 MEXAOYHAPOOHbLIM
TPEBOBAHNAM K BO3OENCTBUIO PAOVNOYACTOTHOIO N3JTYHEHUA.

Tectep AirCheck G2 sBnseTcsi yCTPOWCTBOM Mepedayn wm npuema paguocurHanoB. OH paspaboTaH u
M3roTOBMIEH C Yy4YeTOM [JOMyCTUMbIX MpefernoB U3nyyYyeHus pagmoyvacTtoTHon aHeprum (PY), ycTaHOBMREHHbIX
depnepanbHon komuccuen ceasm CLUA (FCC) n MexayHapoaHoW KOMUCCUMEN MO 3allmTe OT HEUOHU3UPYHOLLUX
nanydeHni (ICNIRP). YcTpowncteo Takke oTBeyaeT TpeboBaHuaMm aupektuBbl RED B OTHOLWEHUM 3awmThbl
340p0Bbs U Be3onacHOCT NONb30BaTeNs U APYrux niogen.

Jonyctumble npefenbl SBAAKOTCA YacTbi BCECTOPOHHUX HOPM U MNpaBum, ONpeaensioLlimx paspelleHHble
YPOBHU M3My4YeHUs pPagMoyacTOTHOW SHeprum Ans HaceneHus B uernoMm. B cBow oyepenb, YCTaHOBMEHHbIE
HOPMbI 1 NMpaBuIia OCHOBLIBAIOTCHA Ha CTaHAapTax, pa3paboTaHHbIX HE3aBUCUMbIMW HayYHbIMU OpraHM3aunsiMm
nocpeacTBOM pPErynsapHON M TwaTenbHOW OUEHKU pe3ynbTaToB HayYHbIX WCCregoBaHuh. OTu cTaHAapThl
noapasymMeBaroT CYLLIECTBEHHbIV 3anac 6e30nacHOCTU ANng 3awnThl OT BPeAHbIX BO3AEUCTBUIA BCEX NOOEN BHE
3aBMCMMOCTM OT MX BO3pacTa U COCTOSHUS 300POBbS.

Mpexge yem Kakoe-nMbo yCTPOWCTBO MOCTYNUT B CBOOOAHYK MPOAaxy, OHO OOIMKHO MPOWTU Psif TECTOB U
nony4utb Heobxogmmble ceptudumkatbl oT FCC n MmexgyHapoOHbIX OpraHM3aumnii 0 TOM, YTO OHO COOTBETCTBYET
OOMyCTUMbIM Npeaernam M3NyyYeHus U He OKasblBaeT OMaCHOro BO3OEWCTBUSA Ha 4yenoBeka BO BpeMs paboThbl.
YCTPOWCTBO TECTMPYETCH B TaKMX MOSTOXEHMAX U MecTax (Hanpumep, B6Nu3M Temna), KoTopble COOTBETCTBYHOT
TpebosaHuam FCC pgna koHkpeTHonm mogenu. [aHHas wmopgenb nonyduna or FCC nogTtsepxaeHune o
COOTBETCTBMM YCTPOMCTBA BCEM 3asiBNEHHbIM YPOBHAM SAR (cMOTpuTe HWXE), pacCYMTaHHbIM C y4EeTOM HOPM
n npasun FCC no pagnoyacToTHOMY U3NYyYEHUIO.

[aHHOe ycTpoMCTBO OTBEYaeT HOpMaM MO PaAMOYacCTOTHOMY WU3MYYEHUIO MPU MUHUMANbLHOM pPacCTOSIHUM
MeXay aHTeHHaMKn yCTpOUCTBa U Ternom yenoseka. [1na nepefayn AaHHbIX UMW COOBLLEHMI 3TOMY YCTPOUCTBY
TpebyeTcs BbICOKOKAYeCTBEHHOE MOAKMYeHNne K ceTu. B HekoTopbix crnyyasx nepefadya AaHHbIX Unu
COODLLEHUA MOXET 3aMeanAaTbCa 4O TeX Mop, noka Takoe NoAkmnoveHne He ByaeTt gocTynHo. PekomeHngyemoe
paccTosiHMe OOIMKHO cobniogaTbCcs A0 3aBepLUeHNst nepedaydn AaHHbIX.

Ons onpegeneHunss ctaHgapTa BO3OENCTBUSA M3IyyYeHMst OT GecnpoBOAHbLIX YCTPOWCTB WUCMOfMb3yeTca Takas
e[VH1La U3MEpPEHMs, KaK yaenbHbli koaddmumeHT nornolleHus (Specific Absorption Rate) unu SAR. TecTbl
ans npoeepkn koaddpuumeHta SAR BbINOMHEHbI C UCMOMb30BAaHUMEM CTaHAAPTHbIX PaboyMx MONOXEHWN,
onpegeneHHbix FCC. Tlpyn STOM pgaHHble nepefaBanucb  YCTPOMCTBOM Ha  CaMOM  BbICOKOM
cepTUdULMPOBAHHOM YPOBHE MOLLHOCTM BO BCEX TeCcTUpyeMblX AuanasoHax pagumoyacTtoT. [lpegensHoe
3HaveHne SAR, yctaHoBneHHoe FCC, coctaBngaet 1,6 Bt/kr. B cOOTBETCTBMU C MeXOYyHApPOOHbIMU HOPMaMm
npeaensHoe 3HavyeHne SAR Ang MobuUnbHbIX YCTPOMCTB, UCMOMNb3yeMbIX B 00LLEeCTBEHHbIX MeCcTax, cocTaBnsaeT
2,0 Bt/kr, yTO B cpefHeM npeBbllIaeT 3HayeHwe Ons TkaHen Terna Ha 10 rpammoB. 3HayeHua SAR moryt
BapbupoBaTbCA B 3aBUCMMOCTW OT AmManasoHa ceTu u TpeboBaHun, npeabsBrsieMblX B KOHKPETHOW CTpaHe.
HecmoTps Ha To 4TO KOoaddpuumeHT SAR onpepensieTcss NpyM caMoOM BbICOKOM CEPTUPULMPOBAHHOM YPOBHE
MOLLHOCTH, hakTnyeckun ypoBeHb SAR BO Bpemsi paboTbl YCTPOMCTBA MOXET ObiTb 3HAYUTENIBHO HUXE
MaKCMMarnbHOro 3HadeHus, Tak Kak YCTPOMCTBO paboTaeT Ha HECKOMbKUX YPOBHSAX MOLUHOCTM U WUCMONb3yeT
TONBKO Ty MOLLHOCTb, KOTOpasi Heobxoamma A5 JOCTWKEHUSI CET.

YTtobbl y3HaTb koadhdumumeHT SAR aAng gaHHoOM Mogenu yCTpoWcTBa, nepenante Ha Beb-cant FCC no agpecy
http://www.fcc.gov/oet/fccid, paspen Display Grant ([MokasaTb paspelleHne) u yKaxute B CTpPOKE MoucKa
noeHtndpukatop FCC: WA7-43460AC.

[aHHOe yCTpOMCTBO SIBNSAETCHA LUMPOKOMOMOCHOW nepefarwolien cuctemom 2,4 [Ty (npuemonepenatyuk) m
npeaHasHadeHo Ans ucnonb3oBaHus Bo Bcex rocyaapctesax EC u ctpaHax EACT, 3a uckntoyeHnem dpaHuum un
Wtanuu, B KOTOPbIX NPUMEHSAIOTCHA OrpaHUYEHMS Ha ero UCNOfMb30BaHMe.

B Wtanuu koHeuyHbIt nonb3oBaTenb AOMKEH MOoMyYuMTb NULEH3NIO B TOCyAapCTBEHHOW KOMWUCCUMM MO
paguoyactoTam, YTobbl MUMETb BO3MOXHOCTb UCMOMb30BaTb AaHHOE YCTPOUCTBO ANst HACTPOMKN HAPYXKHbIX
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NUHWIA paguocBssn u/vnu ana obecnedyeHns obuiero AocTyna K TeneKOMMYHUKALWOHHLIM cucTeMam u/unu

CeTeBLIM crnyxb6am.

[aHHOe yCTpPONCTBO HEMb3s UCNONb30BaTb ANA HACTPOMKU HAPYXKHbIX MMHUI pagmocBasn Bo dpaHumu, a Takke
B TEX PErnoHax, B KOTOPbIX BbIXOAHAA MOLLHOCTb paguocurHana MmoxeT 6biTb orpaHudeHa go 10 mBT EIRP B
AnanasoHe yacTtoT oT 2454 MIy po 2483,5 MIu. [na nonyvyeHus AOMOMHUTENbHOW MHAOPMAaLUN KOHEYHbIN
nosnb3oBaTeslb MOXeT 06paTUTLCS B FOCYAAPCTBEHHYH KOMUCCUIO MO paguodactotam dpaHumm.

3asiBneHusi 0 COOTBETCTBMU HOPMATUBHbLIM TPe6OBaHMAM

Bpasunus
3aaBneHne o] COOTBETCTBUU
HOpMaTUBHbIM TpeboBaHNSIM

Este equipamento opera em carater secundario, isto €, ndo tem
direito a protecdo contra interferéncia prejudicial, mesmo de estagdes
do mesmo tipo, e ndo pode causar interferéncia a sistemas operando
em carater primario.

HOxHas Kopes

OnekTpoMarHuTHas  COBMECTMMOCTb.
MpumeHseTcsa TONbKO npu
ucrnionb3oBaHmn B HOxHom Kopee.
O6opynosaHue Knacca A

(MpombilwneHHoe obopynoBaHve Ans
CBS13U N pagnoBeLLIaHns)

[aHHbIi nNpodyKT cooTBeTCcTBYEeT TpeboBaHWsIM NPOMBbILLSIEHHOTO
(knacc A) anekTpomarHuTHoro obopyaoBaHus W npogaseL, wnu
nonb3oBaTenb AOMKEH MMeTb 3TO B Buay. [aHHoe obopypoBaHue
npeaHasHadeHo ANns UCMONb30BaHWS B NPOMbILLTIEHHOW cpeae. Ero
NMpMMeHeHMe B AOMALLHMX YCNOBUSIX 3amnpeLLeHo.

Mekcuka
YBepomneHune Cofetel

La operacion de este equipo esta sujeta a las siguientes dos
condiciones:

(1) es posible que este equipo o dispositivo no cause interferencia
perjudicial y (2) este equipo o dispositivo debe aceptar cualquier
interferencia, incluyendo la que pueda causar su operacidon no

deseada.
TaiBaHb AR S =R o 0 i S P PR PR
Mpepynpexpenne O  COOTBETCTBAW | (il ARG AR 2 IR Lh R ITBTERE, JERGRPTT, AR Rkl iy
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MpunoxeHne A

KpaTkoe pykoBoACTBO NO MNpoBepke

paboTocnocobHOCTU ceTn

KakoBo kayecTBO Moeu ceTun?

Kakoe kavectBo cBs3n (Air
Quality) y moeii cetn Wi-Fi?
MeperpyxeHbl nm Mo
KaHanbl TO4YKamMu JocTyna u
Tpadmkom Wi-Fi?

VMmeetr nu kakon-nnbo u3
MOUX  KaHaroB  CIMLIKOM
BbICOKWI YPOBEHb LLIYMOB?

Ha rnaBHOM 3kpaHe kocHuTecb AutoTest (ABTOMaTuMdeckoe TECTUPOBaHME).
Tectep oTkpbiBaeT akpaH AutoTest, uToObl nokasaTb pes3ynbratbl Tecta Air
Quality (KauectBO cBSi3M), BKHOYas MWCMOMb30BaHME KaHana CuUrHanamm
ctaHgapta 802.11, ucnonb3oBaHMe KaHana curHanamu He ctaHgapta 802.11,
NnomMexu B COBMELLLEHHbIX KaHanax u nomexm oT COCeIHUX KaHaros.

OueHKkn pesynbTaToB TeCTUMPOBaHMUS v (Fogen), &4 (MpeaynpexaeHne) unm

X (HerogeH) ocHOBaHbl Ha cpaBHEHUM (PaKTUYECKOro U3MEPEHHOMO 3HaAYEeHUS
C YCTaHOBMEHHbIMU MOMb30BaTENEM MOPOroBbiMU 3HaveHuaMU. ObpaTutecs K
pasgeny «HacTpornka NoporoBbIX 3HAYEHUN TECTUPOBAHUSAY.

Pesynbtatel 802.11 Channel Utilization (McnonbsosaHue kanana 802.11)
BKMIOYAOT TPU BeOyLLMX KaHana B KaXOoW 4YacTOTHOW nonoce ¢ HaumbornbLuvMMm
Tpadukom Wi-Fi. OTobpaxaeTcs 3Ha4yeHMe UCNONb30BaHUSA KaHana BMecTe C
OLEHKOMN.

Pesynbratel Non-802.11 Channel Utilization (Acnonb3oBaHne kKaHana
curHanamm He 802.11) BkMOYaloT TpM BeAyLMX KaHama B KaXOOW 4acTOTHOW
nomnoce ¢ HaMbomnblNM YPOBHEM CUrHanoB (MOMEX M LWYMOB), OT/IMYHbIX OT
ctaHgapta 802.11. OTobpaxaeTcsa 3Ha4YeHMe NCMNONb30BaHNS KaHana BMecTe C
oueHkon «"oper/Mpenynpexnenne/HerogeH».

Pesynbtatel Co-Channel Interference ([lomexu B COBMELLEHHbIX KaHanax)
BKMIOYAlOT TPU BeOyLLMX KaHana B KaXJoW 4acTOTHOW mnonoce ¢ HanbonbLimm
KONMMYEeCTBOM TOYEeK [OCTyna C MWHUMANIbHOW  MOLLHOCTbIO  CUrHana.
OTobpaxaeTcsa KONMYECTBO TOYEK A4OCTYNA N UKOHKA OLIEHKM.

Pesynbtatbl Adjacent Channel Interference (lMomexu oT cocegHux kaHanos)
BKMNtOYaloT TpW BeaywMxX KaHana B 4vacToTHonm nosioce 2,4 [Tu, KoTopble
UCMbITBIBAKOT NMOMEXWN OT TOYEK OOCTyMna C MMHUMAarbHbIM YPOBHEM CUrHana Ha
COCeQHUX nNepekpbiBalWUXCA kaHanax. [ns Kaxgoro KaHana Takke
oTobpakaeTcsl KONMYECTBO TOYEK J4OCTyNa U MKOHKA
«lopen/MpenynpexaeHne/HerogeH». MIamepeHne noMmex OT COCEAHMX KaHanoB
He ucnonb3yeTcs B nosioce Yactot 5 Ty,

O6patutechb Kk pasgeny «Vcnonb3oBaHune cyHkumn AutoTest ona gmarHOCTUKM
COCTOSIHUS! CETUY.

KakoBo kauyecTBO Moeun ceTu
Wi-Fi?

MOXHO Nn ycnbilwaTb TOYKM
OoCTyna, nogaepXueatoLme
Moun ceTn?

MOoXXHO N NOAKNIYUTBLCA?
EcTb nn npobenbl NOKpbITUS
B OnpenerieHHon 3o0He?

He saBnsetca nu npuymnHomn
3ameaneHnss paboTbl ceTu
CITULLIKOM 6onbLuoe
KONM4YeCcTBO 6nu3ko
pacnonoXeHHbIX TOoYeK
nocTtyna, NCNOMb3YHLLMX
O[IMH W TOT e KaHan?

Y1066l npoBeputb kadectBo cetu (Network Quality), Heobxoanmo HacTpouTb
TecTep AirCheck G2 ¢ COOTBETCTBYIOLLUMMU YYETHLIMU AAaHHBIMW NOAKMOYEHMS K

cetm u/mnu Toykam poctyna. O6paTtuteck Kk pasgeny «Wcnonb3oBaHue
npocdunenn Ons  ynpaefeHWss HacTPoOMKaMM U YYETHbIMUA  JaHHbIMU
©6e3onacHOCTUY.

3atem nepenante Ha akpaH AutoTest Settings (HacTtporiku aBTomatmueckoro

TecTupoBaHusi)  (MeHK Settings (Hactporikun) > AutoTest Settings
(Hactponkn aBTOMaTMyeckoro TeCcTUpOBaHus1)) U Bblbepute CeTU, KOTopble
XOTUTE NPOTECTUPOBATbL BO Bpems paboTbl pyHkumnm AutoTest.

Ha rnaBHOM akpaHe kocHuTecb AutoTest. Tectep oTkpbiBaeT akpaH AutoTest ¢
pesynbtatammn Network (SSID) Test nog pesynbtatamm Air Quality (Ka‘-IeCTEO

cBaAsn).  OueHkM  pesynbTaTtoB  TECTMPOBAHWUSA (Togen), £

(MpenynpexaeHne) unm x (HeroneH) ocHoBaHbl Ha CpaBHEHUN PAKTUYECKOrO
M3MEPEHHOrO0 3HAYEHUsi C YCTaHOBMEHHbIMU MOMb30BATENIEM MOPOroBbLIMU

3HaveHuamun. Obpatutecb K pasgeny «Hactporika nOporoBbiX 3HAYEeHWUM
TECTUPOBAHUNAY.
Tect Connection (MNogknioyeHne) no3BOMNSIET NPOBEPUTL  COCTOSIHME

ayteHTudumkaumm Wi-Fi n cBasnm ¢ ueneBoW TOYKOM [OCTyNa, NbITasCb
NoAKMNIoYMTLCA K BblIOpaHHOW ceTu. PesynbTaTbl TECTUPOBaHUSA MNOKa3blBalOT
BO3MOXHOCTb  MOAKIIOYEHUST B TeKylleM MEeCTOMNOMOXEeHUN, a Takke
NnpeaocTaBnsalT APYrne N3MEPEHUS COCTOSIHUS COEANHEHWS!, BKIOYas CKOPOCTb
nepepaun (TX), NONbITKM MOBTOPHOW Nepefayvn NakeToB, a Takke cpeaHue,
MUWHUManbHbIE M MakCMMarnbHble 3Ha4YeHWss MOLLHOCTM CuUrHana, LyMOB U

© NetAlly
© UMAT, 2021

Ctp. 104 u3

AfanTMpoBaHHbIV NepeBof Ha pycckuii A3blk - komnanus UMATR. KonvpoBaHue n nHoe BocrnpoussegeHue niobbim cnocobom
AaHHOro AoKyMeHTa 1 ero yacTtei 6e3 paspelenns UMAT 3anpetueHbl. Komnanum NetAlly u UMAT octasnsioT 3a coboit

npaso 6e3 yBeJoMIeHNUA BHOCUTb U3SMEHEHNA B ONMCaHWe NPOAYKTOB.




OTHOLUEHMS curHan-wyM. Pe3ynbTtatel NpeacTaBneHbl BMECTE C OLLEHKOMN
«lopgen», «lpepynpexpeHne» wunn  «HerogeH» B 3aBMCMMOCTM  OT
YCTaHOBIEHHbIX NOPOroBbIX 3HAYEHUI.

YacTblo pesynbTaTtoB TecTUpoBaHusa nopgkniodeHus (Connection) senswTcs
pesynbtatbl Ans nokpbitua cetn (Network Coverage), B KOTOpbIX YKa3aHO
KONMMYecTBO TOYEK [[OCTyna C  MUMHUMAnbHbIM  YPOBHEM  CuUrHana,
nogaepxusatomx cetb (SSID). MokpbITHe ceTn Takke nonyyaeTt OLEHKY
«logeH», «[llpepynpexgeHne» wunu «HerogeH» Ha OCHOBE CpaBHEHUS
MU3MEPEHHbIX 3Ha4YeHUM C MOPOrOBbIMK 3HAYEHUAMW, YCTaHaBIMBaEMbIMU
nonb3oBateneMm. [Ons obecnevyeHuss XxOpoLwlero kayectBa CeTn OBbIYHO
peKoMeHOyeTCs MCNONb30BaTb KaK MMHUMYM ABE TOYKM AOCTyna (Ha pasHbIX
KaHanax) ¢ ypoBHEM Bblilwe -67 abwm.

Takke B pasgene Connection results (Pe3ynbTaTbl TeCTMpOBaHMS
noakntoveHust) nokasaHbl pesynbtatbl Co-Channel Interference ([omexu B
COBMELLIEHHbIX KaHanax) ¢ KONMM4eCTBOM MePEeKpbIBaOLLMXCS TOYEK AOCTyna Ha
OLHOM 1 TOM Xe KaHane, 4to u cetb (SSID), a Takke oueHka «loaeH»,
«lMpepynpexgeHne» unu «HerogeH» Ha ocHoBe cpaBHeHUsi ogHon ceTtu (SSID)
C MOPOroBbIMU 3HAYEHUSMMU.

3atem AutoTest ykasbiBaeT, MOXXHO nu nony4ntb IP-agpec (IP Address) uepes
DHCP, u, HakoHeu, npoBepsieT, OOCTWXUMbI NN BaXHble ANSA MOAKMYEHUS
ycTponcTBa (wno3 no ymonyaHuio, DHCP-cepsep, DNS-cepBephbl), a Takxe
nobble HacTpoeHHble nonb3oBaTenem uenu (Targets), npy MCNONb30BaHMK
Tecta Ping unu TCP Port Open (Otkpbitue TCP-nopTos).

O6patutechb Kk pasgeny «Vcnonb3oBaHune cyHkumn AutoTest ona gmarHOCTUKM
COCTOSIHUS CETUY.

Y10 HaxoaUTCA B 6€CNpPOBOAHOM OKPY>XEHUN?

Kakune GecnpoBoaHbie
noKanbHble CETU AO0CTYMHbI?

Yto6bl NPOCMOTPETH CMUCOK OECMPOBOAHbLIX FOKaIbHBIX CETEN U KONMMYECTBO
TOYEK AOCTyna ONS KaXAOW M3 HUX, Ha rnaBHOM 3kpaHe BbloepuTe Networks
(Cetn).

YTto6bl yBUOETH BCE AOCTYMHbIE B OKPY>XEHUM TOYKM JOCTYNa, Bblibepute Access
Points (To4kn gocTtyna) Ha rnaBHOM 3KpaHe.

O6patuteck k pasgeny «OBHapyxeHune ceTeln 1 Touek gocTynay.

Kakne TOYKU
OOCTYMHbI?
[ocTaTto4yHa nn MOLWHOCTb
curHana?

MpaBunbHO N HacTpoeHa
To4Yka goctyna?

poctyna

YT106bl YBUAETL BCE AOCTYMHbIE B OKPYXXEHUM TOYKM JOCTYNa, Bolbepute Access
Points (Toukn goctyna).

Ha akpaHe Access Points (Touykn gocTtyna) KOCHUTECb TOYKM AOCTyna, yYTobbl
NpOCMOTPETbL NOAPOOHYK WMHOPMaLMIO M TMCTOrPaMMbl YPOBHS CUrHana u
LYMOB. MogpobHas MHdopmMauus BKMOYaEeT  Tuvn ©e3onacHocTy,
nogoepxueaemble Tunbl 802.11 u kaHan. Takke oTobpaxalTca Takue
cneuunanbHble BO3MOXHOCTU ctaHgapToB 802.11n 1 802.11ac, kak noggepxka
LUMPOKUX KaHanoB 1 nHaekcoe MCS (Moaynsauum n cxembl KOOUPOBaHMS).
Ob6patutecb k pasgeny «3kpaH Access Point Details (CBepeHus o Touke
gocrtyna)y.

Kakune OecnpoBoaHble
KMMEeHTbl UCMOSb3YyoT ceTb?

Ha rnaBHom 3kpaHe Bbibepute Networks (CeTu) u kocHuTecb ceTu, Ans
KOTOPOM XOTUTE YBUAETb MOOKIHOYEHHbIX KnMeHToB. KocHuTtech cTpoku Clients
(KnueHTbl) Ans npocmoTpa OTAeNbHbIX KITMEHTOB.

TOYHO TaK e MOXHO BbiOpaTb OnpedeneHHyl TOYKYy AOCTyna Ha 3dKpaHe
Access Points (Toukn goctyna), 4ToObl yBUAETb CBSA3AHHbBIX C HEWN KITMEHTOB.
[ns npocmMoTpa Bcex KNMEHTOB, BKIHOYAs MOAKIHOHYEHHBIX M TECTOBLIX BO BCEX
CceTaX B npefenax pagnyca aencrtemsa Tectepa, Bolbepute Clients (KnueHTtsl) Ha
rMaBHOM 3KpaHe.

O6patuTechk k pasgeny «O6Hapy>xeHue KIMeHTOBY .
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MoryT nu ycTpomncTBa NOAKMOYaTbLCA K MOen ceTn?

WcnonbayiiTe TecTep AN MPOBEPKM BO3MOXHOCTYM nogkroveHus. Ob6patuTtech k pasgeny «[poeepka

NOAOKIMKYEHNA U NMOKPbITUAY.

NMPUMEYAHUE: [Ona nogknoveHnss K 3alMLEeHHOW ceTu TecTep LOMMKEeH MMeTb Npodouib, BKAOYAOLWNIA
yYeTHble AaHHble 6e3onacHocTU. Ecnn yyeTHble AaHHble HeOOCTYMHbl, kocHuTecb Connect (MogknounTbes),
yTobbl OTKPbITL 3KpaH Configuration (HacTporka koHdurypaumm) n BBECTU COOTBETCTBYHLUME YYETHbIE

AaHHbIE.

MoxeT nm YCTPOMCTBO
NoAKNiYaTeCa K MOen ceTu
(SSID) kak KnneHT?

Bbibepute Networks (CeTtn), KocHUTECH CeTU, YTOBbI OTKPbITL 3KPaH
cBefeHun, satem Haxmute Connect (Mogkntountbes).

MoxeT nm YCTPOWCTBO
NOAKMIOYUTLCA K TOuKe
poctyna (BSSID)?

Bbibepute Access Points (Touvku gocTtyna), KOCHATECH TOYKM JOCTYNa, YTOObI
OTKPbITb 3KpaH CBEAEHWI, a 3aTeM KocHuTecb Connect (Mogkntountbes).

Ecnn ycTponcTBO He Moxet
NOAKMIOYUTBCA K CeTun Wunm
TOYKe OoCTyna, roe BO3HUKaeT

Ecnn TectupoBaHune nogkniodeHus (Connection) 3aBepumnnocb HeyaauHo,
CHayana, 4Tobbl yBMAETb, KaKOW Luar 3aBepLunsica HeyAadyHo, pa3BepHuUTe
COCTOsIHME TECTUPOBAHUSA NOAKMIOYEHUS (KOCHYBLUMCh KHOMKU CO CTPErKon

cbon B npoueaype | | .

NOAKMIOUEHNS? ——!). Hanpumep, ecnun He yganocb MpPOWTM ayTeHTUdMKauuo, NpoBepbTe
cooTBeTCTBME TvMa 6e30NacHOCTU M YYETHbIX OaHHbIX MeXAy TOYKOW JocTyna
n tectepom AirCheck G2.
lMpocMoTpuTe KypHanm TeCTUpPOBaHUS MOAKIIOYEHUS, KOCHYBLUMCbL Log
(>KypHan) B H/WXXHel YacTu 9KpaHa pe3ynbTaToB TECTUPOBAHUSA MNOAKITHOYEHNS.

MoxeT n yctponcTteo | BeinonHute Tect Connect to Network (Moakntountbea k cetn) unu Connect to

nepefdaBaTb 3anpoc ping Ha
CeTeBOE YCTPONCTBO?

AP (MopkntounTtbcss K Touke poctyna). B pesynbratax OygeT nokasaHo,
OOCTWXKUMbI NN W3 Mo ymon4vanuio, cepeep DHCP, nepBuuyHbI cepBep
DNS, BtopuuHbii cepeep DNS n oo pecatu BblGpaHHbIX CETEBbLIX Lenen c
nomouubto Tecta Ping unu TCP Port Open. CeTeBble Lieny HacTpanBaloTCs U

BbIOMpalOTCA B MEHIO [.] (HacTtporikn) > Test Targets (Llenn TectupoBaHus).
Mo ymonyaHuto BKNtOYeHa Lenb www.google.com.

MpaBunbHo nn  paboTaer
KapTa CeTeBOro WHTepdelnca
KnueHTa?

Ha rnaBHom 3kpaHe BbiGepute Clients (KnneHTbl) U KOCHUTECH KIMEHTa,
KOTOPOro XOTWUTE MpoOBEPUTbL. TecTep OOHApyXWUT KnueHTa, ecnv ToT
nepegaeT Kaapbl CKaHWpyloWero 3anpoca, M oTobpasvT TakMe OCHOBHblE
HaCTpoOWKKM, Kak kaHan n SSID, KoTopble KNMEHT MCNONb3yeT Npu nepegaye
TaKux 3anpocoB.

O6patutechb k pasgeny « OGHapy>XeHUe KIMEHTOBY.

MoxeTt m KITMEHT
nepemMeLLaTbcs no cetu, n rae
npoucxoguT nepeknyeHne
(POYyMUHr)?

Mocne ycnewHoro noAaKMYeHUs € ucnosnb3oBaHneM Tecta Connect to
Network (Mogkmountbcst K CeTUM) KOocHUTeCcb kHomku Tests (TecTbl) u
BblbepuTe Roaming Test (TectnpoBaHune poymuHra). Ha rpacdumke Connection
Range (3oHa nopgkroyeHnst) noka3aHO KayecCTBO MOAKMYEHUS K TeKyLLen
Touke pgoctyna. Korga tectep AirCheck G2 nepekntoyaeTcs B poyMUHre Ha
OPYryt0 TOYKY AOCTyna, B MOMEHT MOLKIIOYEHUsI K HOBOW TOYKE AOCTyna Ha
rpaduke NosIBNSIiETCS 3eneHas BepTukanbHas nuHus. Kpome Toro, B BepxHen
CTPOKE MOSIBUTCA UMSI HOBOM TOYKM JOCTyna.

Obpatutech Kk pasgeny «[llpoBedeHne TecTa CETEBOro poymumHra u TecTa
30HbI NOKPLITUS TOYKW 4OCTYNay.

KakoBa 30Ha MNOKPbLITUA TOYKM
goctyna, 4YTObbI KNUeHT
OoCTaBarcsi NOAKITOYEHHbIM?

Mocne ycnewHoro BbinonHeHuss Tecta Connect to Access Point
(MopgknounTbca K TOYKE [ocTyna) KocHuTecb kHomku Tests (TecTbl) wu
Boloepute Range Test (TecTupoBaHMe 30HbI MNOKpbITUA). Ha rpadumke
Connection Range (3oHa nogknto4eHns) NokazaHo Ka4yecTBO MOAKMYEHUS K
Tekylen Touke goctyna. o mepe yganeHus tectepa AirCheck G2 kadecTBo
coeauHeHusa cHwkaetcs. lpu oTkmodeHnn Tectepa AirCheck G2 oT TO4kM
JocTyna Ha rpadwuke MOsIBUTCS KpacHas BepTukanbHas nuHusa. [pu
MOBTOPHOM MOAKIIOYEHMUN K TOYKE AOCTyNa MNOSBMTCH 3eneHas BepTuKkanbHas
NHKSA.

O6paTtuTech k pasgeny «TecTMpoBaHWE 30HbI MOKPbITUSA TOYKM AOCTYNay.

© NetAlly
© UMAT, 2021

Ctp. 106 u3

AfanTMpoBaHHbIV NepeBof Ha pycckuii A3blk - komnanus UMATR. KonvpoBaHue n nHoe BocrnpoussegeHue niobbim cnocobom
AaHHOro AoKyMeHTa 1 ero yacTtei 6e3 paspelenns UMAT 3anpetueHbl. Komnanum NetAlly u UMAT octasnsioT 3a coboit

npaso 6e3 yBeJoMIeHNUA BHOCUTb U3SMEHEHNA B ONMCaHWe NPOAYKTOB.




Y10 NnpuBOAUT K 3amMeaneHuo paboTbl ceTu unm oopbIBy COeaANHEHUN?

HoctatouHa nu  mowHocTb | Beibepute Access Points (Touyku poctyna). Ha akpaHe Access Points
curHana? oToGpakaeTcsl MOLLHOCTb CUrHana Kaxgouw Toukm poctyna. Ytobbl
NPOCMOTPETh OONONHUTENBHBLIE CBeAeHMs 06 ypoBHE curHana u neperpyske,
BblIOEpPUTE KOHKPETHYIO TOYKY JOCTYNa.

O6patutecb k pasgeny «3kpaH Access Point Details (CBegeHnsa o Touke

goctyna)».
Cnuwikom BbICOKas Harpy3ska Bbibepute Channels (KaHanbl), 4Tobbl nocMoTpeTb 06Liee MUCrorb3oBaHue
cetn? KaHanoB, a Takke KONMYEeCTBO TOYEK OOCTyna WM MOAKIOYEHHbIX KITMEHTOB,

UCMonb3yLWNX Kaxabl kaHan. [Ons npocmoTpa rpaduka KOCHUTECh
KOHKpPETHOro KaHana.

O6patutecb k pasgeny «3kpaH Channels Utilization (Mcnonb3oBaHue
KaHamnoB)».

MUmetotca nm  Ha kaHane | Boibepute Channels (Kananol). [Nomexwn, He oTHOcAWMecs K cTaHOaapTy
nomexum OT WucTouHMKoB, He | 802.11, nokasaHbl B BMAE CEPOro yyacTka AuarpaMmmbl. OTU LWYMbl MOTYT
OTHOCALUMXCS K  CTaHOapTy | OTpuuaTenbHO BRMATb Ha nogknodeHus unum paboty cetn WLAN. Lymbl, He
802.117 cBs3aHHble co cTaHgaptom 802.11, mMoryT ucxogutb OT MMKPOBOJSTHOBbIX
neyeit, GecnpoBoAHbIX TenedoHoB, YycTpoicTe Bluetooth®, paTunkos
OBWKeHns, 6ecnpoBOAHbIX KaMep U Apyrx 6ecnpoBogHbIX YCTPONCTB.
O6patutecb k pasgeny «3kpaH Channels Utilization (Acnonb3oBaHue
KaHamnoB)».

MmetoTcAa nu B ceTu yrpo3bl HapyLwweHusa 6e3onacHocTu?

MIMeloT N ceTn oxmngaembin Bbibepute Networks (Cetu). CeTm € He3alMLLEHHbIMM TOYKaMKM AOCTyna

? . .
ypoBeHb 6esonacHocTy’? OTMeYeHbl KpPaCHOW WMKOHKOM B BUAE OTKpbITOro 3amka K. CeTu ¢ Toukamu

nocrtyna, ucnonb3ywwnMn pasHbleé TUlbl 6esonacHocTM, 0603HayaloTCA

MKOHKOW C CepbIM 3aMKOM |
O6patutechb k pasgeny «3kpaH Networks List (Cnimcok ceten).

ae HaxoauTcAa Touka goctyna?

Bbibepute Access Points (Touvku gocTtyna), Beibepute ogHy 13 ToYek 4oCTyna, 3aTem HaxmuTe Locate (Hantwn)
Ha akpaHe Access Point Details (CBegeHnunsa o Touke goctyna).

Ob6patutecs Kk pasgeny «OnpeaeneHve MecTONONOXEHNS TOYKU AOCTYNa, KMMEHTa U UCTOYHMKA NOMEXY.
VMcnonb3oBaHne JONONHUTENBHOW BHELLHEN HanpaBeHHON aHTEHHbI MO3BONMUT ObICTpee HaXo4UTb TOYKU
pocTyna.

O6paTtuTech k pasgeny «Vcnonb3oBaHve BHELIHEN HANPaBIEHHON aHTEHHbIY.

Kakne cetn nnm To4ykun AO0CTyna nonafakT B 30HY oxXxBaTa npu nepemeu.l,el-mu?

Ha skpaHe Networks (Cetun) kocHutechb Sort: (CoptmpoBatb) n B cnucke Sort Networks/Access Points By:
(CoptupoBatb ceTtu/Touknm poctyna no:) Bblbepute Last Seen (IMocnegHee o6HapyxeHne). 3aTem
nepemeLLanTech No TecTupyemon 3oHe. NMonagatoLime B 30Hy AEACTBUSI CETU UMM TOYKM JOCTyna gobaBnsawTcs
B Ha4yarno cnvcka.

O6patutech K pasgeny «OGHapyxeHue ceTen 1 To4eK gocTynay.

Kak 3a4oKyMeHTMpoBaTb CBOIO CEeTb U CeaHC TeCTUPOBaHUA?

Ona coxpaHeHus ceaHca kocHUTeCb kHomku kLl (CoxpaHuTb).

[na nepepaun carnna ceaHca Ha KOMMbIOTEP M CO3[4aHMSA OT4YeTa UCMONb3yhTe NporpaMmmHoe obecrneyeHue
AirCheck G2 Manager. ObpaTtutecb Kk pasgeny «YnpaeneHue npounamm M ceaHcaMm Ha KOMMbHOTEpPE C
nomotubto npunoxerusi AirCheck G2 Manager».

Wnn ucnonb3ynte obnavHyto cnyxdy Link-Live (Link-Live.com) ans npocmoTpa pe3ynbTaTtoB TECTUPOBAHMS
b6ecnpoBogHon cetn u cetun Ethernet, n cospgaHmns otyeta. OGpaTtutech Kk pasgeny «Hauano pabotbl c
obnayHon cny»koon Link-Live».
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